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QUESTIONS PRESENTED 

 

1. Under federal law, an individual has Fourth Amendment standing to 

challenge an unlawful search only if it infringes on his own legitimate 

expectation of privacy. Dennis Reynolds’ brother’s DNA was searched by law 

enforcement in order to identify an arsonist. Was the District Court of the 

District of Ames correct in holding that Dennis Reynolds lacked standing to 

challenge the search of his brother’s DNA? 

2. Under the third-party doctrine, an individual has no legitimate expectation of 

privacy in information he voluntarily conveys to a third party. Reynolds 

submitted a swab of his DNA to a DNA analysis company for genetic and 

ancestry testing. Was the District Court of the District of Ames correct in 

holding that the third-party doctrine applied to the DNA Reynolds 

submitted? 
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STATEMENT OF FACTS 

 

In 1997, Charlie Kelly and Frank DeVito, the “Gruesome Twosome,” were 

murdered on a boat on Lake Ames. J.A. 3. No one witnessed the Gruesome 

Twosome murders, although numerous people, including Dennis Reynolds 

(“Reynolds”), were aboard. Id. Detectives found DNA of a third individual at the 

crime scene, but were unable to match it. J.A. 4. 

Twenty years later, Ames police suspected that Reynolds’ identical twin, 

Archibald Byrd-Reynolds (“Byrd-Reynolds”), had committed multiple arsons, and 

sought to determine whether Byrd-Reynolds’ DNA matched the DNA left at the 

scene of a recent deadly arson. Id. The police followed Byrd-Reynolds into a pub and 

swabbed his cell phone for DNA when the phone was left on a table. Id. While Byrd-

Reynolds’ DNA did not link him to the arsons, it matched DNA recovered from the 

scene of the Gruesome Twosome murders. Id. When police interviewed Byrd-

Reynolds, they learned both that he had been traveling at the time of the murders 

and that he had an identical twin brother, Reynolds. J.A. 18. Byrd-Reynolds and 

Reynolds share functionally identical DNA. J.A. 19. Police then arrested Reynolds 

for the murders. J.A. 18. 

Four years prior to his arrest, Reynolds had submitted a swab of his DNA to 

Ancestry Answers (“Ancestry”), a DNA analysis company. J.A. 5. Reynolds paid 

$200 for two Ancestry services: (1) Ancestry Analysis, which provided “a detailed 

report of [his] ancestral history, including the populations to whom [he is] related,” 

and (2) DNA Analysis, which provided information regarding his genetic health 
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risks. J.A. 19–20. Reynolds and his wife, a carrier for hereditary diseases, planned 

to have children and wanted to find out whether Reynolds was also a carrier. J.A. 5. 

Reynolds had the alternative option to receive genetic testing from a medical 

professional. Qualifying Round Questions 9/25/18. 

In July 2018, Reynolds was indicted for the Gruesome Twosome murders. 

J.A. 5. Reynolds moved to suppress the DNA evidence obtained in the search of 

Byrd-Reynolds. Id. The District Court for the District of Ames denied the motion. 

J.A. 12. Subsequently, Reynolds pleaded guilty to both murders under 18 U.S.C. § 

2280(a)(1)(G), but preserved his right to appeal the court’s denial of his motion to 

suppress. J.A. 21. Reynolds now appeals. J.A. 22. 

 

STATEMENT OF JURISDICTION 

 

The District Court for the District of Ames had original jurisdiction over this 

action pursuant to 28 U.S.C. § 3231. The district court denied Dennis Reynolds’ 

motion to suppress DNA evidence on August 20, 2018. J.A. 12. Dennis Reynolds 

entered into a plea agreement, under the written terms of which he preserved his 

ability to challenge the district court's disposition of his suppression motion, on 

August 21, 2018. J.A. 21. On that same date, he timely appealed. J.A. 22. Therefore, 

this Court has jurisdiction pursuant to 28 U.S.C. § 1291 and § 1294. See United 

States v. White, 748 F.3d 507, 510 (3d Cir. 2014) (reviewing district court's denial of 

suppression motion following conditional guilty plea). 
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SUMMARY OF THE ARGUMENT 

 

The district court was correct in denying Reynolds’ motion to suppress DNA 

seized during the search of his brother because Reynolds lacks standing under the 

Fourth Amendment to challenge the search, U.S. CONST. amend. IV, and because 

the third-party doctrine applies. 

Reynolds lacks Fourth Amendment standing. Courts have collapsed Fourth 

Amendment standing analysis with substantive Fourth Amendment analysis. See 

Rakas v. Illinois, 439 U.S. 128, 139 (1978). Substantive Fourth Amendment rights 

are “personal rights” which “may not be vicariously asserted.” Alderman v. United 

States, 394 U.S. 165, 174 (1969). The Fourth Amendment protects an individual’s 

own legitimate expectation of privacy, consisting of (1) “an actual (subjective) 

expectation of privacy,” that (2) “society is prepared to recognize as ‘reasonable.’” 

Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring). Here, 

neither prong of the Katz test is satisfied. 

Reynolds did not demonstrate a subjective expectation of privacy in the DNA. 

Generally, individuals lack a subjective expectation of privacy in physical 

characteristics exposed to the public. See, e.g., United States v. Dionisio, 410 U.S. 1, 

14 (1973). Further, the subjective prong presents “a fact-specific inquiry that looks 

to the individual['s] affirmative steps to conceal” the object of the search. United 

States v. Walton, 763 F.3d 655, 658 (7th Cir. 2014) (internal quotations omitted). 

Because DNA is a physical characteristic regularly exposed to the public and 
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because Reynolds failed to take affirmative acts to protect the DNA, he did not have 

a subjective expectation of privacy. 

Even if Reynolds had a subjective expectation of privacy, his expectation was 

not objectively reasonable because it did not conform to “the everyday expectations 

of privacy that we all share.” Minnesota v. Olson, 495 U.S. 91, 98 (1990). In 

determining reasonableness, courts look to the character of information gleaned, see 

Raynor v. State, 99 A.3d 753, 761 (Md. 2014), and to whether the individual had 

exclusive control over the object searched, see Rakas, 439 U.S. at 149. Here, because 

only identifying information was gleaned from the searched DNA and because 

Reynolds lacked exclusive control over the DNA, Reynolds did not have a reasonable 

expectation of privacy. 

Moreover, expanding the Fourth Amendment to grant Reynolds standing 

would have a detrimental impact on the criminal justice system. See Alderman, 394 

U.S. at 175. For these reasons, this Court should hold that Reynolds lacks Fourth 

Amendment standing. 

Further, the third-party doctrine applies. Under this doctrine, “a person has 

no legitimate expectation of privacy in information he voluntarily turns over to 

third parties.” Smith v. Maryland, 442 U.S. 735, 743–44 (1979). The third-party 

doctrine does not apply if (1) a conveyance was involuntary, and (2) the information 

conveyed was of a vast and locational nature. See Carpenter v. United States, 138 S. 

Ct. 2206, 2219–20 (2018). Here, because neither condition is satisfied, the third-

party doctrine applies.  
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 Reynolds’ conveyance to Ancestry was voluntary. Voluntariness is evidenced 

by (1) an affirmative act to convey information to a third party, (2) through a 

conveyance that is not “a pervasive and insistent part of daily life.” Carpenter, 138 

S. Ct. at 2220. Because Reynolds took affirmative steps to submit his DNA to 

Ancestry and because DNA testing is not pervasive in modern life, Reynolds’ 

submission was voluntary. This is further demonstrated by Reynolds’ choices to 

submit his DNA to a commercial provider rather than a medical professional and to 

purchase a non-medical ancestry test. Qualifying Round Questions 9/25/18; J.A. 19. 

Further, the narrow exception to the third-party doctrine promulgated in 

Carpenter v. United States is inapplicable here because Reynolds’ DNA did not 

contain vast amounts of location data. 138 S. Ct. at 2219. Moreover, a categorical 

exception to the third-party doctrine should be deferred to the legislature. See 

United States v. Jones, 565 U.S. 400, 429–30 (2012) (Alito, J., concurring). 

Accordingly, this Court should hold that the third-party doctrine applies.  

 Therefore, this Court should affirm the district court’s denial of Reynolds’ 

motion to suppress. 
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ARGUMENT 

 

In reviewing denials of motions to suppress, courts review factual 

determinations “in the light most favorable to the party prevailing below,” 

overturning a lower court’s ruling only if it was in “clear error.” United States v. 

Davis, 785 F.3d 498, 505 (11th Cir. 2015). Courts review questions of Fourth 

Amendment law de novo. Id.  

I. Reynolds does not have Fourth Amendment standing to challenge 

the search of his brother. 

 

Courts have collapsed Fourth Amendment standing analysis with 

substantive Fourth Amendment analysis. See Rakas v. Illinois, 439 U.S. 128, 139 

(1978). Courts have been clear that “Fourth Amendment rights are personal rights” 

which “may not be vicariously asserted.” Alderman v. United States, 394 U.S. 165, 

174 (1969). An individual’s rights are violated only if he has a legitimate 

expectation of privacy in the object of the search. Under the test established in Katz 

v. United States, 389 U.S. 347 (1967) (Harlan, J., concurring), an individual has a 

legitimate expectation of privacy if (1) he has “exhibited an actual (subjective) 

expectation of privacy,” and (2) this expectation is “one that society is prepared to 

recognize as ‘reasonable.’” 389 U.S. at 361. Here, regardless of whether the DNA 

belongs to Byrd-Reynolds or is “shared” between the brothers, Appellant Br. 4, 

Reynolds failed to demonstrate a subjective expectation of privacy in the DNA and 

any privacy expectation would have been objectively unreasonable. As a result, 

Reynolds does not have Fourth Amendment standing and this Court should affirm 

the district court’s judgment. 
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A. Reynolds did not have a subjective expectation of privacy in 

the searched DNA. 

 

Individuals generally do not have a subjective expectation of privacy in 

physical characteristics which are exposed to the public. See, e.g., United States v. 

Dionisio, 410 U.S. 1, 14 (1973). Courts have applied this rationale in holding that 

individuals do not have a subjective expectation of privacy in DNA, since they 

“constantly leave genetic material, fingerprints, footprints, or other evidence of their 

identity in public places.” State v. Athan, 158 P.3d 27, 37 (Wash. 2007). Therefore, 

this Court should similarly hold that Reynolds lacked a subjective expectation of 

privacy in the DNA. 

Even if this Court does not find this approach dispositive, Reynolds still 

lacked a subjective expectation of privacy because he failed to take affirmative steps 

to protect the DNA. When considering the subjective Katz prong, courts use a “fact-

specific inquiry,” reviewed for “clear error,” to evaluate an individual’s “affirmative 

steps to conceal and keep private” the object of the search. United States v. Walton, 

763 F.3d 655, 658 (7th Cir. 2014) (citing United States v. Yang, 478 F.3d 832, 835 

(7th Cir. 2007)). Affirmative acts, however slight, are necessary to show a subjective 

expectation because a mere “hope of privacy is not equivalent to an expectation of 

privacy.” California v. Rooney, 483 U.S. 307, 321 (1987) (White, J., dissenting) 

(emphasis in original); see also, e.g., MacWade v. Kelly, 460 F.3d 260, 272 (2d Cir. 

2006) (“[A] person carrying items in a[n] opaque bag has manifested his subjective 

expectation of privacy”). In United States v. Yang, the Seventh Circuit held that the 

defendant did not have a subjective expectation of privacy in notebooks seized by 
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police because he “took no affirmative steps to demonstrate any expectation of 

privacy in the notebooks.” 478 F.3d at 835. The defendant “did not close or secure 

the contents of the notebook in anyway [sic].” Id. Just as the defendant in Yang 

failed to take actions to safeguard his notebooks, Reynolds failed to take even 

“minimal efforts,” Appellant Br. 5, to protect the DNA. See J.A. 7. As a result, the 

district court’s finding that Reynolds lacked a subjective expectation of privacy was 

not clearly erroneous. 

This requirement for demonstrable actions applies even to intimate 

information, contrary to Appellant’s assertion, Appellant Br. 5. In Kee v. City of 

Rowlett, Texas, 247 F.3d 206 (5th Cir. 2001), the Fifth Circuit held that the 

plaintiffs did not have a subjective expectation of privacy in “private 

communications directed toward the graves” of deceased relatives. 247 F.3d at 216. 

The court emphasized that, despite the private nature of their conversations, the 

plaintiffs “failed to present evidence demonstrating any affirmative steps taken to 

preserve their privacy.” Id. Like conversations at a gravesite, DNA may contain 

intimate information. Even so, just as the plaintiffs in Kee failed to provide the 

requisite evidence of affirmative steps, there is no evidence that Reynolds took 

affirmative steps to safeguard the DNA. Therefore, the district court’s finding that 

Reynolds lacked a subjective expectation of privacy was not in “clear error.”  
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B. Reynolds’ expectation of privacy was not objectively 

reasonable because society does not recognize a privacy 

interest in the searched DNA. 

 

Even if Reynolds had a subjective expectation of privacy, his expectation does 

not satisfy the second Katz prong because it was not “one that society is prepared to 

recognize as ‘reasonable.” 389 U.S. at 361. An expectation of privacy is reasonable if 

it aligns with “the everyday expectations of privacy that we all share.” Minnesota v. 

Olson, 495 U.S. 91, 98 (1990). Because of the limited use of law enforcement’s DNA 

testing and Reynolds’ lack of exclusive control over the DNA, society does not 

recognize as reasonable any expectation of privacy that Reynolds might have had in 

the DNA. 

Reynolds did not have a reasonable expectation of privacy in DNA used by 

law enforcement for limited testing purposes. Courts have held that the purpose for 

extracting information from DNA is “paramount in assessing the objective 

reasonableness of [an individual’s] asserted privacy interest.” Raynor v. State, 99 

A.3d 753, 761 (Md. 2014); see also Maryland v. King, 569 U.S. 435, 444 (2013) 

(holding that law enforcement’s use of DNA databases for identification purposes is 

permissible). Law enforcement analyzes DNA to obtain only “identifying physical 

characteristics,” not “an individual's private life and thoughts.” Raynor, 99 A.3d at 

761. In Raynor v. State, the Maryland Court of Appeals held that the defendant had 

no reasonable expectation of privacy in DNA left on a chair, despite the “massive 

amount of deeply personal information” contained in DNA. Id. at 760–61. The court 

explicitly rejected the defendant’s attempts to “evoke images of an oppressive ‘Big 
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Brother’ cataloguing our most intimate traits,” because the police only used the 

DNA for the limited purpose of identification. Id. at 764. Just as law enforcement in 

Raynor used the defendant’s DNA for identification, here, law enforcement used 

Byrd-Reynolds’ DNA for the limited purpose of identifying a criminal and did not 

delve into any personal information contained in the DNA. J.A. 10. As a result, 

Reynolds did not have a reasonable expectation of privacy in the DNA.  

Because DNA testing for identification purposes does not implicate the same 

privacy concerns as other medical tests, Appellant’s reliance on Skinner v. Railway 

Labor Executives’ Association, 489 U.S. 602 (1989), and United States v. Davis, 690 

F.3d 226 (4th Cir. 2012), is misplaced. See Appellant Br. at 5–6. In Skinner, the 

Supreme Court held that the defendant had an expectation of privacy in his urine 

sample because it implicated “physiological data,” 489 U.S. at 615, revealing private 

details beyond the limited identification information gleaned from DNA analysis. 

Moreover, Davis is not controlling here because the Davis court’s underlying 

premise that all DNA identification searches implicate “physiological data,” 690 

F.3d at 243, was explicitly rejected by the Supreme Court in Maryland v. King, 569 

U.S. at 464. In King, the Court expressly stated that DNA searches “do[] not show 

more far-reaching and complex characteristics like genetic traits,” id. at 443, and do 

not reveal more than “information beyond identification.” Id. at 464 (citing Katsanis 

& Wagner, Characterization of the Standard and Recommended CODIS Markers, 58 

J. FORENSIC SCI. S169, S171 (2013)). Accordingly, neither Skinner nor Davis governs 

here.  



12 

Reynolds’ lack of exclusive control over the DNA further demonstrates that 

he did not have a reasonable expectation of privacy. Courts have held that, if an 

individual does not have control or the ability to exclude others from the object of 

the search, he lacks a reasonable expectation of privacy. See Rakas, 439 U.S. at 149; 

see also United States v. Angevine, 281 F.3d 1130, 1135 (10th Cir. 2002) (holding 

that professor had no reasonable expectation of privacy in university computer 

because he did not exercise exclusive control over it). In Rakas v. Illinois, the 

Supreme Court held that, because passengers in a searched car could not “exclude 

others” from the glove compartment or areas under the seats of the car, they lacked 

“complete dominion and control” and therefore had no reasonable expectation of 

privacy in those areas. 439 U.S. at 149; cf. Byrd v. United States, 138 S. Ct. 1518, 

1528 (2018) (holding that rental car driver had reasonable expectation of privacy 

because he had control over and ability to exclude others from the car); Minnesota v. 

Olson, 495 U.S. 91, 99 (1990) (holding that houseguest had expectation of privacy in 

host’s home because houseguest had control over the property). Just as the 

passengers in Rakas did not have complete control over the vehicle, Reynolds did 

not have any control over the searched DNA. J.A. 7. The DNA the police searched 

belonged to Byrd-Reynolds, not Reynolds, and Reynolds had no ability to exclude 

others from the DNA. Id. As a result of this lack of exclusive control, Reynolds 

lacked a reasonable expectation of privacy in the DNA.  

While Appellant relies on Georgia v. Randolph, 547 U.S. 103 (2006), to assert 

that individuals can have an expectation of privacy in materials outside of their 
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exclusive control, Randolph is inapposite here. The Supreme Court has consistently 

held that a cohabitant has no reasonable expectation of privacy in a shared space. 

See, e.g., Fernandez v. California, 571 U.S. 292, 301–302 (2014). In Randolph, the 

Court recognized a narrow exception, holding that, when a cohabitant is present and 

refuses a search, he has a reasonable expectation of privacy. 547 U.S. at 120. The 

Court was explicit that its holding did not apply where the objecting cohabitant was 

not present and expressly objecting to the search. Id. at 121–22; cf. Mancusi v. 

DeForte, 392 U.S. 364, 365 (1968) (holding that defendant had expectation of 

privacy in shared office from which papers were seized because he was present and 

protested the search). The Randolph exception does not apply here because 

Reynolds was not present and objecting when the DNA was taken from his brother.  

Because Reynolds lacks a legitimate expectation of privacy, the search’s 

impact on him is immaterial. While Appellant correctly asserts that whether the 

search had a “disparate impact on the parties involved” is irrelevant to the Katz 

analysis, Appellant Br. 7, he misapplies this principle. The Fourth Amendment 

standing analysis still requires “the challenged conduct [to have] invaded his 

legitimate expectation of privacy rather than that of a third party.” United States v. 

Payner, 447 U.S. 727, 731 (1980) (emphasis in original). In United States v. Payner, 

the Supreme Court held that the defendant, who was impacted by the search of a 

third party, lacked standing to challenge the search because his own privacy 

expectations were not violated. Id. at 731–32. Just as the defendant in Payner was 

affected by a search of a third party, Reynolds was affected by the search of Byrd-
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Reynolds’ DNA. However, because Reynolds’ own privacy expectations were not 

violated by the search, he lacks Fourth Amendment standing. 

C. Expanding the Fourth Amendment to grant Reynolds standing 

would have a detrimental impact on the criminal justice 

system. 

 

The expansion of Fourth Amendment standing requested by Appellant would 

broaden the class of individuals with standing to challenge searches, leading to an 

increase in the suppression of DNA evidence. Each time evidence is suppressed, “it 

exacts a substantial social cost.” Rakas, 439 U.S. at 137. Concealing evidence from 

triers of fact would thereby be a “further encroachment upon the public interest in 

prosecuting those accused of crime and having them acquitted or convicted on the 

basis of all the evidence which exposes the truth.” Alderman, 394 U.S. at 175. This 

would result in an increase in acquittals of guilty parties against whom 

incriminating evidence is available, a tremendous social cost which should only be 

borne when absolutely necessary. Therefore, this Court should affirm the district 

court’s ruling. 

 

II. The third-party doctrine applies to the DNA Reynolds submitted to 

Ancestry. 

 

 Under the third-party doctrine, “a person has no legitimate expectation of 

privacy in information he voluntarily turns over to third parties.” Smith v. 

Maryland, 442 U.S. 735, 743–44 (1979). In the rare instances that the Supreme 

Court has held that the third-party doctrine does not apply, the Court has required 

that (1) the conveyance was involuntary, and (2) the information conveyed was of a 
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vast and locational nature. See Carpenter v. United States, 138 S. Ct. 2206, 2219–20 

(2018). Here, Reynolds’ affirmative act of sending his DNA sample to Ancestry 

demonstrates that the submission was voluntary, and the DNA Reynolds submitted 

to Ancestry did not contain vast locational information. Moreover, a contraction of 

the third-party doctrine should be deferred to the legislature. Therefore, this Court 

should hold that the third-party doctrine applies to Reynolds’ DNA submission, and 

affirm the district court’s judgment.  

A. Reynolds’ DNA submission to Ancestry was voluntary because 

he took affirmative steps to convey his DNA and because DNA 

testing is not a pervasive part of modern life. 

 

 While Appellant relies on a patchwork of “disparate areas of the law” to 

formulate a standard for voluntariness, Appellant Br. 9, the Supreme Court has 

held that voluntariness is evidenced by (1) an affirmative act to convey information 

to a third party, (2) through a conveyance that is not “a pervasive and insistent part 

of daily life,” Carpenter, 138 S. Ct. at 2220 (quoting Riley v. California, 134 S. Ct. 

2473, 2484 (2014)). Because both requirements are satisfied, Reynolds’ submission 

was voluntary. 

Reynolds took affirmative acts in submitting his DNA to Ancestry. For an 

individual’s conveyance to a third party to be considered voluntary, he must take an 

affirmative act. Carpenter, 138 S. Ct. at 2220. In Smith v. Maryland, the Supreme 

Court held that the third-party doctrine applied to phone numbers dialed by the 

defendant because he “voluntarily conveyed numerical information” to the third-

party telephone company. 442 U.S. at 744. Just as the defendant in Smith took 
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affirmative acts when he dialed phone numbers, Reynolds took affirmative acts 

when he submitted a swab of his DNA and paid $200 to Ancestry for genetic and 

ancestry testing. J.A. 5, 19. These affirmative acts demonstrate that Reynolds’ DNA 

submission was voluntary.  

While Appellant relies on Carpenter v. United States to support his assertion 

that Reynolds’ submission was involuntary, Appellant Br. 10, the instant case is 

distinguishable from Carpenter. The Supreme Court in Carpenter held that the 

defendant did not voluntarily submit cell site location information (“CSLI”) to his 

cell provider, reasoning that “a cell phone logs a cell-site record by dint of its 

operation, without any affirmative act on the part of the user beyond powering up.” 

138 S. Ct. at 2220. While individuals automatically submit CSLI to cell providers 

simply by virtue of having cell phones, humans do not automatically submit genetic 

information to testing companies simply by virtue of having DNA. Therefore, 

because Reynolds’ submission of DNA was an affirmative act, Appellant’s reliance 

on Carpenter is misplaced. 

 Further, DNA testing is not indispensable to modern life. A conveyance to a 

third party is involuntary if it is “such a pervasive and insistent part of daily life” 

that it becomes “indispensable to participation in modern society.” Carpenter, 138 S. 

Ct. at 2220 (quoting Riley, 134 S. Ct. at 2484). In Carpenter, the Supreme Court 

reasoned that CSLI submissions are not voluntary because of the necessity and 

ubiquity of cell phone use. 138 S. Ct. at 2220. While 95% of American adults own a 

cell phone, PEW RESEARCH CENTER, MOBILE FACT SHEET (2018), 
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http://www.pewinternet.org/fact-sheet/mobile/, DNA testing cannot be considered 

necessary for participation in modern society, as it is used by less than four percent 

of Americans. See Behind at-home DNA testing companies sharing genetic data with 

third parties, CBS NEWS, (August 2, 2018), https://www.cbsnews.com/news/dna-

privacy-at-home-tests-23andme-ancestrydna-sell-data-to-third-parties/. The 

nonessential nature of DNA testing demonstrates that Reynolds’ submission to 

Ancestry was voluntary. 

This voluntariness is further evidenced by Reynolds’ choices to send his DNA 

to a commercial rather than a medical service provider, and to purchase a medically 

unnecessary ancestry test. Although information shared in a medical setting can 

fall outside the scope of the third-party doctrine, see Ferguson v. City of Charleston, 

532 U.S. 67, 78 (2001), the doctrine generally applies to information shared with 

commercial services, see Smith, 442 U.S. at 743–44. Despite having the option to 

undergo a genetic test with a medical professional, Qualifying Round Questions 

9/25/18, which would have provided him with additional privacy protections, 

Reynolds chose to purchase this test from Ancestry. Moreover, Reynolds chose to 

purchase an additional test which “provide[d] a detailed report of [his] ancestral 

history, including the populations to whom [he is] related.” J.A. 19. A test 

identifying an individual’s countries of origin cannot be considered medically 

necessary. These deliberate choices demonstrate the voluntariness of Reynolds’ 

submission. 
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Furthermore, the purpose of Reynolds’ submission to Ancestry and the 

method through which the government ultimately obtained the conveyed 

information are both irrelevant to the applicability of the third-party doctrine. 

Contrary to Appellant’s assertion, it is not legally relevant whether Reynolds 

submitted his DNA to Ancestry for a “legitimate purpose,” Appellant Br. 12. Rather, 

courts have held that the relevant consideration is whether the submission was 

voluntary. See United States v. Miller, 425 U.S. 435, 442 (1976). Similarly, courts do 

not consider the method through which the government ultimately obtains the 

conveyed information. See Smith, 442 U.S. at 743–44. By voluntarily submitting 

information to a third party, an individual relinquishes any privacy interest in the 

information. Id.; see also Guest v. Leis, 255 F.3d 325, 333 (6th Cir. 2001) (noting 

that an e-mail sender’s privacy expectation terminates when the email reaches the 

recipient). Reynolds forfeited his privacy interest when he submitted his DNA to 

Ancestry; how police thereafter obtained his DNA is irrelevant. The third-party 

doctrine applies. 

B. The third-party doctrine applies because DNA does not contain 

vast amounts of location data. 

 

As a general rule, “a person has no legitimate expectation of privacy in 

information he voluntarily turns over to third parties.” Smith, 442 U.S. at 743–44. 

Courts have consistently applied this rule even to information that might be 

considered sensitive, see, e.g., Miller, 425 U.S. at 442–443 (bank records), Guest, 255 

F.3d at 333 (e-mails), contrary to Appellant’s assertion, Appellant Br. 11. In 

Carpenter, the Supreme Court made a narrow exception to this general rule, 
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holding that the third-party doctrine did not apply to the defendant’s CSLI because 

CSLI contained “a detailed chronicle of a person's physical presence compiled every 

day, every moment, over several years.” 138 S. Ct. at 2220. The Court was careful to 

note that its holding was “narrow” and did “not disturb the application” of the third-

party doctrine. Id. The narrow scope of this exception is further clarified by recent 

decisions in which courts have declined to extend Carpenter to information that 

does not implicate vast location data. See e.g., United States v. Contreras, No. 17-

11271, 2018 WL 4689962 at *2 (5th Cir. Oct. 1, 2018) (declining to extend Carpenter 

to internet service provider’s records which only incidentally revealed defendant’s 

location). Unlike the detailed chronicle of location data contained within CSLI, DNA 

is a single snapshot of an individual’s unchanging genetic makeup, and therefore 

does not contain vast amounts of location data. As a result, Carpenter is not 

controlling. 

C. A categorical protection of DNA submitted to third-party DNA 

testing companies should be deferred to the legislature. 

 

The creation of a patchwork of protected categories of information by courts 

would upset the separation of powers between the legislature and judiciary. See 

Carpenter, 138 S. Ct. at 2233 (Kennedy, J., dissenting). Because the legislature is 

accountable to the public, it is best “situated to gauge changing public attitudes, to 

draw detailed lines, and to balance privacy and public safety in a comprehensive 

way.” United States v. Jones, 565 U.S. 400, 429–30 (2012) (Alito, J., concurring). 

Creating an exception to the third-party doctrine for DNA submissions in this case 

would “close[] off further legislative debate,” Carpenter, 138 S. Ct. at 2233 
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(Kennedy, J., dissenting), and usurp Congress’ role in carefully weighing law 

enforcement needs against privacy protections. As a result, this Court should 

decline to exclude DNA submitted for testing purposes from the third party 

doctrine.  

 

CONCLUSION 

 

 For the foregoing reasons, the Government respectfully requests that this 

Court affirm the judgment of the district court. 
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APPENDIX 

  

United States Constitution 

  

U.S. Const. amend. IV 

  

The right of the people to be secure in their persons, houses, papers, and effects, 

against unreasonable searches and seizures, shall not be violated, and no Warrants 

shall issue, but upon probable cause, supported by Oath or affirmation, and 

particularly describing the place to be searched, and the persons or things to be 

seized. 

  

 


