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QUESTIONS PRESENTED 

 

1. Under federal law, an individual has Fourth Amendment standing to challenge an 

unlawful search that infringed on his legitimate expectation of privacy. Dennis Reynolds 

has an identical twin brother with whom he shares identical DNA. The police obtained a 

sample of their shared DNA through an illegal search of Reynolds’ twin and used it to 

implicate Reynolds in a crime unrelated to the search. Did the District Court of Ames err 

in holding that Dennis Reynolds lacked standing to challenge the police’s unlawful 

search of the shared DNA? 

 

2. The search of the DNA Dennis Reynolds shares with his twin was unlawful under the 

Fourth Amendment unless the third-party doctrine applies. The third-party doctrine does 

not apply if an individual involuntarily conveys information, in which he has a reasonable 

expectation of privacy, to a third party. Reynolds, whose wife is a carrier for deadly 

hereditary diseases, submitted a swab of his DNA to a genetic testing company to 

determine the risk of passing those diseases onto the couple’s children. Did the District 

Court of Ames err in holding that, because of this submission, the third-party doctrine 

applied and stripped him of Fourth Amendment protection?
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STATEMENT OF FACTS 

 

In 1997, two men were murdered on a boat on Ames Lake. J.A. 3. No one witnessed the 

murders, although numerous people, including Dennis Reynolds (“Reynolds”), were aboard. Id. 

Detectives found DNA of an unknown individual at the crime scene, but were unable to match 

the DNA. Id. at 3–4.  

Twenty years later, Ames police suspected that Archibald Byrd-Reynolds (“Byrd-

Reynolds”), Reynolds’ identical twin, was connected to a string of arsons. Id. at 4. The police 

followed Byrd-Reynolds into Paddy’s Pub and swabbed his cell phone for DNA when he left it 

on a table. Id. at 17. The police did not have a warrant and acknowledge that this was an illegal 

search. Id. at 19. While the DNA sample taken from Byrd-Reynolds did not connect him to the 

fires, it matched the DNA left at the scene of the 1997 murders on Ames Lake. Id. at 4. Police 

interviewed Byrd-Reynolds and learned that he had an alibi for the time of the murders. Id. at 18. 

However, they also learned that he had an identical twin, Reynolds, with whom Byrd-Reynolds 

shares “functionally identical DNA.” Id. at 18–19. The detectives never directly searched or 

talked to Reynolds, but “came to the belief that” Reynolds had committed the murders and 

arrested him. Id. at 4. 

Four years before his arrest, Reynolds had submitted a swab of his DNA to Ancestry 

Answers (“Ancestry”). Id. at 5. Ancestry analyzes DNA and provides a genetic report that, 

among other things, summarizes an individual’s genetic health risks and heritable diseases. Id. at 

19–20. Reynolds and his wife, a carrier for cystic fibrosis and Tay-Sachs disease, planned to 

have children and wanted to ensure that Reynolds was not also a carrier. Id. at 5, 19. DNA 

testing through companies such as Ancestry has become increasingly popular due to 

technological advances in DNA science and the “ease with which DNA can be decoded.” Id. at 
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4. Ancestry never shared Reynolds’ test results or DNA with the government or anyone other 

than Reynolds. Id. at 5. 

In July 2018, Reynolds was indicted for the Ames Lake murders. Id. Reynolds moved to 

suppress the DNA evidence obtained through the unlawful search of his twin. Id. The U.S. 

District Court for the District of Ames denied the motion. Id. at 12. Subsequently, Reynolds 

pleaded guilty to the two murders under 18 U.S.C. §2280(a)(1)(G), but preserved his right to 

appeal the court’s denial of his motion to suppress. Id. at 21. Reynolds now appeals. Id. at 22. 

 

STATEMENT OF JURISDICTION 

 

The District Court for the District of Ames had jurisdiction over this action under 28 

U.S.C. § 3231. The district court denied Dennis Reynolds’ motion to suppress on August 20, 

2018. J.A. 12. Dennis Reynolds entered into a plea agreement, under the written terms of which 

he preserved his ability to challenge the district court's disposition of his suppression motion, on 

August 21, 2018. J.A. 21. On that same date, he timely appealed. J.A. 22. Therefore, this Court 

has jurisdiction under 28 U.S.C. § 1291 and § 1294. See United States v. White, 748 F.3d 507, 

511 (3d Cir. 2014) (reviewing district court's denial of suppression motion following conditional 

guilty plea). 

 

SUMMARY OF THE ARGUMENT 

 

The district court erred in denying Reynolds’ motion to suppress DNA seized during the 

illegal search of his twin, because Reynolds has standing under the Fourth Amendment, U.S. 

Const. amend. IV., and the third-party doctrine does not apply. 
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First, Reynolds has Fourth Amendment standing. Courts have collapsed Fourth 

Amendment standing analysis with substantive Fourth Amendment analysis. See Rakas v. 

Illinois, 439 U.S. 128, 139 (1978). The Fourth Amendment protects an individual’s legitimate 

expectation of privacy, comprised of (1) “an actual (subjective) expectation of privacy,” (2) “that 

society is prepared to recognize as ‘reasonable.’” Katz v. United States, 389 U.S. 347, 361 (1967) 

(Harlan, J., concurring). Here, both prongs are met. 

Reynolds had a subjective expectation of privacy in the shared DNA. Courts presume that 

individuals have a subjective expectation of privacy in DNA, absent purposeful exposure to law 

enforcement. See United States v. Davis, 657 F. Supp. 2d 630, 645 (D. Md. 2009), aff'd, 690 F.3d 

226 (4th Cir. 2012). If probing further, courts consider whether an individual took “normal 

precautions to maintain his privacy” under the circumstances. California v. Ciraolo, 476 U.S. 

207, 211 (1986). Moreover, courts have found that individuals retain a subjective expectation of 

privacy in shared materials. See Mancusi v. DeForte, 392 U.S. 364, 369 (1968). Here, Reynolds 

took normal precautions to protect his shared DNA. Therefore, Reynolds had a subjective 

expectation of privacy in the DNA. 

Further, Reynolds’ expectation of privacy was objectively reasonable because society has 

recognized a privacy interest in DNA. Courts look to a variety of considerations in analyzing 

what society recognizes as reasonable. These considerations include relevant statutes, see Doe v. 

Broderick, 225 F.3d 440, 450 (4th Cir. 2000), the context in which a search occurred, see New 

Jersey v. T.L.O., 469 U.S. 325, 337 (1985), and whether an individual purposefully exposed 

information to the public, see California v. Greenwood, 486 U.S. 35, 40–41 (1988). Analyzed 

together, these considerations indicate that society recognizes that Reynolds’ expectation of 

privacy was objectively reasonable. 
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Moreover, by denying Reynolds standing, this Court would sanction unchecked 

governmental intrusion. Such a holding would expand a loophole that allows law enforcement to 

invade an individual’s privacy through an illegal search of another person. See United States v. 

Payner, 447 U.S. 727, 735 (1980). This expansion is exacerbated by advancing technology. See 

Kyllo v. United States, 533 U.S. 27, 33–34 (2001). For the foregoing reasons, this Court should 

hold that Reynolds has Fourth Amendment standing. 

Second, the third-party doctrine does not apply here. Under the third-party doctrine, an 

individual “has no legitimate expectation of privacy in information he voluntarily turns over to 

third parties.” Smith v. Maryland, 442 U.S. 735, 743–44 (1979). Courts have held that the 

doctrine only applies to situations in which an individual gives information to a third party and 

the government then obtains that information directly from the third party. See State v. Andrews, 

134 A.3d 324, 352 (Md. Ct. Spec. App. 2016). The third-party doctrine does not apply here 

because the police did not actually obtain Reynolds’ DNA from Ancestry. See J.A. 17. 

Further, the doctrine does not apply to information that (1) gives rise to a reasonable 

expectation of privacy, and (2) was submitted involuntarily. Carpenter v. United States, 138 

S.Ct. 2206, 2219–2220 (2018). Reynolds has a reasonable expectation of privacy in the DNA 

submitted to Ancestry because the information contained within DNA is vast, see id., and highly 

sensitive, see Riley v. California, 134 S.Ct. 2473, 2490 (2014). Additionally, Reynolds did not 

convey his DNA to Ancestry voluntarily because he did not have a meaningful choice in whether 

to undergo genetic testing for deadly hereditary diseases. See Carpenter, 138 S.Ct. at 2220.  

Finally, applying the third-party doctrine to this case would expand governmental 

intrusion into protected areas and would have a chilling effect on the valuable practice of genetic 

testing. Thus, the third-party doctrine does not and should not apply to the instant case.  
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Therefore, this Court should reverse the district court. 

 

ARGUMENT 

 

Questions of “[w]hether certain conduct by law enforcement officers infringes upon 

rights guaranteed by the Fourth Amendment” are reviewed de novo. United States v. Breza, 308 

F.3d 430, 433 (4th Cir. 2002); see also United States v. Conway, 73 F.3d 975, 979 (10th Cir. 

1995) (applying de novo review to Fourth Amendment standing). In reviewing denials of 

motions to suppress, courts consider facts “in the light most favorable to the party prevailing 

below.” United States v. Davis, 785 F.3d 498, 505 (11th Cir. 2015). 

 

I. Reynolds has Fourth Amendment standing to challenge the unlawful search of his 

brother because Reynolds had a legitimate expectation of privacy in their shared 

genetic information. 

 

 Fourth Amendment standing is predicated on either a property-based interest or a 

reasonable expectation of privacy. See Byrd v. United States, 138 S.Ct. 1518, 1526 (2018); see 

also United States v. Jones, 565 U.S. 400, 406–07 (2012). Courts have collapsed Fourth 

Amendment standing analysis with substantive Fourth Amendment analysis. See Rakas v. 

Illinois, 439 U.S. 128, 139 (1978). Under the reasonable expectation of privacy test established 

in Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J., concurring), an individual has a 

valid Fourth Amendment claim if (1) the individual has a subjective expectation of privacy, and 

(2) that expectation is considered reasonable in society. 389 U.S. at 361. Because Reynolds had a 

subjective expectation of privacy in the seized genetic information and his expectation was 

objectively reasonable, he had the legitimate expectation of privacy in the DNA required for 

Fourth Amendment standing. 
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A. Reynolds had a subjective expectation of privacy in the DNA he shares with his 

brother. 

 

Applying the first prong of the Katz test to DNA, courts “operate on the premise that 

individuals always have a subjective expectation of privacy in their DNA,” unless they 

knowingly provide DNA for law enforcement purposes. United States v. Davis, 657 F. Supp. 2d 

630, 645 (D. Md. 2009), aff'd, 690 F.3d 226 (4th Cir. 2012) (emphasis in original). Here, 

Reynolds should be afforded the same presumption that he had a subjective expectation of 

privacy in his DNA, and he did not knowingly provide his DNA to law enforcement. 

Beyond this presumption, Reynolds demonstrated his subjective privacy interest in the 

shared DNA by taking normal precautions to protect it. An individual indicates a subjective 

expectation of privacy by taking “normal precautions to maintain his privacy” under the 

circumstances. California v. Ciraolo, 476 U.S. 207, 211 (1986) (quoting Rawlings v. Kentucky, 

448 U.S. 98 (1980)). In California v. Ciraolo, the Supreme Court reasoned that the defendant 

had a subjective expectation of privacy because he took “normal precautions to maintain his 

privacy” by installing a fence to hide marijuana plants. Id. Unlike the plants in Ciraolo, DNA 

cannot be shielded from public view because no action comparable to putting up a fence exists to 

protect DNA. Humans constantly shed DNA, and the available precautions, such as collecting 

every hair and cell ever shed from an individual or his twin, cannot be deemed normal. Here, 

because there is no indication that Reynolds actively exposed his DNA to the public beyond 

normal exposure, he retained his subjective expectation of privacy. 

Sharing DNA with Byrd-Reynolds does not undermine Reynolds’ subjective expectation 

of privacy. Courts have held that an individual can have a subjective expectation of privacy in 

shared material. See Mancusi v. DeForte, 392 U.S. 364, 369–370 (1968). In Mancusi v. DeForte, 

the Supreme Court held that a union official had a subjective expectation of privacy in papers 
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seized by the police from the office he shared because he “could reasonably have expected 

that . . . records would not be touched” without the permission of any of the office’s users. Id. at 

369. Just as the Mancusi defendant could reasonably have expected that only office users or 

those granted permission would have accessed materials in the shared office, Reynolds could 

reasonably have expected that only his brother or those granted permission would have accessed 

their shared DNA. Therefore, because neither Reynolds nor his twin gave permission for the 

police to access their shared DNA, Reynolds retained his expectation of privacy. 

B. Reynolds’ expectation of privacy was objectively reasonable because society 

recognizes a privacy interest in DNA. 

 

To determine whether an expectation of privacy is reasonable, courts look to “the 

everyday expectations of privacy that we all share.” Minnesota v. Olson, 495 U.S. 91, 98 (1990). 

Because there is “no talisman that determines in all cases those privacy expectations that society 

is prepared to accept as reasonable,” O'Connor v. Ortega, 480 U.S. 709, 715 (1987) (plurality 

opinion), courts consider factors such as relevant statutes, the context of a search, and exposure 

of the information to determine whether a privacy expectation is reasonable. Considering these 

factors, Reynolds’ expectation of privacy was reasonable.  

 The reasonableness of Reynolds’ privacy expectation is evidenced by the Health 

Insurance Portability and Accountability Act of 1996 (“HIPAA”) Privacy Rule. 45 C.F.R. §§ 

160, 164 (2013). Courts consider the existence of relevant statutes to be evidence of society’s 

reasonable expectations of privacy. See Doe v. Broderick, 225 F.3d 440, 450 (4th Cir. 2000). In 

Doe v. Broderick, the Fourth Circuit held that a methadone clinic patient had a reasonable 

privacy expectation in his seized medical records. See 225 F.3d at 450–51. The court stated that 

the existence of statutes protecting the privacy of medical records was “a fitting indication that 

society is willing to recognize [the patient’s] expectation of privacy as objectively reasonable.” 
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Id. Like the privacy statute in Doe, here, HIPAA, Pub. L. No. 104–191, (1996), is a relevant 

statute protecting the privacy of health information. Congress’ revision of HIPAA in 2013 to 

provide privacy protections for genetic information, 45 C.F.R. §§ 160, 164 (2013), was a “fitting 

indication” that society recognizes an expectation of privacy in DNA as reasonable. Therefore, 

Reynolds’ expectation of privacy in his DNA was objectively reasonable. 

The warrantless search of the twins’ DNA did not occur in a context of diminished 

privacy expectations. The Supreme Court has held that “what is reasonable depends on the 

context within which a search takes place.” New Jersey v. T.L.O., 469 U.S. 325, 337 (1985). 

Courts find that, in contexts in which individuals are on notice of a heightened potential for 

intrusion, privacy expectations are “necessarily . . . of a diminished scope.” Maryland v. King, 

569 U.S. 435 (2013) (suspects in police custody); see also T.L.O., 469 U.S. 325 (1985) (students 

at school); Skinner v. Railway Labor Executives' Ass'n., 489 U.S. 602 (1989) (employees at 

work). However, at the time of the search of their shared DNA, neither Reynolds nor his twin 

were in such a context. Rather, Byrd-Reynolds was using his cell phone in Paddy’s Pub, see J.A. 

17, a context that does not give rise to a heightened potential for intrusion, and Reynolds was not 

even present. Thus, Reynolds’ expectation of privacy was not diminished based on the context of 

the search. 

Further, because Reynolds did not purposefully expose the DNA to the public, his 

expectation of privacy was not unreasonable. If an individual purposefully exposes an object to 

the public, the objective expectation of privacy in that object is diminished. See California v. 

Greenwood, 486 U.S. 35, 41 (1988). In California v. Greenwood, the Supreme Court held that 

the defendant lacked a reasonable expectation of privacy in drugs found in trash bags he had 

placed on his curb “for the express purpose of having strangers take it.” Id. While the defendant 
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in Greenwood wanted his trash to be picked up, Reynolds and his brother never wanted strangers 

to take their DNA. In addition, unlike trash on the curb, DNA is not commonly thought to be an 

item for public taking. Therefore, Reynolds’ expectation of privacy in the DNA was not 

unreasonable. 

C. Denying Reynolds standing would reward police misconduct and thereby 

undermine Fourth Amendment protections. 

 

If this Court affirms the district court’s findings, it would expand an existing loophole 

through which law enforcement can violate an individual’s privacy rights by illegally searching 

another person. In United States v. Payner, 447 U.S. 727 (1980), IRS investigators illegally 

seized a briefcase from a third party, a move structured to take advantage of the defendant’s lack 

of Fourth Amendment standing to challenge the search. 447 U.S. at 729. The Supreme Court 

conceded that government agents had “exploit[ed] a flagrantly illegal search,” but still held that 

the defendant lacked standing. Id. This loophole undermines the Fourth Amendment because it 

incentivizes police to search third parties in order to circumvent the constitutional protections of 

the individual they are actually targeting. If this loophole were expanded to the instant case, 

police would be incentivized to illegally search relatives to obtain a genetic profile of a 

defendant. Permitting this manipulation of Fourth Amendment standing requirements is 

especially problematic in cases of DNA because the information DNA contains is highly 

sensitive, and therefore distinguishable from the bank records in Payner. Thus, this Court should 

decline to expand this loophole. 

Moreover, denying Reynolds standing would reward the weaponization of technological 

advances to exploit the Payner loophole. As new technology becomes available, courts have 

recognized the need to protect against resulting encroachments on privacy rights. See Carpenter 

v. United States, 138 S.Ct. 2206, 2223 (2018). In Kyllo v. United States, 533 U.S. 27 (2001), 
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police used a new “sense-enhancing technology” to analyze heat signatures from a home to 

discover marijuana plants. 533 U.S. at 33. In holding that the defendant had a reasonable 

expectation of privacy, the Supreme Court emphasized that there must be “limits” on new 

technology when it “shrink[s] the realm” of privacy. Id. at 34. Just as the police’s use of new 

technology in Kyllo “erode[d] the privacy guaranteed by the Fourth Amendment,” id., here, law 

enforcement’s exploitation of advances in DNA science eroded Reynolds’ privacy through an 

illegal search of his twin. A holding that Reynolds lacks standing would expand the Payner 

loophole by undermining the Kyllo court’s recognition of the need to protect individuals’ Fourth 

Amendment rights from technological advances.  

Therefore, this Court should hold that Reynolds has standing to challenge the illegal 

search because he had a subjective and objectively reasonable expectation of privacy in the 

DNA. 

 

II. Reynolds’ DNA is protected by the Fourth Amendment because the third-party 

doctrine does not apply to the DNA he submitted to Ancestry. 

 

Under the third-party doctrine, “a person has no legitimate expectation of privacy in 

information he voluntarily turns over to third parties.” Smith v. Maryland, 442 U.S. 735, 734–44 

(1979). This doctrine only applies to situations in which an individual gives information to a 

third party and the government obtains that information directly from that third party. See United 

States v. Miller, 425 U.S. 435, 443 (1976). Here, however, the police obtained the twins’ shared 

DNA through an unlawful search of Byrd-Reynolds rather than from Ancestry. J.A. 4–5. Even if 

the government had obtained the DNA from Ancestry, which they did not, the third-party 

doctrine still does not apply. Courts have held that if an individual (1) conveys the type of 

information in which there is a reasonable expectation of privacy, and (2) does so involuntarily, 
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the third-party doctrine does not apply. Carpenter v. United States, 138 S.Ct. 2206, 2219–20 

(2018). Reynolds had a reasonable expectation of privacy in the DNA submitted to Ancestry 

because it contained intimate information about his genetic makeup and health. Further, the 

conveyance was not voluntary because the genetic testing was necessary. Thus, the third-party 

doctrine does not apply to Reynolds’ DNA. 

A. The third-party doctrine does not apply because the police did not actually obtain 

Reynolds’ DNA from Ancestry. 

 

The third-party doctrine applies if information is “revealed to a third party and conveyed 

by [that third party] to Government authorities.” Miller, 425 U.S. at 443. However, the doctrine 

does not apply if information that an individual has shared with a third party is then obtained by 

the government from a source other than that third party. See State v. Andrews, 134 A.3d 324, 

352 (Md. Ct. Spec. App. 2016). In State v. Andrews, the Maryland Court of Special Appeals 

declined to extend the third-party doctrine to the defendant’s cell-site location information 

(“CSLI”) collected by the government with its own device. Id. Although the defendant 

transmitted CSLI to his third-party cell provider, the doctrine did not apply because the 

government did not obtain this information directly from the provider. See id. Just as the 

government in Andrews accessed the defendant’s CSLI data independent from the third party, the 

police here obtained Reynolds’ DNA through the unlawful search of his twin, not through 

Ancestry. J.A. 4–5. Therefore, the third-party doctrine does not apply here. 

B. Even if the government had obtained the information from Ancestry, the third-

party doctrine still does not apply because Reynolds had a reasonable expectation of 

privacy in his DNA, and he did not submit it with meaningful choice. 

 

Courts use a two-part inquiry to determine whether information shared with a third party 

is exempt from the third-party doctrine. The doctrine does not apply to information that (1) gives 

rise to a reasonable expectation of privacy, and (2) is submitted involuntarily. See Carpenter, 
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138 S.Ct. at 2219–20 (2018). Here, because Reynolds had a reasonable expectation of privacy in 

his DNA and because he did not transmit his DNA to Ancestry with meaningful choice, the 

third-party doctrine does not apply. 

1. Reynolds had a reasonable expectation of privacy in his DNA due to the highly 

sensitive nature and vast quantities of the information contained within DNA. 

 

Courts have held that there is a reasonable expectation of privacy in highly sensitive 

information, even if it is shared with a third party. See Ferguson v. City of Charleston, 532 U.S. 

67 (2001) (diagnostic tests); Douglas v. Dobbs, 419 F.3d 1097 (10th Cir. 2005) (prescription 

records). In Ferguson v. City of Charleston, maternity patients submitted their urine to a hospital 

for drug testing. 532 U.S at 70. Upon finding that patients tested positive for cocaine, the hospital 

turned this information over to law enforcement, and the patients were arrested. Id. at 71–72. The 

Supreme Court held that these patients did not give up their reasonable expectation of privacy in 

their urine by sharing it for testing by the third-party hospital. Id. at 78. The court’s rationale was 

that “unauthorized dissemination of such [test] results” to the police was a serious intrusion on 

privacy because a typical patient would not expect his information to be shared. Id. Just as a 

patient would not expect a hospital to turn over medical records to the police, Reynolds would 

not expect Ancestry to turn over his genetic information to the police. Because DNA contains 

information about future health conditions and heritable diseases, J.A. 20, genetic tests can be 

even more revealing than medical tests. Therefore, Reynolds had a reasonable expectation of 

privacy in the inherently private and revealing information he shared with Ancestry. 

Further, Reynolds had a reasonable expectation of privacy in his DNA because DNA 

contains vast amounts of private information. Courts have held that individuals have a reasonable 

expectation of privacy in “exhaustive chronicle[s]” of deeply personal information conveyed to 

third parties. Carpenter, 138 S.Ct. at 2219; see also Riley, 134 S.Ct. at 2485. In Carpenter v. 
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United States, the Supreme Court held that the government violated the defendant’s reasonable 

expectation of privacy when it obtained CSLI from his third-party cell provider. 138 S. Ct. at 

2219. The defendant’s expectation of privacy in his CSLI was reasonable because “there are 

no . . . limitations” on the information that can be revealed through the data. Id. Like the 

information accessible through CSLI, information contained within a DNA sample generates “a 

detailed chronicle of a person’s physical presence.” Id. at 2220. In addition, just as advances in 

technology have enabled easier access to an individual’s personal information through CSLI, 

scientific advances have enabled easier access to large amounts of sensitive information about an 

individual through his DNA. See J.A. 9. Thus, Reynolds had a reasonable expectation of privacy 

in his DNA. 

This case is distinguishable from United States v. Miller, 425 U.S. 435 (1976), and Smith 

v. Maryland, 442 U.S. 735 (1979), because the vast quantity of sensitive genetic information 

contained in Reynolds’ DNA “implicates privacy concerns far beyond those considered” in both 

cases. Carpenter, 138 S.Ct. at 2220. In Miller, the Supreme Court held that, because bank 

records do not contain sufficiently confidential information, the defendant lacked a reasonable 

expectation of privacy in the records. 425 U.S. at 442. In Smith, the Supreme Court held that the 

defendant did not have a reasonable expectation of privacy in dialed phone numbers because the 

quantity of information gleaned from numbers themselves was limited. 442 U.S. at 744. The 

facts of this case are distinct from Miller and Smith because DNA is more confidential than the 

bank records seized in Miller and contains far more information than the phone numbers in 

Smith. See, e.g., Kelly Lowenberg, Applying the Fourth Amendment When DNA Collected for 

One Purpose is Tested for Another, 79 U. CIN. L. REV. 1289 (2011); Mark Rothstein & Meghan 

Talbott, The Expanding Use of DNA in Law Enforcement: What Role for Privacy?, 34 J.L. MED. 
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& ETHICS 153, 158 (2006). Therefore, neither case governs here, and Reynolds had a reasonable 

expectation of privacy in the submitted DNA. 

2. Reynolds did not convey his DNA to Ancestry voluntarily because deciding 

whether to undergo genetic testing for deadly hereditary diseases was not a 

meaningful choice. 

 

An individual must have a meaningful choice in whether to convey information to a third 

party for the conveyance to be considered voluntary. See Carpenter, 138 S.Ct. at 2220. In 

Oregon Prescription Drug Monitoring Program v. United States Drug Enforcement 

Administration, 998 F. Supp. 2d 957 (D. Or. 2014), rev’d on other grounds, 860 F.3d 1228 (9th 

Cir. 2017), the district court found that the third-party doctrine did not apply to prescription drug 

data legally required to be submitted to a state database. 998 F. Supp. 2d at 967. The court 

reasoned that patients lacked a meaningful choice in deciding whether to submit data to the third-

party database, since the “only way to avoid submission . . . is to forgo medical treatment or to 

leave the state,” and therefore their submissions were not voluntary. Id. Just as the patients had 

no meaningful choice between obtaining or foregoing treatment, Reynolds too had no 

meaningful choice between obtaining or foregoing necessary diagnostic testing. Reynolds shared 

his DNA with Ancestry not to obtain inconsequential information, but to determine whether he 

was a carrier of deadly hereditary diseases. J.A. 19. Reynolds’ only available alternatives to 

testing were forgoing having children, or unknowingly inflicting his children with deadly genetic 

illnesses. Here, because Reynolds lacked a meaningful choice, he did not voluntarily submit his 

DNA to Ancestry. 

C. An expansion of the third-party doctrine to include DNA samples submitted to 

genetic testing services would contravene public policy. 

 

Applying the third-party doctrine to this case would expand governmental intrusion into 

protected areas and would have a chilling effect on the valuable practice of genetic testing. The 
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third-party doctrine is “ill suited” to the modern age “in which people reveal a great deal of 

information about themselves to third parties in the course of carrying out mundane tasks.” 

United States v. Jones, 565 U.S. 400, 417 (2012) (Sotomayor, J., concurring). Here, sending a 

sample for genetic analysis is mundane in its ease and ubiquity, but not in its implications. 

Genetic testing results have a profound impact on fundamental decisions, including “matters 

relating to marriage, procreation, contraception, [and] family relationships . . . .” Paul v. Davis, 

424 U.S. 693, 713 (1976). Courts have recognized that the state should not interfere with these 

matters. See id. By extending the third-party doctrine to DNA submitted to genetic testing 

services, this Court would sanction government intrusion into these traditionally protected areas. 

This expansion would disincentivize individuals from undergoing genetic testing out of fear that 

their personal information could be turned over to the police, which would endanger public 

health. Because of these negative policy implications, the third-party doctrine should not apply to 

the instant case. 

 

CONCLUSION 

 

For the foregoing reasons, the appellant respectfully requests that this Court reverse the judgment 

of the district court. 

 

SIGNATURE 
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APPENDIX 

 

United States Constitution 

 

U.S. Const. amend. IV. 

 

The right of the people to be secure in their persons, houses, papers, and effects, against 

unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon 

probable cause, supported by Oath or affirmation, and particularly describing the place to be 

searched, and the persons or things to be seized. 
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Regulatory Provisions 

 

45 C.F.R. § 160.103. HIPAA Privacy Rule Definitions  

 

(selected provisions) 

 

Genetic information means: 

(1) Subject to paragraphs (2) and (3) of this definition, with respect to an individual, 

information about: 

(i) The individual's genetic tests; 

(ii) The genetic tests of family members of the individual; 

(iii) The manifestation of a disease or disorder in family members of such 

individual; or 

(iv) Any request for, or receipt of, genetic services, or participation in clinical 

research which includes genetic services, by the individual or any family member 

of the individual. 

(2) Any reference in this subchapter to genetic information concerning an individual or 

family member of an individual shall include the genetic information of: 

(i) A fetus carried by the individual or family member who is a pregnant woman; 

and 

(ii) Any embryo legally held by an individual or family member utilizing an 

assisted reproductive technology. 

(3) Genetic information excludes information about the sex or age of any individual. 

 

Genetic services means: 

(1) A genetic test; 

(2) Genetic counseling (including obtaining, interpreting, or assessing genetic 

information); or 

(3) Genetic education. 

 

Genetic test means an analysis of human DNA, RNA, chromosomes, proteins, or metabolites, if 

the analysis detects genotypes, mutations, or chromosomal changes. Genetic test does not 

include an analysis of proteins or metabolites that is directly related to a manifested disease, 

disorder, or pathological condition. 

 

 

45 C.F.R. §164.514. Other requirements relating to uses and disclosures of protected health 

information. 

 

(selected provisions) 

 

(g) Standard: uses and disclosures for underwriting and related purposes. If a health plan receives 

protected health information for the purpose of underwriting, premium rating, or other activities 

relating to the creation, renewal, or replacement of a contract of health insurance or health 

benefits, and if such health insurance or health benefits are not placed with the health plan, such 

health plan may only use or disclose such protected health information for such purpose or as 
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may be required by law, subject to the prohibition at § 164.502(a)(5)(i) with respect to genetic 

information included in the protected health information. 

 

45 C.F.R. § 164.512. Uses and disclosures for which an authorization or opportunity to 

agree or object is not required. 

 

(selected provision) 

 

(f) Standard: Disclosures for law enforcement purposes. A covered entity may disclose protected 

health information for a law enforcement purpose to a law enforcement official if the conditions 

in paragraphs (f)(1) through (f)(6) of this section are met, as applicable. 

(1) Permitted disclosures: Pursuant to process and as otherwise required by law. A 

covered entity may disclose protected health information: 

(i) As required by law including laws that require the reporting of certain types of 

wounds or other physical injuries, except for laws subject to paragraph (b)(1)(ii) 

or (c)(1)(i) of this section; or 

(ii) In compliance with and as limited by the relevant requirements of: 

(A) A court order or court-ordered warrant, or a subpoena or summons 

issued by a judicial officer; 

(B) A grand jury subpoena; or 

(C) An administrative request, including an administrative subpoena or 

summons, a civil or an authorized investigative demand, or similar process 

authorized under law, provided that: 

(1) The information sought is relevant and material to a legitimate 

law enforcement inquiry; 

(2) The request is specific and limited in scope to the extent 

reasonably practicable in light of the purpose for which the 

information is sought; and 

(3) De-identified information could not reasonably be used. 

 

(2) Permitted disclosures: Limited information for identification and location purposes. 

Except for disclosures required by law as permitted by paragraph (f)(1) of this section, a 

covered entity may disclose protected health information in response to a law 

enforcement official's request for such information for the purpose of identifying or 

locating a suspect, fugitive, material witness, or missing person, provided that: 

(i) The covered entity may disclose only the following information: 

(A) Name and address; 

(B) Date and place of birth; 

(C) Social security number; 

(D) ABO blood type and rh factor; 

(E) Type of injury; 

(F) Date and time of treatment; 

(G) Date and time of death, if applicable; and 

(H) A description of distinguishing physical characteristics, including 

height, weight, gender, race, hair and eye color, presence or absence of 

facial hair (beard or moustache), scars, and tattoos. 
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(ii) Except as permitted by paragraph (f)(2)(i) of this section, the covered entity 

may not disclose for the purposes of identification or location under paragraph 

(f)(2) of this section any protected health information related to the individual's 

DNA or DNA analysis, dental records, or typing, samples or analysis of body 

fluids or tissue. 


