
 
  

Case No. 18-3021 
 

United States Court of Appeals 

for the Ames Circuit 
 

_______________________________ 
 
 

DENNIS REYNOLDS, 
 

 Appellant, 
 

v. 
 

UNITED STATES OF AMERICA, 
 

Appellee. 
 

_______________________________ 
 

ON APPEAL FROM A JUDGMENT 

OF THE UNITED STATES DISTRICT COURT FOR THE DISTRICT OF AMES 
_______________________________ 

 

BRIEF FOR APPELLEE 
_______________________________ 

 

Respectfully Submitted,  
 

Team #34B        Oral Argument:  

         November 7, 2018 at 7:00pm 

         WCC 2004 

             

    

  

       



 1 

TABLE OF CONTENTS 

 

TABLE OF CONTENTS ..............................................................................................................1 

TABLE OF AUTHORITIES ........................................................................................................2 

QUESTIONS PRESENTED .........................................................................................................3 

STATEMENT OF FACTS ............................................................................................................4 

STATEMENT OF BASIS FOR JURISDICTION ......................................................................5 

SUMMARY OF THE ARGUMENT ...........................................................................................5 

ARGUMENT ..................................................................................................................................7 

I. STANDARD OF REVIEW .........................................................................................................7 

II. APPELLANT DOES NOT HAVE FOURTH AMENDMENT STANDING TO CHALLENGE THE 

UNLAWFUL SEARCH OF BYRD-REYNOLDS’S DNA ...............................................................7 

A. Appellant Does Not Have a Subjective Expectation of Privacy in His Brother’s 

DNA............................................................................................................................7 

B. Even if Appellant Has a Subjective Expectation of Privacy, Society Is Not Willing 

to Recognize that Expectation as Reasonable ...........................................................9 

C. Because Appellant Does Not Have a Legitimate Expectation of Privacy, He Is 

Impermissibly Attempting to Vicariously Assert a Fourth Amendment Violation on 

Behalf of Another .....................................................................................................12 

III. UNDER THE THIRD-PARTY DOCTRINE, APPELLANT FORFEITED ANY FOURTH AMENDMENT 

PROTECTIONS WHEN HE SUBMITTED HIS DNA TO ANCESTRY ANSWERS ..........................13 

A. The Court Should Not Extend Carpenter’s Exception to the Third-Party Doctrine 

Because the Same Motivations Are Not Present ......................................................13 

B. Even Under Carpenter’s Test, the Third-Party Doctrine Applies Because this DNA 

Does Not Implicate Extraordinary Privacy Concerns and Appellant Acted 

Voluntarily ...............................................................................................................16 

CONCLUSION ............................................................................................................................19 

APPENDIX ...................................................................................................................................20 

 

 

 

 
 
 
 
 
 
 
  



 2 

TABLE OF AUTHORITIES 

CASES 

Alderman v. United States, 394 U.S. 165 (1969) ----------------------------------------------------- 6, 12 

Birchfield v. North Dakota, 136 S. Ct. 2160 (2016) ----------------------------------------------------- 11 

Bond v. United States, 529 U.S. 334 (2000) --------------------------------------------------------------- 8 

Byrd v. United States, 138 S. Ct. 1518 (2018) -------------------------------------------------- 5, 7, 9, 10 

California v. Ciraolo, 476 U.S. 207 (1986) ------------------------------------------------------------ 5, 8 

Carpenter v. United States, 138 S. Ct. 2206 (2018) ----------------------------------------------- passim 

Georgia v. Randolph, 547 U.S. 103 (2006) -------------------------------------------------------------- 10 

Jones v. United States, 565 U.S. 400 (2012) ------------------------------------------------- 6, 13, 14, 15  

Katz v. United States, 389 U.S. 347 (1967) ------------------------------------------------------------- 5, 7 

Kyllo v. United States, 533 U.S. 27 (2001) --------------------------------------------------------------- 11 

Maryland v. King, 569 U.S. 435 (2013)---------------------------------------------------------- 11, 16, 17 

Minnesota v. Carter, 525 U.S. 83 (1998) ------------------------------------------------------------ 5, 7, 9 

Powers v. Ohio, 499 U.S. 400 (1991) --------------------------------------------------------------------- 12 

Rakas v. Illinois, 439 U.S. 128 (1978) -------------------------------------------------------------- passim 

Rawlings v. Kentucky, 448 U.S. 98 (1980) ---------------------------------------------------------------- 8 

Singleton v. Wulff, 428 U.S. 106 (1976) ------------------------------------------------------------------ 12 

Smith v. Maryland, 442 U.S. 735 (1979)------------------------------------------------------------ passim 

United States v. Barner, 666 F.3d 79 (2d Cir. 2012) ----------------------------------------------------- 7 

United States v. Gerena, 662 F. Supp. 1218 (D. Conn. 1987) ------------------------------------ 10, 11 

United States v. Graham, 824 F.3d 421 (4th Cir. 2016) ------------------------------------------------ 17 

United States v. King, 509 F.3d 1338 (11th Cir. 2007) -------------------------------------------------- 8 

United States v. Krupa, 633 F.3d 1148 (9th Cir. 2011) -------------------------------------------------- 7 

United States v. Meister, No. 8:10-CR-339-T-26AEP, 2012 WL 252447 (M.D. Fla. Jan. 26, 

2012) --------------------------------------------------------------------------------------------------------- 8 

United States v. Miller, 425 U.S. 435 (1976) ---------------------------------------------------- 13, 16, 17 

STATUTES 

18 U.S.C. § 2280 ---------------------------------------------------------------------------------------------- 4 

28 U.S.C. § 1331 ---------------------------------------------------------------------------------------------- 5 

28 U.S.C. §1291 ----------------------------------------------------------------------------------------------- 5 

OTHER AUTHORITIES 

U.S. Const. amend. IV --------------------------------------------------------------------------------------- 20 

 

 

 

 

  



 3 

Questions Presented 

Law enforcement arrested Appellant Dennis Reynolds for two murders after matching DNA taken 

from his identical twin brother to unmarked DNA found at the crime scene. This case presents two 

questions: 

a. Does Appellant have a legitimate expectation of privacy in his identical twin’s DNA such 

that he has Fourth Amendment standing to challenge this unlawful search? 

b. Did Appellant’s voluntary submission of his DNA to Ancestry Answers relieve law 

enforcement of the obligation to secure a warrant for his twin’s DNA under the third-party 

doctrine? 
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Statement of Facts 

In July 2018, Detective Mac McElhenney and his partner trailed Archibald Byrd-Reynolds, 

an arson suspect, to Paddy’s Pub in Ames City and, when he left his phone on the table, swabbed 

the phone’s face for DNA. JA-17. McElhenney and his partner tested this DNA, finding that, while 

it did not match the DNA collected from arson scenes, it did match that collected from the scene 

of the murders of Charlie Kelly and Frank DeVito in 1997 aboard the S.S. Golden God. JA-17–18. 

McElhenney and his partner brought Byrd-Reynolds in for questioning and learned that, while 

Byrd-Reynolds was out of state at the time of the murders, he has an identical twin, Appellant 

Dennis Reynolds. JA-18. Because Appellant’s DNA is functionally identical to Byrd-Reynolds’s, 

JA-19, the match of Byrd-Reynolds’s DNA with that collected from the 1997 murder scene 

provided a basis for Appellant’s arrest. JA-18. 

While Appellant was never searched for his DNA, JA-4, he had previously submitted his 

DNA to a DNA testing service, Ancestry Answers, upon his marriage to a known carrier of the 

gene for cystic fibrosis and Tay-Sachs disease. JA-5. Through this service, for which he paid two 

hundred dollars, he sought to determine whether he was also a carrier of the genes for these 

diseases. JA-5, 19. 

In July 2018, Appellant was indicted under 18 U.S.C. § 2280 for the murders of Kelly and 

DeVito. JA-3, 5. In the District Court for the District of Ames, Appellant moved to suppress his 

twin brother’s DNA as the product of an unlawful search. JA-5. The district court denied 

Appellant’s motion, holding that Appellant lacks Fourth Amendment standing to bring this 

challenge, and, even if Appellant does have a legitimate expectation of privacy in his twin’s DNA 

such that he has standing, he forfeited this legitimate expectation by submitting his DNA to 
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Ancestry Answers. JA-8–10. Appellant now appeals the district court’s denial of his motion to 

suppress to the United States Court of Appeals for the Ames Circuit. JA-22. 

Statement of Basis for Jurisdiction 

 

This appeal is from an order of the District Court for the District of Ames, entered on 

August 20, 2018. JA-11. The district court’s jurisdiction was proper under 28 U.S.C. § 1331. 

Timely notice of appeal was filed on August 21, 2018. JA-22. The United States Court of Appeals 

for the Ames Circuit has jurisdiction under 28 U.S.C. § 1291. 

Summary of the Argument 

Appellant lacks standing to assert a Fourth Amendment claim, which turns on whether a 

person has a legitimate expectation of privacy. Rakas v. Illinois, 439 U.S. 128, 143 (1978). A 

legitimate expectation exists where a person has a subjective expectation of privacy that society is 

prepared to recognize as reasonable. See Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, 

J., concurring). 

Appellant did not have a subjective expectation of privacy in his brother’s DNA because 

he did not take action to preserve the DNA as private. Smith v. Maryland, 442 U.S. 735, 743 

(1979). Any subjective privacy expectation he might have in his own DNA cannot transfer to 

create a subjective expectation in his brother’s DNA because the judicial inquiry is context-

specific. See Minnesota v. Carter, 525 U.S. 83, 88 (1998).  

Even if Appellant has a subjective expectation of privacy, it is not one society is willing to 

recognize as reasonable. When determining what society is prepared to recognize as reasonable, 

courts look to what the Fourth Amendment has traditionally been held to protect. See California 

v. Ciraolo, 476 U.S. 207, 212 (1986). Because the Fourth Amendment is an individual right, see 

Byrd v. United States, 138 S. Ct. 1518, 1526 (2018), and Appellant has not himself been subject 
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to a search, see JA-4, society is not willing to deem his expectation reasonable. The advent of new 

technology does not warrant a divergence from the traditional understanding of who is entitled to 

standing under the Fourth Amendment.  

Since Appellant does not have a legitimate expectation of privacy, his Fourth Amendment 

claim is an attempt to assert the rights of another. Courts have consistently prohibited such 

vicarious assertions, see Alderman v. United States, 394 U.S. 165, 171–73 (1969), so Appellant is 

barred from claiming a violation of his Fourth Amendment rights here. 

Additionally, the search of the DNA at issue was lawful under the third-party doctrine. 

This doctrine declares “a person has no legitimate expectation of privacy in information he 

voluntarily turns over to third parties.” Smith, 442 U.S. at 743–44. The Supreme Court has only 

once announced an exception to this categorical rule, declining to apply the third-party doctrine to 

historical cell-site location information (CSLI) in Carpenter v. United States, 138 S. Ct. 2206, 

2223 (2018). Despite the explicit narrowness of this decision, Appellant argues that the Carpenter 

exception should be extended to the DNA here; we disagree. Because the DNA presents neither 

the surveillance concerns motivating the Carpenter exception, see id. at 2219, nor the risk of 

unintentional information exposure driving other calls to reconsider the third-party doctrine, see 

Jones v. United States, 565 U.S. 400, 417 (2012) (Sotomayor, J., concurring), the application of 

the longstanding rule should not be disturbed. Even if the Court applies the test announced by 

Carpenter — that information implicating extraordinary privacy concerns and involuntarily 

submitted is not subject to the third-party doctrine, see 138 S. Ct. at 2220 — the doctrine still 

authorizes law enforcement’s search because this DNA does not implicate extraordinary privacy 

concerns and Appellant acted voluntarily. 
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Argument 

 

I. Standard of Review 

 

Courts typically review de novo the denial of a motion to suppress evidence but review 

factual findings only for clear error. United States v. Krupa, 633 F.3d 1148, 1151 (9th Cir. 2011); 

United States v. Barner, 666 F.3d 79, 82 (2d Cir. 2012). 

II. Appellant Does Not Have Fourth Amendment Standing to Challenge the Unlawful Search 

of Byrd-Reynolds’s DNA.  

 

The Court should not grant Appellant Fourth Amendment standing. The Fourth 

Amendment is an individual right that was created to allow a person to protect himself against 

unlawful government searches and seizures. See Byrd, 138 S. Ct. at 1526. Standing to assert an 

invasion of this right turns on whether a person has a legitimate expectation of privacy. Rakas, 439 

U.S. at 143. To determine whether one’s expectation is legitimate, courts apply a two-part test: 

first, one must have a subjective expectation of privacy, and, second, society must be prepared to 

recognize that expectation as reasonable. See Katz, 389 U.S. at 361 (Harlan, J., concurring). 

Without a legitimate expectation of privacy, one cannot assert a Fourth Amendment claim on 

behalf of another. See Rakas, 439 U.S. at 133–134.  

A. Appellant Does Not Have a Subjective Expectation of Privacy in His Brother’s 

DNA. 

 

To meet the first prong of the Katz test, a defendant must have had a subjective expectation 

of privacy in the entity searched. Carter, 525 U.S. at 88. Here, the agents searched Byrd-

Reynolds’s DNA.1 Thus, the relevant question is whether Appellant had a subjective expectation 

of privacy in his brother’s DNA. Any subjective expectation Appellant has in his own DNA is 

 
1 Appellant was neither present at the time of the search, nor was he ever searched in his own 

right. JA-4. 
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extraneous. In Smith, the Court stated that in situations where no one could expect privacy, a 

defendant could not claim a subjective expectation. 442 U.S. at 743. Here, it vitiates settled 

precedent and exceeds the bounds of reality to claim Appellant could have actually expected 

privacy in his brother’s DNA. 

1. Appellant Did Not Seek to Preserve His Privacy in His Brother’s DNA in Any 

Demonstrable Way. 

 

To determine if a defendant had a subjective expectation, courts ask if she sought to 

preserve the item or area searched as private. Smith, 442 U.S. at 743. Because this test assesses 

conduct, Bond v. United States, 529 U.S. 334, 338 (2000), the defendant must have taken 

affirmative action to preserve her privacy, see, e.g., United States v. King, 509 F.3d 1338, 1341 

(11th Cir. 2007) (finding defendant’s “affirmative steps” determinative). Even when a court 

merely asks a defendant to prove she took normal precautions, it still looks for an affirmative 

action. See, e.g., Ciraolo, 476 U.S. at 211 (finding respondent’s construction of a fence constituted 

normal precautions). Here, Appellant did nothing to attempt to preserve his privacy in his brother’s 

DNA. Appellant did not even speak to his brother about keeping the DNA private –– a simple step 

that should have been apparent to Appellant, given that he himself released his own DNA to 

Ancestry Answers. There are few instances where a defendant tries to assert a subjective 

expectation unsupported by any action whatsoever, and courts have refused to recognize such 

claims when they do arise. See, e.g., United States v. Meister, No. 8:10-CR-339-T-26AEP, 2012 

WL 252447, at *7 (M.D. Fla. Jan. 26, 2012) (finding defendant’s failure to take any precautionary 

measures determinative), aff'd, 596 Fed. Appx. 790 (11th Cir. 2015). This Court should decline to 

recognize a subjective expectation of privacy in the face of Appellant’s inaction. 

Courts occasionally also consider whether the defendant could control access to the entity 

searched. Rawlings v. Kentucky, 448 U.S. 98, 105–06 (1980). Under this supplementary analysis, 
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Appellant’s claim still fails. Appellant does not control access to his brother’s DNA. Byrd-

Reynolds has been free to distribute his own DNA as he wishes, without consent or even awareness 

on Appellant’s part, just as Appellant was free to unilaterally submit his own DNA to Ancestry 

Answers. Each brother has full control over access to his own DNA and no control over access to 

the other’s. 

2. Any Subjective Expectation Appellant Has in His Own DNA Cannot Transfer to 

Create One in His Brother’s. 

 

Appellant’s effort to transfer his subjective expectation fails because the judicial inquiry is 

context-specific by its very nature. See Carter, 525 U.S. at 88. Appellant’s sole crutch for this 

argument is a decade-old district court decision establishing a person’s subjective expectation of 

privacy in his own DNA. Brief for Appellant at 5–6. That ruling –– and Appellant’s brief –– do 

not determine the key debate here: whether a subjective expectation in one’s own DNA could 

possibly extend to a different context and create a subjective expectation in someone else’s. 

Appellant has so little basis for claiming a subjective expectation that he is forced to ask 

the Court to ignore the first prong of the Katz test. But Katz remains binding precedent, and courts 

work through each of its two steps. Byrd, 138 S. Ct. at 1527. The Court here should not recognize 

Appellant’s asserted expectation of privacy. Recognizing the expectation would bring about the 

exact demise of the Katz test that Appellant ingeniously hopes has already occurred. 

B. Even if Appellant Has a Subjective Expectation of Privacy, Society Is Not Willing 

to Recognize that Expectation as Reasonable. 

 

Even if an individual has a subjective expectation of privacy in the entity searched, that 

expectation must still be reasonable. To assess this, courts look “to concepts of real or personal 

property law or to understandings that are recognized and permitted by society.” Rakas, 439 U.S. 

at 143 n.12. Here, society is not prepared to recognize Appellant’s assertion of Fourth Amendment 
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standing on behalf of another as reasonable. Concepts derived from property law also do not 

indicate that it is reasonable for Appellant to have an expectation of privacy in his brother’s DNA. 

Thus, Appellant’s claim must necessarily fail. 

I. Because the Fourth Amendment Is an Individual Right and Is Supported by 

Notions Derived from Property Law, Society Is Not Willing to Recognize its 

Assertion on Behalf of a Third Party as Reasonable.  

 

The Fourth Amendment was designed as an individual right. See Byrd, 138 S. Ct. at 1526. 

To determine whether an expectation of privacy is reasonable such that an individual can claim a 

violation, courts have customarily looked at “whether the defendant’s professed subjective 

expectation favorably compares to expectations courts have traditionally recognized as 

legitimate.” United States v. Gerena, 662 F. Supp. 1218, 1236 (D. Conn. 1987). Since courts have 

rejected expectations of privacy in another’s belongings or on another’s behalf, Appellant’s 

expectation of privacy in his brother’s DNA is unreasonable. 

Appellant’s DNA is literally distinct from his brother’s even though the two are 

functionally identical. Appellant is thus attempting to claim that he had a reasonable expectation 

of privacy in a third party’s literally distinct property. While “a person need not always have a 

recognized common-law property interest in the [entity] searched to be able to claim a reasonable 

expectation of privacy in it . . . ‘property concepts’ are instructive in ‘determining the presence or 

absence of the privacy interests protected by that Amendment.’” Byrd, 138 S. Ct. at 1526–27 

(citing Rakas, 439 U.S. at 143 n.12). While joint ownership of a single entity results in both owners 

having a reasonable expectation of privacy in that thing, see Georgia v. Randolph, 547 U.S. 103, 

103 (2006), this is not a comparable situation. Just because the DNA is functionally identical does 

not mean that this is an instance of joint ownership. Appellant and his brother each have individual 

property interests in their own DNA but possess no such interest in each other’s. Appellant’s 
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property was therefore not searched by the police, and, as such, any expectation of privacy here is 

expressed in the property of a third party. Since the Fourth Amendment is only intended to apply 

to an individual, Appellant’s expectation of privacy is thus fundamentally unreasonable. 

2. The Use of DNA Technology Does Not Warrant Reconsideration of the Fourth 

Amendment Standing Inquiry. 

 

The advent of DNA technology does not necessitate an alteration of the traditional way 

courts have understood Fourth Amendment standing. DNA has been used in legal proceedings as 

an identification tool for over thirty years, and the Court has had plenty of time to set limits to 

ensure its proper use. See Maryland v. King, 569 U.S. 435, 442 (2013) (noting that “the first use 

of forensic DNA analysis to catch a rapist and murderer” was in 1986). DNA technology used as 

an identification technique is thus far from novel. Moreover, law enforcement regularly uses a 

multitude of other technological advancements, including fingerprinting and breathalyzer tests. 

See, e.g., Birchfield v. North Dakota, 136 S. Ct. 2160, 2185 (2016) (finding breathalyzer tests 

permitted under the Fourth Amendment); see also King, 569 U.S. at 458–59 (describing DNA 

identification as a modern-day equivalent of fingerprinting). Such technological developments 

have not required an expansion of the Fourth Amendment’s protections.  

While it is necessary to preserve “that degree of privacy against government that existed 

when the Fourth Amendment was adopted,” Kyllo v. United States, 533 U.S. 27, 34 (2001), doing 

so does not require deviation from the way the Court has traditionally allowed Fourth Amendment 

claims to be made. And it certainly does not require allowing individuals to make Fourth 

Amendment claims on another’s behalf. The nature of the reasonableness inquiry to determine 

Fourth Amendment standing, whereby courts look “to expectations sheltered at the heart of the 

Fourth Amendment itself,” see Gerena, 662 F. Supp. at 1235, sufficiently protects the Fourth 

Amendment's central tenets by ensuring that the court preserves the traditional values intended by 
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the Founders. It thus adequately considers an evolving world. To allow a third party to assert 

Fourth Amendment standing on behalf of another would, rather than protect the individual privacy 

rights at the core of the Amendment, run counter to the Founders’ intentions and to years of 

jurisprudence. The Court should therefore not grant Appellant standing. 

C. Because Appellant Does Not Have a Legitimate Expectation of Privacy, He Is 

Impermissibly Attempting to Vicariously Assert a Fourth Amendment Violation on 

Behalf of Another. 

 

 Courts have held that “suppression of the product of a Fourth Amendment violation can be 

successfully urged only by those whose rights were violated by the search itself, not by those who 

are aggrieved solely by the introduction of damaging evidence.”2 Alderman, 394 U.S. at 171–72. 

As demonstrated above, Appellant was not searched, and his rights were not infringed. Thus, any 

claim he makes to exclude the incriminating evidence is a vicarious assertion of his brother’s 

rights. However, courts have been clear that the Fourth Amendment may not be vicariously 

asserted. Id.; see also Rakas, 439 U.S. at 133–34 (rejecting vicarious assertions). The few 

situations where courts have allowed rights to be vicariously asserted have not involved the Fourth 

Amendment. See Powers v. Ohio, 499 U.S. 400, 415 (1991) (discussing 14th Amendment); 

Singleton v. Wulff, 428 U.S. 106, 118 (1976) (same). Moreover, the criteria laid out in those cases 

is also not applicable. Most notably, the criterion that the third party face obstacles to asserting a 

claim, see Powers, 499 U.S. at 414, is not met here. In fact, the police have admitted that their 

search was unlawful, and the lower court even noted that Byrd-Reynolds is well-positioned to 

bring his own claim. See JA-8. Since the courts have consistently held that vicarious assertions of 

 
2 Because Appellant does not have a legitimate expectation of privacy, his only link to the search 

is the introduction of damaging evidence against him, which does not confer standing. See 

Rakas, 439 U.S. at 134 (“[A] person who is aggrieved by an illegal search and seizure only 

through the introduction of damaging evidence secured by a search of a third person’s premises 

or property has not had any of his Fourth Amendment rights infringed.”). 
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the Fourth Amendment are precluded, and the two cases the Appellant uses to support his claim 

do not apply here, Appellant may not assert standing in this way. 

III. Under the Third-Party Doctrine, Appellant Forfeited Any Fourth Amendment 

Protections When He Submitted His DNA to Ancestry Answers. 

 

The third-party doctrine relieves the government of the obligation to have secured a warrant 

to collect Appellant’s DNA. The Supreme Court announced this doctrine in United States v. Miller, 

425 U.S. 435, 443 (1976), and reaffirmed it in Smith, declaring “a person has no legitimate 

expectation of privacy in information he voluntarily turns over to third parties.” Smith, 442 U.S. 

at 743–44.  In the forty years since, the Court has only once articulated an exception to this 

categorical rule. In Carpenter, the Court declined to extend the doctrine to collection of historical 

CSLI because it implicated extraordinary privacy concerns and was not voluntarily submitted to a 

third party. 138 S. Ct. at 2217. The motivations underlying this exception are not present in this 

case; thus, Carpenter should not be extended here. Even under Carpenter’s test, the third-party 

doctrine still applies because his actions fail both prongs of the test.  

A. The Court Should Not Extend Carpenter’s Exception to the Third-Party Doctrine 

Because the Same Motivations Are Not Present. 

 

Appellant’s case does not fall within the bounds of Carpenter’s exception, and thus the 

Smith and Miller rule applies. The Carpenter Court’s decision was “a narrow one” that “[did] not 

disturb the application of Smith and Miller.” 138 S. Ct. at 2220. Because this case presents neither 

the surveillance concerns motivating Carpenter, see id. at 2219, nor the risk of unintentional 

information exposure driving other calls to reconsider the doctrine, see Jones, 565 U.S. at 417 

(Sotomayor, J., concurring), the application of Smith and Miller should not be disturbed. Use of 

the DNA was therefore lawful under the third-party doctrine. 
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1. DNA Does Not Pose a Heightened Risk of Surveillance. 

 

Carpenter’s narrow exception was motivated by surveillance concerns; DNA does not 

present this risk. The CSLI at issue in Carpenter presents a “detailed chronicle of a person’s 

physical presence compiled every day, every moment, over several years,” which “implicates 

privacy concerns far beyond those considered in Smith and Miller.” 138 S. Ct. at 2220. The Court’s 

discussion made clear that it was fear of uninhibited government surveillance enabled by this 

“detailed chronicle” that primarily drove the Court’s refusal to apply the third-party doctrine. See 

id. at 2214–16, 2220. The search of the DNA in this case does not present analogous surveillance 

concerns; even if DNA might reveal some information about Appellant, it could not be used to 

track his movements. JA-13–16. As such, Carpenter’s exception is not applicable. This conclusion 

is bolstered by the narrow and routine manner in which law enforcement used the DNA: simple 

identification. Thus Carpenter, a case fundamentally about surveillance technology, should not 

govern. 

2. There Was No Unintentional Exposure of Information in the Course of 

Everyday Tasks. 

 

While one Supreme Court justice has suggested the third-party doctrine may be “ill suited 

to the digital age,” Jones, 565 U.S. at 417 (Sotomayor, J., concurring), and thus ripe for 

reconsideration, the Court has never explicitly accepted this. Moreover, this proposal, which 

Appellant cites as evidence the Carpenter articulation of the third-party doctrine should apply, see 

Brief for Appellant at 11, was motivated by factors absent here: Justice Sotomayor expressed 

concern with a time “in which people reveal a great deal of information about themselves to third 

parties in the course of carrying out mundane tasks,” Jones, 565 U.S. at 417 (Sotomayor, J., 

concurring). Appellant’s submission of his DNA to Ancestry Answers was not a “mundane task” 

like the phone calls or Internet searches to which Justice Sotomayor referred. See id. While use of 
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direct-to-consumer DNA testing services may be increasingly common, it is surely not as 

pervasive as the activities Justice Sotomayor cites. See JA-10. Furthermore, Appellant’s action did 

not occur “in the course of carrying out” another act, see Jones, 565 U.S. at 417 (Sotomayor, J., 

concurring); his was an independent action seeking Ancestry Answer’s services. Thus, Appellant’s 

actions do not implicate Justice Sotomayor’s concerns, and reconsideration of the doctrine is not 

warranted here. 

3. Under Smith and Miller, The Third-Party Doctrine Authorizes This Search. 

 

Because the facts of this case present neither surveillance nor Justice Sotomayor’s 

concerns, Appellant’s claim does not warrant extension of the narrow Carpenter exception. 

Instead, Smith and Miller’s categorical rule applies: one has no legitimate expectation of privacy 

in information submitted to third parties. See Smith, 442 U.S. at 743–44. Appellant does not dispute 

that he submitted DNA to Ancestry Answers, a third party. JA-19. It follows that, in doing so, he 

forfeited any legitimate expectation of privacy in his DNA or DNA functionally identical to his 

own.3 That the government obtained the DNA from a source other than Ancestry Answers does 

not defeat the applicability of the third-party doctrine. The source of the DNA does not negate 

Appellant’s assumption of “the risk that the information would be divulged to police,” Smith, 442 

U.S. at 745, that he accepted when he submitted the DNA. 

 

 

 

 
3 Appellant forfeited a legitimate expectation in his privacy from being identified by DNA 

matching. That the DNA used to match him was actually his brother’s does not change the 

applicability of the third-party doctrine. Because Byrd-Reynolds’s DNA is functionally identical 

to Appellant’s, the expectation Appellant lost in submitting his own DNA is the same implicated 

by his identification via his brother's DNA. 
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B. Even Under Carpenter’s Test, the Third-Party Doctrine Applies Because this 

DNA Does Not Implicate Extraordinary Privacy Concerns and Appellant Acted 

Voluntarily. 

 

Even if the Court accepts Appellant’s argument that Carpenter governs here, the third-

party doctrine still applies. Carpenter articulated a two-part test: the third-party doctrine does not 

apply when the information conveyed implicates extraordinary privacy concerns and the 

submission is not voluntary. See 138 S. Ct. at 2220. Appellant’s actions fail both prongs.  

1. This DNA Does Not Implicate Extraordinary Privacy Concerns. 

 

DNA does not raise privacy concerns comparable to those implicated by the historical 

CSLI in Carpenter, see id. at 2218–20. Information does not implicate extraordinary privacy 

concerns unless it risks facilitating uninhibited government surveillance. Compare Smith, 442 U.S. 

at 742 (pen register does not implicate) and Miller, 425 U.S. at 442–44 (bank documents, same) 

with Carpenter, 138 S. Ct. at 2218 (attributing concerns about CSLI to potential to 

comprehensively track movements). Because DNA does not facilitate government surveillance, it 

fails the first prong of Carpenter’s test. That DNA may contain sensitive information does not 

contradict this conclusion, as Smith and Miller make clear the third-party doctrine can apply “even 

when the records contain personal and sensitive information.” Carpenter, 138 S. Ct. at 2223 

(Kennedy, J., dissenting).  

Furthermore, the government’s use of the DNA in this case did not reach the potentially 

sensitive information contained within DNA because it was used only for the “common practice” 

of identifying a suspect.4 See King, 569 U.S. at 452. The use of scientific advancements to identify 

 
4 That law enforcement used this DNA for a purpose different from that which appellant 

envisioned (genetic analysis by Ancestry Answers) does not negate the applicability of the third-

party doctrine. See Miller, 425 U.S. at 443 (disclosure vitiates reasonable expectation “even if 

[information] is revealed on the assumption that it will be used only for a limited purpose”). 
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arrestees is long-established, see id. at 451, and “the use of DNA for identification is no different 

than . . . matching the arrestee’s fingerprints to those recovered from a crime scene,” id. Here, 

police used the DNA merely to identify Appellant as a suspect, thus not implicating privacy 

concerns any greater than those associated with traditional identification techniques. 

2. Appellant Voluntarily Submitted His DNA to a Third Party. 

 

Appellant's submission of his DNA fails the second prong of the Carpenter test because it 

was voluntary. In determining whether a disclosure was voluntary, courts consider whether the 

“defendant knew he was communicating particular information” and whether he “acted in some 

way to submit the particular information he knew.” United States v. Graham, 824 F.3d 421, 443 

(4th Cir. 2016) (summarizing cases finding “voluntary conveyance” under the third-party 

doctrine), cert. denied, 138 S. Ct. 2700 (2018). Appellant surely knew he was communicating 

“particular information,” see id.; indeed, the knowledge he was doing so was his motivation for 

the submission, see JA-19. He affirmatively acted to provide his DNA to Ancestry Answers, 

paying $200 for the service. Id. Appellant’s knowledge and affirmative action distinguish the 

present case from Carpenter. See 138 S. Ct. at 2220 (finding no affirmative act beyond turning on 

one’s phone); see also Graham, 824 F.3d at 444–45 (distinguishing CSLI from Smith and Miller 

because cell phone users typically are unaware they are conveying CSLI). 

Nonetheless, Appellant contends that, though he acted affirmatively, his action was not 

“meaningfully” voluntary because he was compelled to submit his DNA to understand the 

potential risks to his future child. Brief for Appellant at 14–15. However, courts construe narrowly 

what behavior is sufficiently compelled to be involuntary. See Smith, 442 U.S. at 745, and Miller, 

425 U.S. at 442–44 (finding depositing money in a bank and dialing phone numbers insufficiently 

compelled). If commonplace activities are not so compelled as to be rendered involuntary, it is 
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difficult to imagine how purchasing a direct-to-consumer DNA testing service is so compelled, 

even if Appellant may have faced a difficult decision regarding his potential child’s health. As 

such, Appellant’s submission of the DNA to a third party was voluntary.  
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Conclusion 

 

For these reasons, Appellee respectfully requests the Court affirm the trial court’s 

judgment.  

 

 

Dated this 29 day of October, 2018   Respectfully submitted, 

 

/s/ _________________ 

 

Attorneys for Appellee 
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Appendix 

 

Fourth Amendment to the U.S. Constitution 

 

The right of the people to be secure in their persons, houses, papers, and effects, against 

unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon 

probable cause, supported by Oath or affirmation, and particularly describing the place to be 

searched, and the persons or things to be seized. 

   

 

 


