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 Questions Presented 

 

Law enforcement illegally acquired DNA from Archibald Byrd-Reynolds and used it to arrest his 

identical twin brother, Dennis Reynolds, whose DNA law enforcement has never received nor 

tested. This case presents two questions: 

a. Does Dennis Reynolds have a legitimate expectation of privacy in his identical twin’s 

DNA, which is functionally identical to his own, such that he has Fourth Amendment 

standing to challenge this unlawful search? 

b. Did Dennis Reynolds vitiate his Fourth Amendment protections when medical necessity 

compelled him to turn over the intensely private information contained in his DNA to a 

third party that did not provide the DNA to law enforcement? 
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Statement of Facts 

 

In July 2018, while investigating a series of arsons, law enforcement officers conducted 

an unlawful search of Archibald Byrd-Reynolds’s phone, swabbing it for DNA when Byrd-

Reynolds visited the bar at Paddy’s Pub in Ames. JA-17–18. The officers tested this DNA, 

finding it did not match DNA collected from the scenes of arson. JA-18. The DNA did, however, 

match that collected at the scene of double homicide that took place aboard the S.S. Golden God 

in 1997. JA-17–18. This discovery prompted the officers to bring Byrd-Reynolds in for 

questioning, during which they learned that, while Byrd-Reynolds was out of state at the time of 

the murders, he had an identical twin, Appellant Dennis Reynolds. JA-18. The police never 

searched Dennis Reynolds for DNA, nor have they ever analyzed a sample of his DNA. JA-4. 

Because Reynolds’s DNA is functionally identical to Byrd-Reynolds’s, a fact to which both 

parties agree, police found the match of Byrd-Reynolds’s DNA with that collected from the 1997 

murder scene sufficient basis for Reynolds’s arrest. JA-19. There were no other clues as to the 

identity of the murderer found at the scene. JA-17. 

While the police never collected Reynolds’s DNA, Reynolds did submit a sample of his 

DNA to Ancestry Ancestors, a DNA testing service, in 2013, after marrying Maureen Ponderosa, 

a known carrier of the gene for cystic fibrosis and Tay-Sachs disease. JA-5. Because Ponderosa 

and Reynolds wished to have children, and because they were aware of the significant risk to 

which their children would be exposed if both parents carried these genes, Reynolds paid $200 to 

determine whether he carried genes for an inheritable disease like Tay-Sachs and cystic fibrosis. 

JA-19–20. Rapid advances in DNA sciences have rendered them accessible and affordable. JA-

4–5.  
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In July 2018, Dennis Reynolds was indicted under 18 U.S.C. §2280(a)(1)(G) for the 

murder of Charlie Kelly and Frank DeVito aboard the S.S. Golden God. JA-3. In the District 

Court for the District of Ames, Reynolds moved to suppress the DNA extracted from his twin’s 

phone as the product of an unlawful search, arguing that he has a legitimate expectation of 

privacy in his identical twin’s DNA and that police violated this expectation by collecting Byrd-

Reynolds’s DNA without a warrant. JA-6. Both parties agree the police’s search was unlawful; at 

issue was only whether Reynolds has standing and whether an exception to Fourth Amendment 

protection applied. JA-19. The district court denied Reynolds’s motion, holding that Reynolds 

lacks Fourth Amendment standing to bring this challenge, and, even if Reynolds does have a 

legitimate expectation of privacy in his twin’s DNA such that he has Fourth Amendment 

standing, he forfeited this legitimate expectation by submitting his DNA to Ancestry Answers 

(i.e. the “third-party doctrine” applies). JA-8–10. Reynolds now appeals the district court’s 

denial of his motion to suppress to the United States Court of Appeals for the Ames Circuit. JA-

22. 

Statement of Basis for Jurisdiction 

 

This appeal is from an order of the District Court for the District of Ames, entered on August 20, 

2018. JA-11. The district court’s jurisdiction was proper under 28 U.S.C. §1331. Timely notice 

of appeal was filed on August 21, 2018. JA-22. The United States Court of Appeals for the Ames 

Circuit has jurisdiction under 28 U.S.C. §1291.  

Summary of the Argument 

 

Reynolds has Fourth Amendment standing to challenge the unlawful search of Byrd-

Reynolds’s DNA, and he did not vitiate his Fourth Amendment protections by submitting his 

DNA to Ancestry Ancestors. A defendant has standing to challenge unlawful searches and 
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seizures under the Fourth Amendment where a government action violated his (1) subjective 

expectation of privacy that (2) society is willing to recognize as reasonable. Katz v. United 

States, 389 U.S. 347, 351 (1967). Courts typically defer to a defendant’s asserted subjective 

expectation of privacy, unless the defendant did not take normal precautions to protect privacy. 

See, e.g., California v. Ciraolo, 476 U.S. 207, 211 (1986) (citing Rawlings v. Kentucky, 448 U.S. 

98, 105–06 (1980) (finding no subjective expectation where the defendant had not taken normal 

precautions)). Reynolds took normal precautions here. 

The question of whether a subjective expectation of privacy is reasonable turns on “the 

personal and societal values protected by the Fourth Amendment.” Ciraolo, 476 U.S. at 212 

(quoting Oliver v. United States, 466 U.S. 170, 181-83 (1984)). These values create a perimeter 

of rights that need to be protected against encroachments created by the “progress of science.” 

Carpenter v. United States, 138 S. Ct. 2206, 2223 (2018) (quoting Olmstead v. United States, 

277 U.S. 438, 473–74 (1928) (Brandeis, J., dissenting)). Given DNA’s personal and private 

nature, its protection from encroachment falls within the bounds of the Fourth Amendment, and 

therefore Reynolds’s expectation of privacy in DNA functionally identical to his own is 

reasonable. 

The third-party exception to the Fourth Amendment does not apply because DNA 

evidence implicates extraordinary privacy concerns and because Reynolds did not voluntarily 

turn over his DNA. The third-party doctrine, as first articulated in United States v. Miller, 425 

U.S. 435 (1976), asserts that “the Fourth Amendment does not prohibit the obtaining of 

information revealed to a third party and conveyed by him to Government authorities.” Id. at 

443. However, the rise of the digital age and the accompanying creation of new technologies 

allowing for greater invasion of privacy requires a more modern understanding of the doctrine. 
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This came in Carpenter v. United States, which stated that the third-party doctrine does not apply 

to the collection of cell-service location information (“CSLI”) because the information 

implicated severe privacy concerns and was transmitted without voluntary action on the part of 

the cell phone carrier. See 138 S. Ct. at 2220. Under Carpenter’s two-part test, the third-party 

doctrine does not apply in this case because––as it is indivisible from the human body, is 

comprehensive, and can be used retroactively––DNA implicates extraordinary privacy concerns 

and because medical necessity compelled Reynolds’s actions. 

Arguments 

I. Standard of Review 

 

Courts review de novo the denial of a motion to suppress evidence. United States v. 

Krupa, 633 F.3d 1148, 1151 (9th Cir. 2011); United States v. Lawlor, 406 F.3d 37, 41 (1st Cir. 

2005); United States v. Edwards, 666 F.3d 877, 882 (4th Cir. 2011). Some circuits review district 

courts’ factual findings regarding the motion to suppress for clear error, see, e.g., United States v. 

Barner, 666 F.3d 79, 82 (2d Cir. 2012), but here, facts are not in dispute. 

II. Reynolds Has Fourth Amendment Standing to Challenge the Unlawful Search of the 

DNA He Shares with His Identical Twin Brother Because He Has a Legitimate 

Expectation of Privacy. 

 

 The Court should conclude Reynolds has Fourth Amendment standing. The Fourth 

Amendment is a mechanism for Americans to defend their liberty and privacy against 

government intrusions. See Carpenter, 138 S. Ct. at 2213 (“The ‘basic purpose of this 

Amendment,’ . . . ‘is to safeguard the privacy and security of individuals against arbitrary 

invasions by government officials.’”) (citations omitted). Standing to assert an invasion of this 

right turns on whether one has a legitimate expectation of privacy. Rakas v. Illinois, 439 U.S. 

128, 143 (1978). To determine whether one’s expectation is legitimate, courts apply a two-part 
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test: first, one must have a subjective expectation of privacy, and, second, society must be 

prepared to recognize that expectation as reasonable. See Katz, 389 U.S. at 351. 

A. The Court Should Defer to Reynolds’s Asserted Subjective Expectation of 

Privacy Because He Did Not Abdicate Normal Precautions for Maintaining 

Privacy. 

 

 The Court should recognize Reynolds’s asserted subjective expectation of privacy. Given 

the subjective nature of the expectation, courts generally defer to a defendant’s assertion. See, 

e.g., Ciraolo, 476 U.S. at 207 (finding “clearly––and understandably––” that respondent had a 

subjective expectation while recognizing society would find that expectation unreasonable). 

Courts typically only decline to do so when the broad context demonstrates the defendant failed 

to take normal precautions to maintain privacy. See, e.g., Rawlings, 448 U.S. at 105-106 (finding 

no subjective expectation where the defendant had voluntarily given a stranger possession of and 

control over access to the evidence). Reynolds did not voluntarily relinquish a previously held 

ability to control access to his shared DNA, but rather took normal precautions to preserve his 

privacy. 

1. Reynolds Asserts He Has a Subjective Expectation of Privacy Because 

DNA by Its Very Nature Is Sensitive and Private. 

 

 Given that the bar for proving a subjective expectation of privacy is low, see, e.g., United 

States v. Jacobsen, 466 U.S. 109, 122 n.22 (1984) (recognizing an asserted expectation could be 

based on imperfect logic), the Court should defer to Reynolds’s asserted subjective expectation. 

Most Fourth Amendment standing cases have, at least implicitly, accepted that the 

defendant has a subjective expectation of privacy in DNA. See, e.g., United States v. Davis, 690 

F.3d 226, 244 (4th Cir. 2012) (implying a subjective expectation by finding some amount of 

reasonable expectation of privacy in DNA). Our DNA cuts to the essence of who we are as 

human beings. While courts have refused to recognize a person’s expectation of privacy in 
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characteristics that are easily observable to the public, like facial characteristics, see United 

States v. Dionisio, 410 U.S. 1, 14 (1973), DNA is distinct because it is not discernable to the 

naked eye. 

2. Reynolds Took Normal Precautions to Protect His Privacy. 

 

Despite the district court’s assertion otherwise, the presence of a subjective expectation is 

not dictated by whether Reynolds had “control over his brother.” JA-7. Courts consider control 

only as it concerns a defendant’s ability to control access to the evidence, see, e.g., California v. 

Greenwood, 486 U.S. 35, 40 (1988) (finding the defendants could have a subjective expectation, 

even though anyone could access the garbage bags at issue), and it is only one of many factors 

courts weigh, see Rawlings, 448 U.S. at 105 (considering control as part of a broader context of 

factors including the defendant’s own concession that he did not have a subjective expectation). 

Control often is raised––though never treated as determinative––in cases where the defendant 

voluntarily left evidence unattended, see Greenwood, 486 U.S. at 40, or with another person, see 

Rawlings, 448 U.S. at 105, neither of which happened here.1 

Courts look more broadly at whether a defendant can demonstrate that she has “sought to 

preserve” evidence as private. Bond v. United States, 529 U.S. 334, 338 (2000). An attempt to 

preserve privacy does not require excessive efforts, only normal precautions. See Rawlings, 448 

U.S. at 105. Taking normal precautions can prove a subjective expectation of privacy even if 

relatively obvious openings for government intrusions remain. See, e.g., Greenwood, 486 U.S. at 

40 (finding that “common knowledge” of possible searches did not destroy an asserted subjective 

expectation). Here, Reynolds took the same precautions all identical twins take––he lived his life 

 
1 In Rawlings, the relevant transfer of control was to the person who was later unlawfully 

searched. See id. at 105. The equivalent here is Reynolds’s brother. 
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and let his twin live his. Reynolds in no way voluntarily left his shared DNA with his brother, 

weakening any rebuttals concerning control over access. 

Finally, the district court incorrectly applied the “more likely than not” standard from 

Minnesota v. Olson, 495 U.S. 91 (1990) to Reynolds’s subjective expectation, JA-7 (quoting 

Olson, 495 U.S. at 99), as that case only analyzes the reasonableness prong of the Katz two-part 

test, see Olson, 495 U.S. at 91. 

B. Society is Willing to Recognize Reynolds’s Subjective Expectation of Privacy 

as Reasonable Because It Falls Within the Perimeters of What the Fourth 

Amendment Intends to Protect. 

 

Reynolds’s subjective expectation of privacy is reasonable. Society is willing to 

recognize as reasonable those interests which are based in values the Fourth Amendment 

protects, see Ciraolo, 476 U.S. at 212, or that “have a source outside of the Fourth Amendment . 

. . by reference to concepts of real or personal property,” Byrd v. United States, 138 S. Ct. 1518, 

1527 (2018). 

1. Because the Fourth Amendment Intends to Protect Notions of Liberty, 

Privacy, and Autonomy, Courts Have Recognized a Reasonable 

Expectation of Privacy in DNA. 

 

To deny Reynolds Fourth Amendment standing would be to leave him entirely helpless 

against government intrusions into extremely sensitive information.2 The Fourth Amendment 

was intended to protect privacy and personal sovereignty. See Terry v. Ohio, 392 U.S. 1, 38 

(1968). DNA implicates these values because it reveals expansive, and potentially limitless,3  

 
2 The district court’s notion that Reynolds’s rights will be protected by his brother’s ability to file 

suit is faulty, not only because of his brother’s lack of incentive to act, but also because another 

person’s exercise of his rights can hardly replace your own. 
3 In just 20 years, science has cut the cost to sequence a human genome 333,333 times over, JA-4 

(1 billion/3,000), and decreased the time from 13 years to 1 day. Id. We cannot begin to 

conceptualize the bounds of information the government could one day extract from DNA it 

currently has in its possession. See, e.g., Williamson v. State, A.2d 626, 639 (Md. 2010) 
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bounds of information. Reflecting this, circuit courts have explicitly recognized some degree of 

reasonable expectation of privacy in DNA. See, e.g., Davis, 690 F.3d at 244 (“[A] person who is 

. . . a crime victim does not lose all reasonable expectation of privacy in his or her DNA . . . .”). 

While individuals in government custody may have weaker reasonable expectations of 

privacy in their DNA, see United States v. Mitchell, 652 F.3d 387, 390 (3d Cir. 2011), the 

privacy rights of free individuals are not so diminished, see United States v. Kincade, 379 F.3d 

813, 836 (9th Cir. 2004) (en banc) (O’Scannlain, J., plurality opinion) (noting “the obvious and 

significant distinction between the DNA profiling of law-abiding citizens . . . and lawfully 

adjudicated criminals”). Maryland v. King, 569 U.S. 435 (2013), supports this distinction. The 

Court found that the defendant, who was an arrestee, had a “reduced”––but still implicitly 

somewhat reasonable––expectation of privacy, despite the fact that he lost his overall claim 

concerning the legality of the search. See id. at 463. 

2. Courts Recognize a Need to Protect the Perimeter of Privacy Rights 

Against New Infringements Made Possible by Technological 

Developments. 

 

Reynolds is entitled to a conception of the Fourth Amendment that recognizes the 

original bounds of privacy rights even as new, unreasonable government searches are made 

possible by technological advancements. See United States v. Jones, 565 U.S. 400, 400 (2012) 

(“Courts must ‘assur[e] preservation of that degree of privacy against government that existed 

when the Fourth Amendment was adopted.’”) (quoting Kyllo v. United States, 533 U.S. 27, 34 

(2001)). Over time, technological developments deliver to the government ever more ways to 

intrude on our privacy. Carpenter, 138 S. Ct. at 2224 (Kennedy, J., dissenting) (“The cyber age 

has vast potential to both expand and restrict individual freedoms not contemplated in earlier 

 

(acknowledging further advances in DNA-information technology would raise privacy 

concerns). 
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times.”). The Supreme Court has been clear that, given these developments in science and 

technology, courts should defend the original perimeter of Fourth Amendment rights so as to 

prevent expansions of the government's “arbitrary power.” Id. (quoting Boyd v. United States, 

116 U.S. 616, 630 (1886)). The district court’s opinion would allow the government to harness 

technological developments to skirt the intended rights of the Fourth Amendment. 

3. To Limit Twins’ Ability to Assert Their Fourth Amendment Rights Would 

Be an Arbitrary and Inequitable Denial of the Amendment’s Protections. 

 

The Court should apply the Fourth Amendment evenly by granting Reynolds standing.  

Equitable application to all free Americans is one of the Fourth Amendment’s central tenets. See 

United States v. Mendenhall, 446 U.S. 544, 565 (1980) (recognizing “each person's 

constitutionally secured right to be free from unreasonable searches and seizures”). To reduce the 

Fourth Amendment rights of identical twins by only allowing them to assert standing when their 

shared DNA is left by their person would be arbitrary because there is no meaningful legal 

distinction between twins and the general population. Cf. Kincade, 379 F.3d at 828 (finding a 

meaningful distinction between federal offenders and free citizens). Identical twins necessarily 

require a different conceptualization of the “personal” right at issue here, Minnesota v. Carter, 

525 U.S. 83, 88 (1998), because their DNA can be used differently than traditional DNA 

matching––that is, the DNA of one person can be used to identify a second. Thus, to deny the 

second person Fourth Amendment standing would create a two-tiered system of citizenship in 

which one group (non-twins) enjoys full Fourth Amendment rights, and the other (twins) does 

not. 
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4. Analogies to Property Law Also Demonstrate that Reynolds’s Expectation 

Is One that Society Is Willing to Recognize As Reasonable.  

 

The notion of two individuals each having a legitimate expectation of privacy in one 

entity is not unprecedented. The Fourth Amendment was originally grounded in notions of 

property law and has continued to be viewed that way, even if not primarily. See Jones, 565 U.S. 

at 408–09. Reynolds’s and his brother’s expectations of privacy in their shared DNA is 

analogous to that of cohabitants––rather than overnight guests, as the district court suggests, JA-

7––because more than one person has a reasonable expectation of privacy in a shared entity.  

Courts have recognized each cohabitants’ standing to challenge a government search of 

jointly-owned property. See, e.g., Georgia v. Randolph, 547 U.S. 103, 103 (2006) (finding 

standing even where the other resident conceded to the search). Identical twins similarly both 

have a possessory interest in what is functionally the same object: their shared DNA.4 Reynolds 

is not trying to vicariously assert his brother’s rights, but rather, his own. This case is therefore 

distinct from impermissible efforts to vicariously assert the Fourth Amendment rights of another. 

See, e.g., Alderman v. United States, 394 U.S. 165, 171 (1969) (co-conspirators); see, e.g., 

Rakas, 439 U.S. at 133–34 (vehicle passengers). 

III. The Third-Party Doctrine Does Not Apply Because DNA Implicates Extraordinary 

Privacy Concerns and Reynolds Had No Choice but to Turn over His DNA.   

 

The Court should find that the third-party doctrine does not exempt the DNA from Fourth 

Amendment protections. The Supreme Court first laid out this doctrine in United States v. Miller, 

finding that “the Fourth Amendment does not prohibit the obtaining of information revealed to a 

third party and conveyed by him to Government authorities.” 425 U.S. at 443. In Smith v. 

Maryland, 442 U.S. 735 (1979), the Court reaffirmed that “a person has no legitimate 

 
4 By using DNA taken from another individual to prosecute Reynolds, the government itself is 

treating the DNA as if it were a single entity for legal purposes. JA-4.  
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expectation of privacy in information he voluntarily turns over to third parties.” Id. at 743–744.5 

In the forty years since, technological advances have encroached upon privacy rights, making the 

traditional approach “ill suited to the digital age.” Jones, 565 U.S. at 417 (Sotomayor, J., 

concurring). The Court modernized the doctrine in Carpenter v. United States, articulating a two-

part test: the third-party exception does not apply when the information involved implicates 

extraordinary privacy concerns and when the submission is not voluntary. 138 S. Ct. at 2220. 

Like CSLI collection, DNA sequencing is a new technology with huge implications for the 

extraction of information and thus must be evaluated under Carpenter’s updated analysis. 

Reynolds did not vitiate his Fourth Amendment rights by giving his DNA to Ancestry Answers 

because DNA contains extremely sensitive personal information and because medical necessity 

compelled genetic testing. Thus, the district court improperly determined that the third-party 

doctrine should apply. 

A. Because DNA Evidence Implicates Extraordinary Privacy Concerns, the 

Third-Party Doctrine Does Not Apply. 

 

The private information contained within a DNA sample implicates extraordinary privacy 

concerns. Unlike the present case, neither the list of telephone numbers in Smith nor the 

commercial bank records in Miller provided law enforcement with substantial personal 

information. See Riley v. California, 134 S. Ct. 2473, 2493 (2014); Miller, 425 U.S. at 442. The 

Court’s analysis in Carpenter is more analogous; noting the “deeply revealing nature” and 

“comprehensive reach” of CSLI, the Court declared that “the fact that such information is 

gathered by a third party does not make it any less deserving of Fourth Amendment protection.” 

 
5 Miller’s articulation emphasizes that information given to the third party was then given by that 

party to law enforcement. See 425 U.S. at 443. In contrast, here, the police did not use the DNA 

sample submitted to Ancestry Answers but instead used information from Reynolds’s twin’s 

phone. JA-18. 
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138 S. Ct. at 2223. In finding that this new technology “implicates privacy concerns far beyond 

those considered in Smith and Miller,” the Carpenter Court emphasized its indivisibility from the 

human body, its comprehensive nature, and its ability to be used retroactively. Id. at 2220. DNA 

implicates the same concerns, indicating the third-party exception does not apply. 

1. Because DNA Is Indivisible from the Human Body, It Necessarily 

Contains Extremely Sensitive Information.  

  

DNA evidence implicates extraordinary privacy concerns because it is part of the human 

body, preventing separation between the suspect and the source of the information. In Carpenter, 

the Supreme Court noted that a “cell phone faithfully follows its owner beyond public 

thoroughfares and into . . . potentially revealing locales.” 138 S. Ct. at 2218. Like DNA, cell 

phones are almost a “feature of human anatomy.” Riley, 134 S. Ct. at 2484. The Court 

recognized this as a recent phenomenon, as “[p]rior to the digital age, people did not typically 

carry a cache of sensitive personal information with them as they went about their day.” Id. at 

2490. In contrast, with DNA sequencing now readily available, every person cannot help but 

carry with them a repository of identifying characteristics. Simply by virtue of existing, everyone 

creates DNA evidence from which law enforcement can access deeply personal information. 

Recognizing such concerns, the Second Circuit refused to apply the third-party exception to 

telephone metadata, noting that “it is virtually impossible for an ordinary citizen [today] to avoid 

creating metadata . . . simply by conducting his ordinary affairs.” Am. Civil Liberties Union v. 

Clapper, 785 F.3d 787, 794 (2d Cir. 2015). Using DNA evidence cuts to the heart of a person’s 

privacy. By allowing disclosure to a third party to abrogate any Fourth Amendment rights over 

DNA, courts would invade an extremely personal space. 
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2. DNA Implicates Extraordinary Privacy Concerns Because It Is 

Comprehensive. 

 

DNA’s comprehensive nature renders the third-party doctrine inapplicable. The 

Carpenter Court refused to apply the exception to CSLI, an “exhaustive chronicle of 

information,” because it would be a “significant extension of it to a distinct category of 

information.” 138 S. Ct. at 2219. Unlike Miller’s bank records or Smith’s list of telephone 

numbers, cell phone data provides potentially unlimited information about intimate aspects of the 

carrier’s life, such as internet searches revealing that the carrier has certain medical symptoms. 

See Riley, 134 S. Ct. at 2490 (describing information potentially derived from cell phone 

browsing history). DNA evidence likewise contains detailed, comprehensive information; it 

reveals not just the specific information law enforcement seeks but also provides for a “bulk 

collection of . . . data.” Clapper, 785 F.3d at 794. 

The potential for DNA evidence to reveal sensitive medical information necessitates 

strong Fourth Amendment protections. While there is still a lively debate as to whether the third-

party doctrine applies to physical medical records, see Kerns v. Bader, 663 F.3d 1173, 1184–85 

(10th Cir. 2011), circuit courts have noted that “[m]edical records can contain some of the most 

private information about a person,” Big Ridge, Inc. v. Fed. Mine Safety and Health Review 

Com’n, 715 F.3d 631, 648 (7th Cir. 2013). While DNA may ostensibly only be used by police to 

identify suspects, the potential for its use to access extremely sensitive information raises 

significant privacy concerns. See, e.g., Raynor v. State, 99 A.3d 753, 762 (Md. 2014) (leaving 

open the possibility that police testing DNA for hereditary factors violates the Fourth 

Amendment). With DNA, severe privacy interests are at stake, indicating that the third-party 

doctrine should not apply. 
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3. The Use of DNA Evidence Is Not Limited by Time, Thus Requiring Strong 

Fourth Amendment Protection.   

 

DNA evidence can be used retroactively, providing law enforcement with an information 

database that is not limited to the specific investigation for which it was sought. The Supreme 

Court in Carpenter noted that the retrospective character of cell phone data offered police the 

“ability to chronicle a person’s past movements through the record of his cell phone signals,” 

distinguishing it from the information at issue in Smith and Miller. 138 S. Ct. at 2216. 

Information unbound by time necessarily implicates extraordinary privacy concerns because it 

provides law enforcement with greater flexibility; with retroactive geolocation data, “police need 

not even know in advance whether they want to follow a particular individual, or when.” Id. at 

2218. DNA likewise provides myriad opportunities for future testing. Because this is especially 

invasive of a person’s privacy, it is important to uphold strong Fourth Amendment protections. 

For these reasons, the extraordinary privacy concerns implicated by DNA evidence foreclose use 

of the third-party doctrine. 

B. Because Reynolds’s Decision to Turn over his DNA Was Not Voluntary, the 

Third-Party Doctrine Does Not Apply.  

  

Reynolds was acting out of medical necessity when he submitted his DNA to Ancestry 

Answers, making his actions voluntary only under the narrowest definition of the word. Under 

the second prong of the Carpenter test, the third-party exception does not apply when the actor 

does not voluntarily choose to expose the information. See Carpenter, 138 S. Ct. at 2220. 

Because “cell phones . . . are ‘such a pervasive and insistent part of daily life’ that carrying one is 

indispensable to participation in modern society,” id. at 2220 (quoting Riley, 134 S. Ct. at 2484), 

individuals have essentially no choice but to carry one, see also United States v. Warshak, 631 

F.3d 266, 286 (6th Cir. 2010) (strong protections for email). When an action (e.g., Carpenter’s 



19 

cell phone purchase) is necessitated by modern life and that action results in information 

transmission without further affirmative action, the user does not voluntarily assume the risk of 

disclosure simply by undertaking the action. See Carpenter, 138 S. Ct at 2230; see also 

Naperville Smart Meter Awareness v. City of Naperville, 900 F.3d 521, 527 (7th Cir. 2018) (“[A] 

choice to share data imposed by fiat is no choice at all.”). 

Reynolds likewise had no choice but to turn over his DNA to Ancestry Answers. Tay-

Sachs and cystic fibrosis are diseases with devastating consequences, and parents can make 

responsible decisions about the risks only through the use of genetic testing. Indeed, the 

American College of Obstetricians and Gynecologists has published official guidance advising 

partners of carriers of these diseases to undergo genetic testing prior to having a child. 

AMERICAN COLLEGE OF OBSTETRICIANS AND GYNECOLOGISTS, COMMITTEE ON GENETICS, 

COMMITTEE OPINION: NUMBER 691, MARCH 2017: CARRIER SCREENING FOR GENETIC 

CONDITIONS (2017) https://www.acog.org/-/media/Committee-Opinions/Committee-on-

Genetics/co691.pdf?dmc=1&ts=20181010T1453137353. Reynolds’s DNA submission was thus 

not a voluntary disclosure but the actions of a future parent to save his child’s life by complying 

with medical advice. Therefore, the Court should find that the third-party doctrine does not 

apply. 
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Conclusion 

 

For these reasons, Appellants respectfully request that the Court reverse the judgment and 

grant Reynolds’s motion to suppress. 

 

 

Dated this 12 day of October 2018   Respectfully submitted, 

 

____________ 

Team 34A 

Attorneys for Appellant  
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Appendix 

 

Fourth Amendment to the U.S. Constitution 

 

The right of the people to be secure in their persons, houses, papers, and effects, against 

unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon 

probable cause, supported by Oath or affirmation, and particularly describing the place to be 

searched, and the persons or things to be seized. 

 

 

  


