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QUESTIONS PRESENTED 

1. Whether Reynolds has Fourth Amendment standing to challenge the 

evidentiary admission of his genetic information where it was 

obtained unlawfully from his identical twin. 

2. Whether the third party doctrine applies to genetic information that 

the government obtained from a source other than the party with 

which it was shared. 

   



 ii 

TABLE OF CONTENTS 

QUESTIONS PRESENTED ....................................................................  i 

TABLE OF CONTENTS .........................................................................  ii 

TABLE OF AUTHORITIES ..................................................................  iv 

JURISDICTION ....................................................................................... 1 

RELEVANT CONSTITUTIONAL PROVISIONS .................................. 1 

STATEMENT OF FACTS ........................................................................ 2 

SUMMARY OF THE ARGUMENT ......................................................... 3 

ARGUMENT ............................................................................................ 5 

I. STANDARD OF REVIEW. ............................................................... 5 

II. REYNOLDS HAS STANDING TO CHALLENGE THE 

ADMISSION OF HIS GENETIC INFORMATION. ........................... 5 

a. The analysis of Reynolds’s genetic information was itself a Fourth 

Amendment search. .......................................................................... 5 

b. Reynolds had a legitimate expectation of privacy in his genetic 

information. ....................................................................................... 6 

i. Reynolds had an actual expectation of privacy in his genetic 

information. ................................................................................... 7 

ii. Reynolds’s expectation of privacy is one that society is prepared 

to recognize as reasonable............................................................. 8 

c. Because the search at issue implicated his own expectation of 

privacy—not merely his twin’s—Reynolds has standing to challenge 

its constitutionality. ........................................................................ 10 



 iii 

d. In the alternative, this Court should recognize that identical 

twins have a sui generis joint privacy interest in their shared 

genetic information. ........................................................................ 12 

III. THE THIRD PARTY DOCTRINE DOES NOT BAR 

REYNOLDS’S CONSTITUTIONAL CHALLENGE. ........................ 13 

a. The third party doctrine does not apply to the police’s search of 

Reynolds’s genetic information because it was not obtained from 

Ancestry Answers. .......................................................................... 13 

i. The third party doctrine applies only to information obtained 

from Ancestry Answers. .............................................................. 14 

ii. Extending the third party doctrine significantly erodes privacy 

rights in the digital age. .............................................................. 16 

b. Even after his genetic information was shared, Reynolds retained 

a reasonable expectation of privacy in it because it implicates 

significant privacy concerns. .......................................................... 17 

i. Reynolds’s genetic information reveals intimate details and 

implicates significant privacy concerns. ..................................... 18 

ii. Reynolds maintained his expectation of privacy even though 

his genetic information was only used for identification. .......... 19 

c. Reynolds’s decision to share his DNA was not truly voluntary. 20 

CONCLUSION ....................................................................................... 21 

APPENDIX ............................................................................................  A1 

 

 

 

 

 



 iv 

TABLE OF AUTHORITIES 

Cases 

Brendlin v. California, 

551 U.S. 249–59 (2007) ...........................................................  11 

 

California v. Greenwood, 

486 U.S. 35 (1988)  ..................................................................  15 

 

Carpenter v. United States, 

138 S. Ct. 2206 (2018)  ................................  9, 11, 14, 15, 17, 21 

 

Ferguson v. City of Charleston, 

532 U.S. 67 (2001)  ..................................................................  18 

 

Hoffa v. United States, 

385 U.S. 293 (1966)  ................................................................  15 

 

Katz v. United States, 

389 U.S. 347 (1967) .............................................................  6, 10 

 

Kentucky v. King, 

563 U.S. 452–60 (2011)  ............................................................  8 

 

Kyllo v. United States, 

533 U.S. 27 (2001)  ............................................................  14, 19 

 

Lopez v. United States, 

373 U.S. 427 (1963)  ................................................................  15 

 

Maryland v. King, 

569 U.S. 435 (2013)  ....................................................  5, 7, 8, 20 

 

Minnesota v. Olson, 

495 U.S. 91 (1990)  ..................................................................  11 

 

Nat’l Treasury Employees Union v. Von Rabb, 

489 U.S. 656 (1989)  ..........................................................  18, 20 

 

Rakas v. Illinois, 

439 U.S. 128 (1978)  ......................................................  8, 10, 12 

 

Riley v. California, 

134 S. Ct. 2473 (2014)  ......................................  9, 15, 16, 18, 19 



 v 

 

Skinner v. Ry. Labor Execs.' Ass'n, 

489 U.S. 602 (1989)  ........................................................  6, 8, 19 

 

Smith v. Maryland, 

442 U.S. 735 (1979)  ............................................................  6, 13 

 

Terry v. Ohio, 

392 U.S. 1 (1968)  ......................................................................  8 

 

U.S. Dep’t of Justice v. Reporters Comm. for Freedom of the Press,          
489 U.S. 749, 763 (1989)  ........................................................  16 

 

United States v. Amerson, 

483 F.3d 73 (2d Cir. 2007)  .......................................................  6 

 

United States v. Davis, 

690 F.3d 226–44 (4th Cir. 2012)  ..........................................  5, 7 

 

United States v. Davis, 

785 F.3d 498 (11th Cir. 2015)  ................................................  16 

 

United States v. Jones, 

565 U.S. 400 (2012)  ................................................................  18 

 

United States v. Kincade, 

379 F.3d 813–36 (9th Cir. 2004)  ..............................................  7 

 

United States v. Martinez-Fuerte, 
428 U.S. 543 (1976)  ..................................................................  8 

 

United States v. Miller, 

425 U.S. 435 (1976)  ..............................................  13, 14, 17, 20 

 

United States v. Mitchell, 
652 F.3d 387–07 (3d Cir. 2011)  ...........................................  5, 9 

 

United States v. White, 

401 U.S. 745 (1971)  ................................................................  15 

 

 

 

 

 



 vi 

Statutes 

28 U.S.C. § 1291  .......................................................................  1 

28 U.S.C. § 1294  .......................................................................  1 

42 U.S.C. § 1320d-9  ..................................................................  9 

42 U.S.C. § 40702  .....................................................................  9 

42 U.S.C. § 40706  ...................................................................  10 

42 U.S.C. §§ 1320d–1320d-9  ....................................................  9 

45 C.F.R. § 160.103  ..................................................................  9 

45 C.F.R. § 164.502  ..................................................................  9 

Constitutional Provisions 

U.S. Const. Amend. IV  ..........................................................  A1 

Other Authorities 

Stephen E. Henderson, Carpenter v. United States and the Fourth 
Amendment: The Best Way Forward, 

26 Wm. & Mary Bill Rts. J. 495 (2017) ………………………  15, 16 

 

How Many Twins?, The Twin Project at the Univ. of Tex., 

http://sites.la.utexas.edu/twinproject/facts-and-figures/  .....   12 

 

Mary Madden, Public Perceptions of Privacy and Security in 
the Post-Snowden Era, Pew Research Center (Nov. 12, 2014), 

http://www.pewinternet.org/2014/11/12/public-privacy-perceptions/ 

 .................................................................................................. 10 

 

Tay-Sachs Disease, U.S. Nat. Libr. Of Med. (Oct. 9, 2018), 

https://ghr.nlm.nih.gov/condition/tay-sachs-disease 

 .................................................................................................  21  



 1 

JURISDICTION 

 The District Court for the District of Ames issued its opinion on 

August 20, 2018. JA-11. This Court has jurisdiction pursuant to 28 

U.S.C. § 1291 and 28 U.S.C. § 1294(1). 

RELEVANT CONSTITUTIONAL PROVISIONS 

 The relevant constitutional provisions are reprinted in the 

Appendix. 
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STATEMENT OF FACTS 

Two men were found dead aboard a boat on Lake Ames in July, 

1997. JA-3. There were no witnesses. Id. No arrests were made nor any 

suspects identified in connection with the deaths. JA-3–4.  

Appellant Dennis Reynolds is married to Maureen Ponderosa. JA-

5. Ponderosa is a carrier for cystic fibrosis and Tay-Sachs disease. Id. 

The couple wished to have children, so Reynolds provided a sample of 

his DNA to Ancestry Answers, a DNA-testing provider, to determine if 

he was also a carrier. Id. 

Reynolds’s identical twin brother, Archibald Byrd-Reynolds, was 

suspected of being involved in setting fires around Ames City in 2017. 

JA-4. Law enforcement, intent on connecting Byrd-Reynolds to the fires, 

JA-17, obtained his DNA unlawfully, JA-19, by swabbing it from his cell 

phone at a bar. JA-17. The genetic information in his DNA did not 

connect Byrd-Reynolds to the fires, but it did match DNA found at the 

scene of the Lake Ames killings. JA-4. After learning that Byrd-

Reynolds was not in Ames City at the time of the killings, authorities 

focused their investigation on Dennis Reynolds, and soon arrested and 

indicted him for the killings. JA-18. 

Reynolds moved to suppress the genetic information that 

connected him to the killings. JA-5. The District Court denied the 

motion on two grounds. First, it found that Reynolds did not have Fourth 
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Amendment standing to challenge the admission of the genetic 

information because he did not have a reasonable expectation of privacy 

in his brother’s genetic information. JA-8. Second, even if he did have 

standing, Reynolds relinquished his expectation of privacy under the 

third party doctrine by furnishing his own genetic information to 

Ancestry Answers. JA-10. After his motion was denied, Reynolds 

pleaded guilty. JA-21. He now appeals the denial of that motion. 

SUMMARY OF THE ARGUMENT 

I. The Fourth Amendment affords Reynolds the right to challenge 

the admission of genetic information unlawfully obtained from his 

identical twin. 

First, Reynolds’s expectation of privacy was in his genetic 

information, not his brother’s biological material, and the search at issue 

is the analysis of that information. Second, his expectation of privacy in 

that information is reasonable, and therefore warrants Fourth 

Amendment protection. Third, because that protection applies to people, 

not places, it was not extinguished merely because Reynolds did not 

have control over his brother’s person. He therefore has standing to 

contest the search’s constitutionality. 

II.  Reynolds’s challenge is not barred by the third party doctrine. 

First, the third party doctrine does not apply to the search of 

Reynolds’s genetic information, because the government did not actually 
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obtain the information from Ancestry Answers, the third party at issue. 

The doctrine is predicated on an individual’s assumption of risk that a 

third party will share information with the government. This means 

that Reynolds did not waive his right to privacy in every copy of his 

genetic information. Interpreting the doctrine otherwise would 

significantly erode Fourth Amendment protections in an era where vast 

amounts of personal data are shared with third parties. 

 Second, even if the information had been obtained from Ancestry 

Answers, the third party doctrine still does not apply to Reynolds’s 

genetic information. Reynolds maintained a reasonable expectation of 

privacy in his genetic information after it was shared because of the 

sensitive details it contains. That expectation existed regardless of what 

his information was used for. Furthermore, his choice to share his 

information with Ancestry Answers was not truly voluntary, as he had 

an obligation to determine if he was a carrier of a terminal genetic 

disease. Accordingly, this Court should reverse and remand. 
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ARGUMENT 

I. STANDARD OF REVIEW. 

On appeal from a district court’s denial of a motion to suppress, 

this Court reviews de novo the district court’s conclusions of law.  

II. REYNOLDS HAS STANDING TO CHALLENGE THE 

ADMISSION OF HIS GENETIC INFORMATION. 

Reynolds has standing to challenge the admission of his genetic 

information under the Fourth Amendment because he had both a 

subjective and an objective expectation of privacy in it, which he 

retained even though that information was culled from his twin’s cells. 

a. The analysis of Reynolds’s genetic information was itself 

a Fourth Amendment search. 

The lower court deviated from circuit and Supreme Court 

precedent in analyzing two searches as one. JA-8. The analysis of 

Reynolds’s genetic information was itself a Fourth Amendment search, 

separate from the collection of Byrd-Reynolds’s cells. The appropriate 

object of constitutional scrutiny here is that genetic information. 

The Supreme Court has implied, and the circuits have explicitly 

recognized, that genetic analyses of genetic information are separate 

Fourth Amendment searches from the collection of physical genetic 

material. See Maryland v. King, 569 U.S. 435, 464 (2013) (analyzing a 

cheek swab and the subsequent processing of the obtained DNA 

separately under the Fourth Amendment); see also United States v. 

Davis, 690 F.3d 226, 243–44 (4th Cir. 2012); United States v. Mitchell, 
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652 F.3d 387, 406–07 (3d Cir. 2011); United States v. Amerson, 483 F.3d 

73, 77 (2d Cir. 2007). The Court has also recognized that analyses of 

biological samples are themselves Fourth Amendment searches. 

Skinner v. Ry. Labor Execs.' Ass'n, 489 U.S. 602, 626 (1989) (finding that 

the analysis of a urine sample is a Fourth Amendment search). 

Because the search of Byrd-Reynolds’s biological material was 

separate from the analysis of its component genetic information, the 

interests in those searches must also be considered separately. Since the 

twins’ DNA is functionally identical, JA-19, any analysis of the 

information contained within it must implicate both of their individual 

interests in their genetic privacy. 

b. Reynolds had a legitimate expectation of privacy in his 

genetic information. 

The inquiry into whether an individual’s expectation of privacy is 

protected by the Fourth Amendment “normally embraces two discrete 

questions.” Smith v. Maryland, 442 U.S. 735, 740 (1979). The first is 

subjective: whether “the individual, by his conduct, has ‘exhibited an 

actual . . . expectation of privacy’” that was “invaded by government 

action.” Id. (quoting Katz v. United States, 389 U.S. 347, 361 (1967) 

(Harlan, J., concurring)). The second is objective: whether “the 

individual's subjective expectation of privacy is ‘one that society is 

prepared to recognize as reasonable.’” Id. Reynolds’s interest in 

protecting his genetic information satisfies both requirements. 
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i. Reynolds had an actual expectation of privacy in his 
genetic information. 

Reynolds expected that his genetic information would remain 

private. Even in the absence of an affidavit or testimony to that effect, 

his subjective expectation of privacy can be reasonably inferred from 

courts’ recognition of a general privacy interest in genetic information, 

which, in Reynolds’s case, was not vitiated by any other factor. 

First, Reynolds’s expectation of privacy in his genetic information 

may be reasonably inferred from the wide recognition of such an 

interest. See, e.g., King, 569 U.S. at 463 (contrasting general public’s 

expectation of privacy in their genetic information with diminished 

expectation of privacy afforded to detainees); Davis, 690 F.3d 239 (noting 

that defendant “always had an expectation of privacy in his DNA”). 

Second, Reynolds had no reason to expect that his privacy would 

be violated. He was not an arrestee, a pre-trial detainee, a convicted 

felon, or a parolee—all of whom are afforded, by virtue of their status, a 

diminished expectation of privacy in their genetic information. Davis, 

690 F.3d at 245; see also United States v. Kincade, 379 F.3d 813, 835–

36 (9th Cir. 2004) (en banc) (O’Scannlain, J., plurality opinion) 

(distinguishing between the legality of general “DNA profiling of law-

abiding citizens” and that of “lawfully adjudicated criminals”). Indeed, 

he was yet to even be suspected of having committed a crime. Those 

outside the criminal justice system are “entitled to be free from 
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unreasonable governmental intrusion.” Terry v. Ohio, 392 U.S. 1, 9 

(1968), and that extends to warrantless or suspicionless searches of their 

genetic information. 

ii. Reynolds’s expectation of privacy is one that society is 
prepared to recognize as reasonable. 

Reynolds’s expectation of privacy in his genetic information is 

“recognized and permitted by society,” Rakas v. Illinois, 439 U.S. 128, 

142 (1978), in two ways. 

First, society has recognized from the Founding an individual’s 

expectation of privacy from general searches. Indeed, the Framers 

designed the Fourth Amendment so as “to ensure that the Government 

has a strong and individualized justification when it seeks to invade an 

individual's privacy.” Skinner, 489 U.S. at 655 (Marshall, J., dissenting). 

Though individualized suspicion is not an “irreducible requirement” of 

the Fourth Amendment, United States v. Martinez-Fuerte, 428 U.S. 

543, 561 (1976), suspicionless and warrantless Government searches 

must still be justified by a rationale more compelling than mere 

convenience. See, e.g., Kentucky v. King, 563 U.S. 452, 459–60 (2011). 

These limits reflect society’s fundamental expectation that individual 

privacy will not be violated without reason. At the time Reynolds’s 

genetic information was searched, the government had no such reason.  

Second, society is warier still of general searches of intimate 

information. People enjoy, for example, a heightened privacy interest in 
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their cell phones, which offer “an intimate window into a person’s life,” 

Carpenter v. United States, 138 S. Ct. 2206, 2217 (2018), and which 

practically amount to a “feature of human anatomy,” Riley v. California, 

134 S. Ct. 2473, 2484 (2014). DNA is quite literally a feature of human 

anatomy, and provides even more intimate information: a person’s 

genetic profile. That Reynolds’s genetic information was used only for 

identification purposes is not, as the government has suggested, 

dispositive. Any kind of genetic analysis has “the potential to infringe 

upon privacy interests,” Mitchell, 652 F.3d at 407, and that potential 

alone triggers a societal interest in an individual’s expectation of 

privacy. 

To that end, federal law protects the privacy of individual genetic 

information. The Health Insurance Portability and Accountability Act 

(“HIPAA”) establishes privacy standards for the use and transfer of 

health information by health plans and health care providers. See 42 

U.S.C. §§ 1320d–1320d-9 (2012); see also 45 C.F.R. § 164.502. The 

Genetic Information Nondiscrimination Act of 2008 (“GINA”) extends 

HIPAA’s definition of “protected health information” to include “genetic 

information.” 42 U.S.C. § 1320d-9 (2012); see also 45 C.F.R. § 160.103. 

Even the federal law compelling the involuntary collection of DNA from 

federal offenders, 42 U.S.C. § 40702 (2012), imposes strict privacy 
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protection standards, including criminal penalties for the unauthorized 

disclosure of offenders’ genetic information, 42 U.S.C. § 40706 (2012). 

These restrictions comport with expectations that Americans 

have publicly expressed. A recent Pew study found that health 

information was the second-most zealously guarded aspect of 

respondents’ lives—ahead of information, like cell phone data, in which 

the Supreme Court has already found a reasonable expectation of 

privacy. Mary Madden, Public Perceptions of Privacy and Security in 

the Post-Snowden Era, Pew Research Center (Nov. 12, 2014), 

http://www.pewinternet.org/2014/11/12/public-privacy-perceptions/. 

c. Because the search at issue implicated his own 

expectation of privacy—not merely his twin’s—Reynolds 

has standing to challenge its constitutionality. 

Generally, criminal defendants may not challenge the admission 

of evidence obtained through an unlawful search of a third party’s 

“premises or property.” Rakas v. Illinois, 439 U.S. 128, 134 (1978). But 

where that search has nevertheless “infringed an interest of the 

defendant which the Fourth Amendment was designed to protect,” id. at 

140, the physical provenance of that interest becomes largely 

immaterial. See, e.g., Katz, 389 U.S. at 353 (finding it “clear that the 

reach” of the Fourth Amendment “cannot turn upon the presence or 

absence of a physical intrusion”). In this case, where Reynolds’s genetic 

information was found has little bearing on whether he had a privacy 
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interest in it. Because he had such a privacy interest, he has standing 

to claim that it was violated. 

It is of little consequence that Reynolds’s genetic information was 

culled from cells in which he had no expectation of privacy. An 

individual’s expectation of privacy in an item does not evaporate when 

the police search or seize a vessel containing that item—even if he does 

not have an expectation of privacy in the vessel itself. If the police stop 

and search a car, for example, a passenger’s expectation of privacy in his 

person and effects is implicated regardless of his privacy interest in the 

car itself. Brendlin v. California, 551 U.S. 249, 258–59 (2007). Similarly, 

a guest in an another’s home retains his expectation of privacy there. 

Minnesota v. Olson, 495 U.S. 91, 99 (1990). 

The analogy from these well-established rules to Reynolds’s 

situation is clear. Because they share DNA, JA-19, Reynolds and Byrd-

Reynolds are inextricably paired. Each of their genetic information 

travels within the other; each is a guest in the other’s cells. Indeed, the 

“modern data cases,” Carpenter, 138 S. Ct. at 2269 (2018) (Gorsuch, J., 

dissenting), suggest a world in which situations analogous to that of the 

twins arise frequently. For instance, “few doubt” that a person retains 

his expectation of privacy in duplicates of his email even though they 

are contained within “third party” servers. Id. And if an individual 

retains an expectation of privacy in a third-party-hosted email, he surely 
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retains an expectation of privacy in his genetic information—wherever 

it may be found. 

d. In the alternative, this Court should recognize that 

identical twins have a sui generis joint privacy interest in 

their shared genetic information. 

Fourth Amendment rights “are personal rights which . . . may not 

be vicariously asserted,” so a defendant does not have standing to 

challenge the unlawful search of another. Rakas, 439 U.S. at 133–34 

(1978). The case of identical twins, however, presents an exception 

because the difference between a personal right and a vicarious right 

collapses. The search and analysis of one twin’s DNA amounts to exactly 

the same intrusion into the other’s expectation of privacy as if the 

genetic information had been taken from his own cells. 

If this Court accepts the government’s argument that Reynolds 

lacks standing to move to suppress his genetic information, the result 

would be untenable: any identical twin would be left unprotected by the 

Fourth Amendment’s bar on unreasonable searches of genetic 

information because officers could simply obtain it from his twin—

lawfully or unlawfully. Therefore, where one identical twin’s DNA is 

searched and analyzed, the other should enjoy a personal expectation of 

privacy because the personal and vicarious rights at issue are one and 

the same. The reach of this rule would be limited by its application only 

to identical twins, who make up less than two percent of the population. 

See How Many Twins?, The Twin Project at the Univ. of Tex., 
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http://sites.la.utexas.edu/twinproject/facts-and-figures/ (last visited 

Sept. 28, 2018). 

III. THE THIRD PARTY DOCTRINE DOES NOT BAR 

REYNOLDS’S CONSTITUTIONAL CHALLENGE. 

The third party doctrine does not apply to the search of Reynolds’s 

genetic information. The third party doctrine presumes an individual 

has a reduced expectation of privacy in “information he voluntarily 

turns over to third parties,” Smith v. Maryland, 442 U.S. 735, 743–44 

(1979), because he assumes the risk that “the information will be 

conveyed by that person to the Government,” United States v. Miller, 

425 U.S. 435, 443 (1976). The doctrine does not extend to the genetic 

information searched by the government here because it was not 

obtained from Ancestry Answers, the third party at issue. 

Even if the government had obtained the information from 

Ancestry Answers, the third party doctrine still does not apply. 

Reynolds’s genetic information is sensitive enough that he retains a 

reasonable expectation of privacy in it, and his sharing was not truly 

voluntary because of his obligation to screen for illness. 

a. The third party doctrine does not apply to the police’s 

search of Reynolds’s genetic information because it was 

not obtained from Ancestry Answers. 

It would be a significant—and unwarranted—expansion of the 

third party doctrine to apply it to information not actually received from 

the third party the information is shared with. The third party doctrine 
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provides that the Fourth Amendment “does not prohibit the obtaining of 

information revealed to a third party and conveyed by him to 

Government authorities . . . .” Miller, 425 U.S. at 443 (emphasis added). 

However, government authorities did not communicate with Ancestry 

Answers at any point in this investigation, JA-5, so their acquisition of 

Reynolds’s genetic information does not fall under the doctrine’s proper 

construction. Further, in the digital age, any broader reading of the 

doctrine effectively “erode[s] the privacy guaranteed by the Fourth 

Amendment.” Kyllo v. United States, 533 U.S. 27, 34 (2001) 

i. The third party doctrine applies only to information 
obtained from Ancestry Answers. 

The government’s argument defeats the narrow rationale of the 

doctrine. The third party doctrine is based on the premise that an 

individual “takes the risk, in revealing his affairs to another, that the 

information will be conveyed by that person to the [g]overnment.” 

Miller, 425 U.S. at 443 (emphasis added). The government “is typically 

free to obtain such information from the recipient without triggering 

Fourth Amendment protections.” Carpenter v. United States, 138 S. Ct. 

2206, 2216 (2018) (emphasis added). This focus on the chain of 

conveyance suggests the government is only free to obtain the 

information from the third party—not from anywhere. 

This interpretation has governed existing caselaw. For example, 

information contained within pre-trial detainees’ cell phones “remain[s] 
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private,” and thus protected from warrantless search, “despite being 

shared” with their cell phone companies. Stephen E. Henderson, 

Carpenter v. United States and the Fourth Amendment: The Best Way 

Forward, 26 Wm. & Mary Bill Rts. J. 495, 506 (2017) (citing Riley v. 

California, 134 S. Ct. 2473 (2014)). In Miller, the Court implicitly 

endorsed this limitation on the doctrine by grounding its decision in 

cases where information was relayed directly from an informant to the 

government. See United States v. White, 401 U.S. 745, 785 (1971); Hoffa 

v. United States, 385 U.S. 293, 303 (1966); Lopez v. United States, 373 

U.S. 427, 437 (1963). 

In contrast, the government argues that the act of sharing with 

Ancestry Answers is sufficient to eliminate any expectation of privacy in 

Reynolds’s genetic information, even when obtained elsewhere. This 

represents a troubling expansion of a doctrine predicated on the specific 

risk that information can be conveyed from a third party to government. 

An individual’s expectation of privacy is only completely eliminated 

when he assumes a broader risk by sharing information with the world 

at large—for instance, by leaving it in a curbside trash bin. See 

California v. Greenwood, 486 U.S. 35, 41 (1988). By sharing with 

Ancestry Answers, Reynolds did not assume the risk that the 

government could obtain his genetic information from his brother’s cells. 

Inasmuch as Reynolds lost a reasonable expectation of privacy in what 
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he conveyed to Ancestry Answers, it was only in the records held by 

Ancestry Answers, and not in every copy of the information those 

records contained. The government’s argument implies that “merely 

because police could without justification obtain phone numbers dialed 

from a phone company, police are therefore free as a matter of Fourth 

Amendment law to break into the defendant’s home to obtain the same.” 

Stephen E. Henderson, Carpenter v. United States and the Fourth 

Amendment: The Best Way Forward, 26 Wm. & Mary Bill Rts. J. 495, 

506 (2017). 

ii. Extending the third party doctrine significantly erodes 
privacy rights in the digital age. 

Extending the third party doctrine to information not received 

from the third party is the type of corrosive “mechanical application” the 

Court has cautioned against. Riley, 134 S. Ct. at 2484. The government’s 

argument renders every email sent, or every file backed up to a cloud-

based storage service, lawfully obtainable by law enforcement officials 

from anywhere simply because a copy was once shared with a third 

party.  

“[I]t is nearly impossible to avoid disclosing the most personal of 

information to third-party service providers on a constant basis, just to 

navigate daily life.” United States v. Davis, 785 F.3d 498, 525 (11th Cir. 

2015) (Rosenbaum, J., concurring); see also U.S. Dep’t of Justice v. 

Reporters Comm. for Freedom of the Press, 489 U.S. 749, 763 (1989). 
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Consequently, the “blunt application of the third-party doctrine 

threatens to allow the government access to a staggering amount of 

information that surely must be protected.” Davis, 785 F.3d at 535. The 

Supreme Court has called on the courts to “ensure that the progress of 

science does not erode Fourth Amendment protections.” Carpenter, 138 

S. Ct. at 2223 (internal quotations omitted). This Court should heed that 

call. 

b. Even after his genetic information was shared, Reynolds 

retained a reasonable expectation of privacy in it because 

it implicates significant privacy concerns. 

Even if the information had been obtained from Ancestry 

Answers, the third party doctrine does not apply to Reynolds’s genetic 

information. An individual can retain a reasonable expectation of 

privacy in shared information such that Fourth Amendment protections 

still apply. See Carpenter, 138 S. Ct. at 2219. To determine whether 

there is still a reasonable expectation of privacy in the information 

shared, a court must consider “the nature of the particular documents 

sought,” Miller, 425 U.S. at 442, to determine if they are “revealing” or 

implicate significant privacy concerns, Carpenter, 138 S. Ct. at 2219, 

and whether the information was shared voluntarily. Id. at 2220. 

Reynolds had a reasonable expectation of privacy in his genetic 

information even after it was shared because of the sensitive details it 

contains. Additionally, his sharing was not truly voluntary because of 

his obligation to screen for hereditary illness.  
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i. Reynolds’s genetic information reveals intimate details 
and implicates significant privacy concerns. 

Reynolds’s genetic information can reveal extremely intimate 

details related to his health. The Supreme Court has shown special 

solicitude for information even tangentially related to a person’s 

health—such as cell-phone internet searches that may reveal “a search 

for . . . symptoms of disease,” Riley, 134 S. Ct. at 2490, or location data 

that might reveal medically tinged information like visits to the doctor. 

See United States v. Jones, 565 U.S. 400, 415 (2012) (Sotomayor, J., 

concurring). Genetic information can reveal even more intimate health 

details, including one’s “sleeping habits,” “propensity for weight gain or 

loss,” and “genetic health risks.” JA-20. 

Individuals maintain a reasonable expectation of privacy in 

medically sensitive information after it is given to a third party, even if 

the third party is not a medical professional. See Nat’l Treasury 

Employees Union v. Von Rabb, 489 U.S. 656, 666 (1989) (finding 

employees had a reasonable expectation of privacy in the results of the 

urine tests voluntarily disclosed to their employer); see also Ferguson v. 

City of Charleston, 532 U.S. 67, 78 (2001). Reynolds’s genetic 

information is likewise sensitive enough that his expectation of privacy 

was not defeated after sharing it with Ancestry Answers. 
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ii. Reynolds maintained his expectation of privacy even 
though his genetic information was only used for 
identification. 

Because of its potential to reveal intimate details, Reynolds 

maintained his expectation of privacy in the whole of his genetic 

information even though it was analyzed only for identification. The fact 

that the object of a search has the potential to reveal private information 

is enough to confer a reasonable expectation of privacy in that thing. See 

Skinner v. Ry. Labor Execs.' Ass'n, 489 U.S. 602, 617 (1989). For 

example, employees have a reasonable expectation of privacy in the 

results of a urine analysis because urine “can reveal a host of private 

medical facts about an employee,” even though the analysis could not 

detect anything beyond the presence of drugs or alcohol. Id. at 617 

(emphasis added); see also Kyllo, 533 U.S. at 35 (finding that 

warrantless thermal imaging of a home violates a reasonable 

expectation of privacy because future technology could reveal intimate 

details).  

Reynolds’s expectation of privacy in his genetic material therefore 

persisted even if police only examined non-identifying loci. See Riley, 

134 S. Ct. at 2490 (finding individuals have a reasonable expectation of 

privacy in the entirety of the contents of their phones, even though only 

some information contained within is sensitive). What law enforcement 

seeks from the object of a search matters less than what the search could 

reveal; the government’s argument implies that an individual has no 
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expectation of privacy in the contents of his diary if police use it only for 

handwriting analysis. 

This case is distinguishable from Maryland v. King, 569 U.S. 435 

(2013)—where genetic analysis solely for identification constituted a 

less significant invasion of privacy—on two grounds. First, the subject 

of the search in King was a detainee, and accordingly had less of an 

expectation of privacy in any of the information contained in his DNA. 

Id. at 463. Second, Maryland’s DNA Collection Act limited the use of 

DNA evidence; no commensurate restrictions exist here. See id. at 465. 

As it stands, the only significant protection of Reynolds’s intimate 

genetic details is provided by the Fourth Amendment. 

c. Reynolds’s decision to share his DNA was not truly 

voluntary. 

The third party doctrine rests on an individual voluntarily 

sharing information, therefore assuming the risk of the government 

obtaining it. See Miller, 425 U.S at 443. Voluntariness is not dispositive, 

see, e.g., Nat’l Treasury Employees Union, 489 U.S. at 691, and 

Reynolds’s genetic information is so sensitive that he retained a privacy 

interest even if he had shared it voluntarily. However, Reynolds’s 

sharing was not even truly voluntary because he had an obligation to 

ensure he would not pass a deadly disease to his children. 

Reynold’s wife, Maureen Ponderosa, is a carrier for cystic fibrosis 

and Tay-Sachs disease. JA-5. Infantile Tay-Sachs causes seizures, 
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immobility, and usually leads to death by the age of four. Tay-Sachs 

Disease, U.S. Nat. Libr. Of Med. (Oct. 9, 2018), 

https://ghr.nlm.nih.gov/condition/tay-sachs-disease. If Reynolds were 

also a carrier for Tay-Sachs, his child would have a one-in-four chance 

of suffering a brief and painful life. He therefore had a moral obligation 

to know whether he was a carrier, which necessitated giving his DNA to 

a third party. Sharing information with a cell phone provider, for 

instance, is not seen as “voluntary” in part because society requires that 

people carry cell phones. See Carpenter, 138 S. Ct. at 2220. Because the 

societal obligation to carry a cell phone pales in comparison to 

Reynolds’s obligation to learn his carrier status, his decision to share his 

genetic information was not truly voluntary. 

CONCLUSION 

For the foregoing reasons, this Court should reverse the judgment 

of the court below and remand for further proceedings. 

 

Respectfully submitted, 
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APPENDIX 

U.S. Const. Amend. IV provides: 

The right of the people to be secure in their persons, houses, 

papers, and effects, against unreasonable searches and seizures, 

shall not be violated, and no Warrants shall issue, but upon 

probable cause, supported by Oath or affirmation, and 

particularly describing the place to be searched, and the persons 

or things to be seized. 
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