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QUESTIONS PRESENTED 

1. Whether the trial court correctly found that Section 230 of the 

Communications Decency Act bars Appellant’s claims. 

2. Whether the trial court correctly found that Appellant failed to 

plausibly plead under the Anti-Terrorism Act that Anon, Inc. 

proximately caused her injuries. 
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INTRODUCTION 

Margaret Bond seeks to hold Anon, Inc. responsible for words it 

did not speak and actions it did not cause. Allowing her suit to proceed 

would require this Court to rewrite Internet law as we know it and to 

ignore the core purpose of the Anti-Terrorism Act. This Court should 

decline and dismiss this suit. 
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OPINION BELOW 

The opinion and order of the United States District Court for the 

District of Ames granting Defendant-Appellee’s motion to dismiss is 

reproduced at page 2 of the Joint Appendix. The court’s judgment is 

reproduced at page 19 of the Joint Appendix.    

 

JURISDICTION 

The United States District Court for the District of Ames had 

jurisdiction under 28 U.S.C. § 1331 (2018) and 18 U.S.C. § 2334 (2018). 

The District Court entered final judgment on December 28, 2018. J.A. 

7. The plaintiff, Margaret Bond, timely appealed on January 7, 2019. 

J.A. 20. The Court of Appeals for the Ames Circuit decided to hear oral 

argument on January 16, 2019. J.A. 1. This Court has appellate 

jurisdiction under 28 U.S.C. § 1291 (2018) and 28 U.S.C. § 1294 (2018). 

 

CONSTITUTIONAL AND STATUTORY PROVISIONS 

This case involves 18 U.S.C. § 2333 (2018) and 47 U.S.C. § 230 

(2018). These and other relevant provisions are reproduced in the 

Appendix.  
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STANDARD OF REVIEW 

Courts review de novo the dismissal of a complaint under Fed. 

R. Civ. P. 12(b)(6). See, e.g., Skilstaf, Inc. v. CVS Caremark Corp., 669 

F.3d 1005, 1014 (9th Cir. 2012); Krys v. Pigott, 749 F.3d 117, 128 (2d 

Cir. 2014). 

When deciding on a motion to dismiss for failure to state a 

claim, courts determine whether the facts alleged in the complaint, 

accepted as true, “plausibly give rise to an entitlement to relief.” 

Ashcroft v. Iqbal, 556 U.S. 662, 679 (2009). The assumption of truth 

does not apply to legal conclusions. Id. at 679. The facts must “raise a 

reasonable expectation that discovery will reveal evidence of illegal” 

conduct. Bell Atlantic Corp. v. Twombly, 550 U.S. 544, 556 (2007).  
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STATEMENT OF THE CASE 

 Appellant Margaret Bond (“Appellant”) brought this case under 

the Anti-Terrorism Act (“ATA”), 18 U.S.C. § 2333(a) (2018), after her 

husband was killed in a terrorist attack. J.A. 9. The ATA provides a 

civil remedy for plaintiffs who have been injured “by reason of an act of 

international terrorism.” 18 U.S.C. § 2333(a). 

Attack on the Oblinsk Hotel 

In January 2015, Appellant’s husband, Derek Bond, was in 

Oblinsk, Haprusa on business. J.A. 15. On the third of January, three 

gunmen stormed the lobby of the Oblinsk Hotel, where Mr. Bond was 

staying, and opened fire, murdering twelve people. Id. Mr. Bond was 

among the dead. Id. When Haprusan police officers arrived at the 

hotel, a firefight ensued, during which one of the officers and all three 

gunmen were killed. Id. 

During the subsequent investigation into the event, Haprusan 

authorities examined the homes and electronic devices of the gunmen 

and found that all three were members of a terrorist group called 

Haprusa First Forever (“HFF”). Id. After the shooters’ membership 

became public, HFF claimed responsibility for the attack through 

mainstream media and social media. Id. Appellant does not allege that 

HFF threatened the attack on the hotel before the incident. 
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Haprusa First Forever 

HFF is a “violent, extremist organization” centered in Oblinsk, 

Haprusa that opposes the Haprusan government. J.A. 13. HFF 

espouses nationalist and anti-immigrant views, encouraging its 

members to bring arms to demonstrations against the government, 

J.A. 14, and disrupting rallies organized by pro-immigrant groups, J.A. 

12. The group terrorizes refugee families and commits violence against 

immigrants. J.A. 13. Its members also have engaged in violent voter 

intimidation during elections in Haprusa. Id. In March 2014, a rally 

staged by HFF turned into a riot, resulting in three deaths and many 

injuries. J.A. 14.  

Appellant alleges that HFF uses the Internet to recruit new 

members, ask for donations from its followers, and share its extremist, 

violent message. J.A. 12. HFF’s online presence dates back to 2010, 

when it created accounts on every major social media platform and 

began to use the Internet to enlist new members and raise money. Id. 

Appellant emphasizes HFF’s violence throughout her complaint. 

Yet it is not HFF, nor the gunmen, nor even the government of 

Haprusa that Appellant aims to hold responsible for the death of her 

husband. Instead, Appellant seeks to extract damages from Anon, Inc. 

(“Anon”), an American company. 
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Hardest Right 

Anon owns and operates Hardest Right, one of the social media 

platforms on which HFF established an account. J.A. 9. Hardest Right 

describes itself as a “forum where those who see the emerging threats 

of globalism and socialism can express their views freely and share 

ideas with like-minded individuals.”1 Id. The site currently hosts over 

500,000 members. J.A. 10. To register for Hardest Right, users must 

enter an email address and create a username. Id. Users can post a 

variety of content to their pages and engage in dialogue by commenting 

on others’ posts. Id. Content posted to Hardest Right is subsequently 

uploaded to Anon’s servers. Id. 

Anon moderates the platform by disabling fraudulent accounts. 

J.A. 11 However, to allow its users to “express their views freely,” 

Anon does not censor any content that its users post on the platform, 

even when such content might be considered offensive or incendiary. 

J.A. 9, 11. In March 2014, for example, after HFF boasted about its 

followers inciting a deadly riot at a rally, other social media platforms 

terminated HFF’s official accounts. J.A. 14. In accordance with its 

policy, however, Anon did not. Id. 

                                                
1 Other social media websites also provide platforms for those with particular 
interests or views to connect. See, e.g., Debra Donston-Miller, 10 Social Networks for 
Special Interests, NETWORKCOMPUTING (Jan. 08, 2013), 
https://www.networkcomputing.com/networking/10-social-networks-special-interests. 
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Anon’s features mirror those of other social media companies, 

including Facebook and Google. Like other social media companies,2 

Anon makes money through advertising. J.A. 11. Third parties pay 

Anon to place advertisements on Hardest Right. Id. Autonomous 

proprietary algorithms determine on which users’ pages the 

advertisements will appear, considering “at least . . . content and 

place.” Id. Anon receives revenue every time a user clicks on one of 

these advertisements. Id. Like other online companies such as Google,3 

Anon distributes some of this payment to the user on whose page the 

advertisement was posted. Id. The shared portion is between two and 

five percent, as determined by a standard agreement. Id. All payments 

are in the form of cryptocurrency. Id. Users cannot transfer money 

directly through the platform. J.A. 13.  

Appellant’s claims against Anon center on Anon’s provision of 

services to HFF, specifically communication services and advertising 

revenue, which she claims caused the attack on the Oblinsk Hotel. J.A. 

9. However, she bases her claim solely on the fact that HFF had an 

                                                
2 See, e.g., Advertising on Facebook, FACEBOOK (2019), 
https://www.facebook.com/business/ads; YouTube Advertising, YOUTUBE (2019),  
https://www.youtube.com/yt/advertise/?&subid=us-en-ha-yt-bk-a-
!o3~EAIaIQobChMIpqv14Om34AIVBl8NCh2W5gtgEAAYASAAEgKiovD_BwE&gclid
=EAIaIQobChMIpqv14Om34AIVBl8NCh2W5gtgEAAYASAAEgKiovD_BwE&gclsrc=
aw.ds.  
3 See Google AdSense, GOOGLE (2019), https://www.google.com/adsense/start/how-it-
works/#/; YouTube partner earnings overview, YOUTUBE (2019),  
https://support.google.com/youtube/answer/72902?hl=en. 
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account on Hardest Right and on forensic evidence that the gunmen 

had, at some point, “viewed HFF’s page on Hardest Right.” J.A. 15. 

The complaint contains no evidence that the gunmen engaged in any 

activity on Hardest Right other than viewing the page.  

Appellant’s Claims 

Appellant brought this action against Anon in an attempt to 

recover damages under the primary liability section of the ATA’s civil 

remedies provision, 18 U.S.C. § 2333(a). In relevant part, this provision 

states: 

Any national of the United States injured in his or her person, 
property, or business by reason of an act of international 
terrorism, or his or her estate, survivors, or heirs, may sue 
therefor in any appropriate district court of the United States 
and shall recover threefold the damages he or she sustains and 
the cost of the suit, including attorney’s fees. 

 
18 U.S.C. § 2333(a). 

To plead a claim under this provision, Appellant must show that 

(1) the defendant committed an act of international terrorism,4 and (2) 

a U.S. national was injured “by reason of” that criminal predicate act. 

18 U.S.C. § 2333(a). Appellant claims Anon committed an act of 

international terrorism by providing HFF with communication services 

and advertising revenue and she was injured “by reason of” this act. 

J.A. 16–17. 

                                                
4 Anon conceded below that providing communication services to known terrorists 
and terrorist organizations is an act of international terrorism. J.A. 4. 
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Proceedings Below 

At the court below, Anon moved to dismiss the claims on two 

grounds. J.A. 2. First, Anon asserts that the Communications Decency 

Act, 47 U.S.C. § 230 (2018), grants immunity. Section 230 establishes 

that “[n]o provider or user of an interactive computer service shall be 

treated as the publisher or speaker of any information provided by 

another information content provider.” 47 U.S.C. 230(c)(1). Second, 

Anon argues that Appellant failed to plead proximate cause under the 

ATA. J.A. 2.  

The U.S. District Court for the District of Ames granted Anon’s 

motion to dismiss. J.A. 7. It found both that Section 230 bars 

Appellant’s claims and that the complaint failed to plead proximate 

cause under the ATA. J.A. 2. The Court of Appeals for the Ames 

Circuit decided to hear oral argument on the Section 230 and 

proximate cause issues. J.A. 1. 
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SUMMARY OF THE ARGUMENT 

I. Section 230 of the Communications Decency Act (“CDA”), 47 

U.S.C. § 230 (2018), bars Appellant’s claims because she seeks to 

impose liability on Anon for publishing third-party content. This 

provision mandates “No provider or user of an interactive computer 

service shall be treated as the publisher or speaker of any information 

provided by another information content provider.” 47 U.S.C. § 

230(c)(1) (2018). Courts have consistently interpreted Section 230 to 

provide immunity from suit when three requirements are met: (1) the 

defendant is an interactive computer service provider; (2) the claim is 

based on “information provided by another information content 

provider”; and (3) the claim treats the defendant “as the publisher or 

speaker” of that information. Universal Commc’n Sys., Inc. v. Lycos, 

Inc., 478 F.3d 413, 418 (1st Cir. 2007). Appellant does not dispute that 

the first requirement is met. Because Appellant’s claims are based on 

information that HFF, not Anon, provided, and because Appellant’s 

claims treat Anon as the publisher of third-party information, the 

second and third requirements are also met. Thus, Section 230 bars 

this suit.  

Anon is not an “information content provider,” see 47 U.S.C. § 

230(f)(3), because it did not develop the content at issue –– HFF’s 

social media posts. See 47 U.S.C. § 230(f)(3). Interactive computer 

service providers are responsible for the development of content only 
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when they “materially contribut[e] to [the content’s] alleged 

unlawfulness.” Fair Hous. Council  of San Fernando Valley v. 

Roommates.com, LLC, 521 F.3d 1157, 1167–68 (9th Cir. 2008) (en 

banc). Despite Appellant’s allegations, neither Anon’s revenue-sharing 

policy nor Hardest Right’s appeal to political ideologues materially 

contributed to the unlawfulness of HFF’s posts. Anon did not develop 

HFF’s content even under the more relaxed test Appellant proposes. 

Appellant’s revenue-sharing claim satisfies Section 230’s third 

requirement. The claim impermissibly seeks to treat Anon as a 

publisher by targeting Anon’s choices about how to treat content, 

which are “traditional editorial functions.” Zeran v. Am. Online, 129 

F.3d 327, 330 (4th Cir. 1997); 47 U.S.C. § 230(c)(1). Because access to 

revenue is part and parcel with membership to Hardest Right, Anon’s 

claim arises from two decisions: permitting HFF to maintain a Hardest 

Right account and implementing a revenue-sharing policy. These are 

both publishing decisions. Thus, all of Section 230’s requirements are 

met. 

Further, applying Section 230 here is not impermissibly 

extraterritorial because the relevant conduct occurred in the United 

States. Absent an affirmative indication a statute should apply 

extraterritorially, courts assess the statute’s focus and where the 

conduct relevant to that focus occurred to determine whether its 
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application is impermissibly extraterritorial. Morrison v. Nat’l Austl. 

Bank Ltd., 561 U.S. 247,  261, 266–67 (2010). As congressional history 

makes clear, Section 230’s focus is limiting liability. The conduct 

relevant to that focus is the suit against which immunity is needed. 

Because this suit was filed in Ames, United States, the relevant 

conduct occurred domestically, and Section 230’s application here is 

not extraterritorial. 

Because Section 230’s requirements for immunity are met and 

its application is not impermissibly extraterritorial, this Court should 

dismiss this suit. 

II. Even if Section 230 does not bar Appellant’s claims, the trial 

court properly dismissed Appellant’s complaint because it failed to 

plausibly show that Anon’s provision of social media services to HFF 

was the proximate cause of Appellant’s injury. At the motion to dismiss 

stage, courts consider whether the plaintiff has shown that the alleged 

violations of law are plausible, not merely possible. Ashcroft v. Iqbal, 

556 U.S. 662, 678 (2009). A pleading must contain “enough factual 

matter (taken as true) to suggest that” unlawful activity took place, 

thus “rais[ing] a reasonable expectation that discovery will reveal 

evidence of illegal” conduct. Bell Atlantic Corp. v. Twombly, 550 U.S. 

544, 556 (2007). 
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The Anti-Terrorism Act (“ATA”), 18 U.S.C. §§ 2331–2339D 

(2018), under which this case was brought, allows victims injured “by 

reason of an act of international terrorism” to recover civil damages. 18 

U.S.C. § 2333(a). The “by reason of” language in the statute denotes 

proximate cause. See Rothstein v. UBS AG, 708 F.3d 82, 95 (2d Cir. 

2013). Like other federal tort statutes, the ATA’s proximate cause 

requirement must be read in light of common law. See, e.g., Associated 

Gen. Contractors of Cal., Inc v. Cal. State Council of Carpenters, 459 

U.S. 519, 531 (1983) (Sherman Act). Common law suggests a direct 

relationship standard is most appropriate because, at its core, 

proximate cause ensures that liability is not unfairly doled out to those 

only remotely connected to the harm. See CSX Transp., Inc. v. 

McBride, 564 U.S. 685, 701 (2011). Originally, courts applied diverging 

proximate cause standards because of confusion over whether Section 

2333(a) encompassed secondary liability claims. Since Congress 

amended the ATA to clarify that Section 2333(a) allows only primary 

liability claims, courts have nearly universally applied the direct 

relationship standard. See, e.g., Kemper v. Deutsche Bank AG, 911 F.3d 

383, 392 (7th Cir. 2018). Thus, this Court should view pre-amendment 

interpretations of the ATA’s proximate cause requirement with 

skepticism and should follow recent courts in requiring a direct 

relationship. 
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Appellant’s complaint fails to show this direct relationship. She 

alleges that Anon is the proximate cause of Appellant’s injuries 

because the gunmen once viewed HFF’s Hardest Right page and Anon 

shared revenue with HFF. J.A. 15. However, neither of these actions is 

sufficient to establish a direct relationship without further connection 

between plaintiff and defendant. See Gonzalez v. Google, Inc. (Gonzalez 

II), 335 F. Supp. 3d 1156, 1178 (N. D. Cal. 2018), appeal filed, No. 18-

16700 (9th Cir. Sept. 10, 2018) (finding that viewing social media page 

does not establish direct relationship); id. at 1162 (finding that 

revenue sharing does not establish direct relationship). This Court 

should thus dismiss Appellant’s claims. 

Even under Appellant’s relaxed substantial factor test, the 

connection she alleges is insufficient to prove proximate cause. Her 

complaint fails to prove that Anon’s acts were a material and 

substantial factor in bringing about her injuries because Anon’s 

services did not make it substantially probable that terrorists would 

kill her husband. See Linde v. Arab Bank, PLC (Linde I), 97 F. Supp. 

3d 287, 327 (E.D.N.Y. 2015) (quoting Boim v. Quranic Literacy Inst. 

(Boim III), 549 F.3d 685, 697 (7th Cir. 2008)) (requiring proof of 

“substantial probability”), vacated by Linde v. Arab Bank, PLC (Linde 

II), 882 F.3d 314, 328 (2d Cir. 2018). Without more, her claim should 

be dismissed. 
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            For these reasons, this Court should affirm the trial court’s 

dismissal of the complaint for failure to state a claim. 
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ARGUMENT 

I. SECTION 230 OF THE COMMUNICATIONS DECENCY 
ACT BARS APPELLANT’S CLAIMS. 

This case asks whether a website operator can be held liable for 

the speech of a third party on its platform. By enacting Section 230 of 

the Communications Decency Act, 47 U.S.C. § 230 (2018), Congress 

said no. Today, Appellant asks the Court to directly contravene the 

plain language and consistently broad application of Section 230 by 

holding Anon liable for HFF’s speech. The Court should decline and 

dismiss this suit. 

With Section 230, Congress sought to promote an online “forum 

for a true diversity of political discourse.” 47 U.S.C. § 230(a)(3). Before 

the enactment of Section 230, websites faced a Hobson’s choice: either 

moderate no third-party content at all and enjoy immunity as a 

distributor, or take any action at all and risk being held liable for all 

content as a publisher. See, e.g., Stratton Oakmont, Inc. v. Prodigy 

Servs. Co., No. 31063/94, 1995 WL 323710 at *5 (N.Y. Sup. Ct. May 24, 

1995). If a website chose the latter, it might chill speech out of fear of 

liability. See Zeran v. Am. Online, Inc., 129 F.3d. 331, 333 (4th Cir. 

1997) (explaining the risk of maintaining common law publisher 

liability on the Internet). To resolve this dilemma, Congress enacted 

Section 230, forbidding the imposition of liability on websites for 

publication of third-party content while enabling websites to make 
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their own decisions about how much content to police. See 47 U.S.C. § 

230. Empowered by this policy, Anon maintains a commitment to 

maximizing open political discourse and chooses not to police users’ 

content. J.A. 11. 

Section 230 bars claims that satisfy its requirements, even when 

the content at issue is objectionable5 and even when that means the 

court must deny relief to plaintiffs whose “circumstances evoke 

outrage.” Jane Doe No. 1 v. Backpage.com, LLC, 817 F.3d 12, 15 (1st 

Cir. 2016). In no Section 230 case has the objectionable nature of the 

content driven the court’s analysis. Congress requires only that 

websites meet Section 230’s statutory criteria to enjoy immunity so 

that publishers, fearful of liability, would not over-police their sites 

and would maintain the free flow of debate online. Since those 

requirements are met here, Section 230 bars Appellant’s claims. 

Because Appellant brought suit in the United States, there would be 

no impermissible extraterritorial application here. 

A. The Requirements for Section 230 Immunity Are Met 
Here. 

Section 230 mandates, “No provider or user of an interactive 

computer service shall be treated as the publisher or speaker of any 

information provided by another information content provider.” 47 

                                                
5 Violent and obscene content existed online even when Congress first passed Section 
230. Indeed, the first major case finding Section 230 immunity arose out of an act of 
domestic terrorism. See Zeran, 129 F.3d at 329 (addressing a defamation claim 
related to the Oklahoma City bombing). 
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U.S.C. § 230(c)(1). Courts have consistently interpreted this provision 

to protect defendants from suit when “(1) [the defendant] is a provider 

or user of an interactive computer service; (2) the claim is based on 

information provided by another information content provider; and (3) 

the claim would treat [the defendant] as the publisher or speaker of 

that information.” Backpage.com, 817 F.3d at 19 (internal quotation 

marks omitted). Appellant concedes the first requirement: Anon is an 

interactive computer service provider (“ICSP”). Appellant’s Br. at 37.  

Because a third party provided the content at issue and because 

Appellant’s claims treat Anon as the publisher of that content, Section 

230 requires dismissal of this suit. 

1. Anon Is Not the “Information Content Provider.” 

Anon fulfills Section 230’s second requirement because it did not 

provide the content at issue: HFF’s posts. Section 230 shields ICSPs 

like Anon from liability for information provided by “another 

information content provider.” 47 U.S.C. § 230(c)(1). Appellant is 

correct that there can be multiple content providers for a single piece of 

information, Appellant’s Br. at 41, but an ICSP becomes an 

information content provider only when it “is responsible, in whole or 

in part, for the creation or development of information.” 47 U.S.C. § 

230(f)(3) (defining “information content provider”). Appellant alleges 

Anon developed the content of HFF’s posts. Appellant’s Br. at 41–45. 

Because it did not, Anon fulfills Section 230’s second requirement. 
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a. The Trial Court Correctly Defined “Development” to 
Require a Material Contribution to the Alleged 
Unlawfulness of the Content at Issue. 

Courts have consistently defined “development” to require that 

an ICSP “materially contribut[e] to [the content’s] alleged 

unlawfulness.” Fair Hous. Council  of San Fernando Valley v. 

Roommates.com, LLC, 521 F.3d 1157, 1167–68 (9th Cir. 2008) (en 

banc); see, e.g., Jones v. Dirty World Entm't Recordings LLC, 755 F.3d 

398, 413 (6th Cir. 2014) (applying the material contribution test); 

Gonzalez v. Google, Inc. (Gonzalez I), 282 F. Supp. 3d 1150, 1169 (N.D. 

Cal. 2017), appeal filed, No. 18-16700 (9th Cir. Sept. 10, 2018) (same); 

Nemet Chevrolet, Ltd. v. Consumeraffairs.com, Inc., 591 F.3d 250, 258–

59 (4th Cir. 2009) (same). Even when courts do not explicitly reference 

this material contribution test, they “issue decisions consistent with its 

logic.” Jones, 755 F.3d at 413 (collecting cases).  

Appellant relies on the Tenth Circuit’s decision in FTC v. 

Accusearch Inc., 570 F.3d 1187 (10th Cir. 2009), to propose a relaxed 

liability test that turns on encouragement. Appellant’s Br. at 41–42. 

While the word “encourage” appeared in the Accusearch opinion, see, 

e.g., 570 F.3d at 1190, the court did not use the word as Appellant 

does. Instead, the court applied the high material contribution 

standard. Id. at 1200 (“That language [from the Ninth Circuit’s 

material contribution test] applies to Accusearch's role in this case.”). 

Indeed, other courts reference Accusearch as having applied the 
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material contribution test, see, e.g., Jones, 755 F.3d at 412, and 

Appellant admits the tests in Accusearch and Roommates.com are 

“similar,” Appellant’s Br. at 41. Thus, Appellant’s effort to portray 

Accusearch as creating an alternative, weaker test than 

Roommates.com is incorrect. 

This Court should adhere to the consensus that 

Roommates.com’s material contribution test is appropriate for defining 

“development.” By maintaining this high standard, courts have 

respected Congress’s assessment that immunizing publishers is the 

best way to avoid publishers’ over-policing speech. Zeran, 129 F.3d at 

330–31. The material contribution test honors this goal by maintaining 

a framework where only those who are truly responsible are held 

liable. This Court should refuse Appellant’s request to ignore 

congressional intent and judicial consensus. 

b. Under the Material Contribution Test, Anon Is Not 
Responsible for the “Development” of HFF’s Content. 

Though HFF created the content at issue, Appellant argues that 

Anon is responsible for its development by incentivizing “increasingly 

dangerous content” through its revenue-sharing scheme, Appellant’s 

Br. at 43, and by “de facto requir[ing] extremist views,” id. at 44. Anon 

did neither. Even if it did, neither rises to the level of materially 

contributing to the unlawfulness of HFF’s posts. Thus, Anon did not 

develop the content at issue here. 
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Appellant’s theory that revenue sharing incentivizes extremist 

content is unsubstantiated by her complaint. She cites no evidence for 

the claim that “more extreme posts attract more user engagement,” id. 

at 43, other than that HFF’s 2015 post claiming responsibility for the 

Oblinsk attack received four times as many comments as a 2013 post 

demeaning refugees, id. But this assertion ignores how other factors 

may influence how many comments are received. The post with fewer 

comments occurred two years before the one with more comments, J.A. 

12, 15, and Hardest Right’s membership may have grown during this 

time. Appellant’s assertion that posts with more comments generate 

greater revenue is similarly unsupported by her complaint, which 

states only that Anon’s revenue increases when users click on 

advertisements. J.A. 11. She forwards no evidence that an increase in 

comments necessarily causes an increase in advertising clicks. Thus, 

her assertion that Anon developed HFF’s posts through its revenue-

sharing policy is unfounded. 

Even accepting Appellant’s assertion that the revenue-sharing 

policy incentivized extremist content, Anon did not materially 

contribute to posts’ content merely by incentivizing its users to post. In 

Blumenthal v. Drudge, 992 F. Supp. 44 (D.D.C. 1998), the court held a 

website did not “develop” defamatory content even when it hired a 

gossip columnist to write content for its users. 992 F. Supp. at 44; see 
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also id. at 52 (extending immunity “even where the interactive service 

provider has an active, even aggressive role in making available 

content prepared by others”). Here, the conclusion is even easier: Anon 

did not affirmatively solicit HFF to post content. 

Appellant separately alleges Anon materially contributed to 

HFF’s posts by excluding those with less radical viewpoints and 

creating a toxic environment. Appellant’s Br. at 44. There is no 

indication Anon applies a litmus test to its users’ political views. See 

J.A. 11 (noting that Anon’s only documented account removal is of 

fraudulent accounts). To support her claim, Appellant alleges Anon’s 

mission statement is somehow illicit. Appellant’s Br. at 44. But 

expressing hesitancy towards socialism and globalism is not equivalent 

to endorsing terrorism. Further, Section 230 does not contain a 

requirement for political neutrality. See Elliot Harman, No, Section 

230 Does Not Require Platforms to be “Neutral,” ELECTRONIC FRONTIER 

FOUNDATION, (Apr. 12, 2018).6 To whatever extent Anon may have 

created a platform for political ideologues, its efforts cannot be 

conflated with actively encouraging terrorists to spread hate. Further, 

even if Anon were excluding certain viewpoints, its actions with 

respect to other users have no impact on the substance of HFF’s posts, 

let alone a material one. 

                                                
6 https://www.eff.org/deeplinks/2018/04/no-section-230-does-not-require-platforms-be-
neutral.  
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The stark contrast between Anon’s conduct and conduct that 

does materially contribute illustrates that Anon is entitled to 

immunity. See, e.g., Roommates.com, 521 F.3d at 1164–65 (finding that 

an ICSP’s conduct met the material contribution test because it forced 

its users to answer questions in violation of federal law). Unlike in 

Roommates.com, Anon has not forced its users to call for violence or 

promote terrorist content. Appellant cannot allege otherwise. In 

contrast to Roommates.com, Anon did not develop the content at issue. 

Thus, it fulfills Section 230’s second requirement. 

c. Even Applying Appellant’s Novel Test, Anon Still Is Not 
Responsible for the “Development” of HFF’s Content. 

Appellant attempts to construe Accusearch as creating a 

different test for liability that turns on whether an ICSP encourages 

the creation of the content at issue. Appellant’s Br. at 41. However, 

even if Accusearch could be read to create an encouragement test, the 

test is one that turns on intentional encouragement. The Accusearch 

website was liable because it actively sought out researchers to 

uncover confidential information, which it then sold online. 570 F.3d at 

1200. Here, Anon did not affirmatively seek HFF’s content. Even 

accepting Appellant’s theory that Anon’s revenue-sharing policy 

incentivizes extremist content, Appellant fails to allege that Anon ever 
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intended the policy to generate terrorist content. Thus, Anon’s acts 

would not meet an Accusearch encouragement test. 

The only way to hold Anon responsible would be to construe a 

liability test that includes unintentional encouragement. This is a far 

cry from the traditional material contribution test and could 

encompass a litany of innocent activity. Indeed, the only court to 

explicitly consider even an intentional encouragement test rejected it 

out of fear it would “inflate the meaning of ‘development’ to the point of 

eclipsing the immunity from publisher-liability that Congress 

established.” Jones, 755 F.3d at 413. This Court should do the same. 

Because HFF, not Anon, provided the content at issue, Section 

230’s second requirement is satisfied. 

2. Appellant’s Claims Treat Anon as a “Publisher.” 

Appellant’s claims target Anon’s decisions about HFF’s content 

and thus fulfill Section 230’s third requirement by “treat[ing Anon] as 

the publisher” of third-party content. 47 U.S.C. § 230(c)(1). Courts 

have broadly defined the publisher’s function to encompass decisions 

— both direct and indirect — about what content to make available. 

This includes “reviewing, editing, and deciding whether to publish or to 

withdraw from publication third-party content.” Barnes v. Yahoo! Inc., 

570 F.3d 1096, 1102 (9th Cir. 2009). This broad definition respects 
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Congress’s desire to protect the Internet as a forum for public debate 

by limiting publisher liability. See Zeran, 129 F.3d at 330–31. 

To determine whether a claim treats a defendant as a 

“publisher,” courts look not to the “name of the cause of action” but to 

“whether the cause of action inherently requires the court to treat the 

defendant as ‘the publisher or speaker.’” Barnes, 570 F.3d at 1101–02. 

Any claim that targets a defendant’s exercise of the “traditional 

editorial functions” falls within Section 230’s scope. Zeran, 129 F.3d at 

330. Accordingly, courts have extended immunity for a variety of 

claims that do not obviously treat the defendant as a publisher, 

including claims for violation of anti-sex-trafficking laws, see 

Backpage.com, 817 F.3d at 15, assault, see Klayman v. Zuckerberg, 753 

F.3d 1354, 1357 (D.C. Cir. 2014), and — relevant here — violations of 

the Anti-Terrorism Act, see, e.g., Gonzalez v. Google, Inc. (Gonzalez II), 

335 F. Supp. 3d 1156, 1175 (N.D. Cal. 2018), appeal filed, No. 18-16700 

(9th Cir. Sept. 10, 2018). This Court should honor decades of Section 

230 interpretation and find that Appellant’s claims treat Anon as a 

“publisher,” thus fulfilling Section 230’s third requirement. 

a. Appellant's Revenue-Sharing Claim Arises from Two 
Publishing Decisions. 

Appellant’s claim that Anon materially supported HFF by 

sharing revenue arises from Anon’s choices about how to treat content, 

which are publishing decisions. Anon shared revenue with HFF only 
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through its platform-wide policy whereby it gives a small percentage of 

its revenue to users on whose pages advertisements generate revenue. 

J.A. 11. Access to this revenue is part and parcel with — and 

dependent on — access to Anon’s platform; all Hardest Right users are 

eligible for revenue sharing, and non-users are not.7 Cf. Force v. 

Facebook, Inc., 304 F. Supp. 3d 315, 328 (E.D.N.Y. 2018) (finding no 

meaningful distinction between claims attacking the provision of 

accounts and claims attacking services accessible to all users); J.A. 11. 

Appellant does not allege that Anon treated HFF any differently than 

its other users. J.A. 11. She thus targets two decisions: permitting 

HFF to maintain an account and implementing a revenue-sharing 

policy. These are both publishing decisions, and so Appellant’s 

revenue-sharing claim treats Anon as a publisher. 

Anon’s first decision — allowing HFF to maintain an account — 

is a choice that falls within the publisher’s function. The decision to 

maintain an account is antecedent to determining what content to 

publish because “choices as to who may use [a] platform are inherently 

bound up in [] decisions about what may be said on [a] platform.”  

                                                
7 This dependency distinguishes this case from the negligence claim in McDonald v. 
LG Elecs. USA, Inc., 219 F. Supp. 3d 533 (D. Md. 2016), to which Appellant 
analogizes. 219 F. Supp. 3d at 533. The court there found one claim, which resulted 
from the sale of an exploding battery, was not immunized by Section 230 because it 
targeted conduct independent from third-party posts. See id. at 537–38. This case is 
more analogous to a different claim in McDonald, negligent failure to warn, which 
the court found was shielded by Section 230 because it sought to force the website to 
make certain publishing decisions. Id. at 538. Here, Appellant similarly seeks to 
impose publishing decisions on Anon, and thus her claims are barred by Section 230. 
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Cohen v. Facebook, Inc., 252 F. Supp. 3d 140, 157 (E.D.N.Y. 2017). 

Judgments about which accounts to permit are necessarily based on 

third-party content because Anon must assess content to determine 

which accounts generate objectionable material. Such “monitoring, 

screening, and deletion of content . . . quintessentially relate[] to a 

publisher’s role.” Barnes, 570 F.3d at 1103. Further, users create 

content upon establishing an account. See J.A. 10 (noting users must 

create usernames). Thus, account removal is content removal, an 

editorial decision. See Cohen, 252 F. Supp. 3d at 157 (collecting cases 

supporting this proposition). 

Anon’s second decision — its revenue-sharing policy — is also a 

choice about how to treat content because it is a decision about the 

“structure and operation” of its website. Backpage.com, 817 F.3d at 21. 

That decisions about how to treat content are publishing decisions, see 

Zeran, 129 F.3d at 330, remains true even when the decision is made 

at the platform level rather than on an individual basis, see 

Backpage.com, 817 F.3d at 20. Applying this rationale, the First 

Circuit has categorized as publishing decisions structural choices, 

including allowing users to register under multiple screen names, 

Universal Commc’n. Sys. v. Lycos, Inc., 478 F.3d 413, 420 (1st Cir. 

2007), and not requiring phone number verification, Backpage.com, 
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817 F.3d at 21. These are decisions that indirectly affect what content 

appears on the website and are thus publishing decisions. 

Here, Anon’s revenue-sharing policy similarly affects the content 

on its platform. The prospect of revenue attracts users to post content 

on Hardest Right that they might otherwise post elsewhere or not at 

all. This policy does not change the subject of the posts but merely 

changes where they are posted. It reflects Anon’s reasonable 

determination that such incentive is necessary or beneficial to its 

website’s functioning. Anon could have concluded that the policy is 

necessary to secure sufficient users to make its site attractive to the 

advertisers who provide its primary source of revenue and allow its 

continued operation. See J.A 10–11 (providing sufficient factual basis 

to conclude Anon requires some revenue to maintain a platform — at 

the very least, Anon “pays out of pocket to store member content on its 

servers”). Intervening in these decisions would contradict Congress’s 

express will to “preserve the vibrant and competitive free market . . . 

[for] interactive computer services, unfettered by Federal or State 

regulation.” 47 U.S.C.  §  230(b)(2). 

Considering the actions Anon could take to cease sharing 

revenue with HFF elucidates how Appellant’s claims arise from 

publishing decisions. Anon could remove HFF’s accounts, but this 

would be a traditional publishing decision. See, e.g., Cohen, 252 F. 
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Supp. 3d at 157. Alternatively, Anon could cease sharing revenue with 

certain accounts. This would necessitate content-based screening, 

which is a publishing decision. See, e.g., Green v. Am. Online, 318 F.3d 

465, 471 (3d Cir. 2003) (finding “decisions relating to monitoring, 

screening, and deletion of content” are publisher functions). Anon’s 

final alternative, discarding its revenue-sharing policy entirely, could 

impact the content available on the site or even the platform’s 

existence and resembles structural decision courts have found falls 

“within the purview of traditional publisher functions.” Backpage.com, 

817 F.3d at 21. 

Whether a claim based on sharing advertising revenue treats a 

website as a publisher is a novel question, despite Appellant's 

suggestion to the contrary. See Appellant’s Br. at 38–39. Though a 

similar question was raised in Gonzalez II, the court did not reach it, 

dismissing the claims on alternate grounds. See 335 F. Supp. 3d at 

1176. Here, the revenue is merely a result of publishing HFF’s content. 

Since Appellant’s claim treats Anon as a publisher of third-party 

content, Section 230’s third requirement is satisfied. 

Because all three of Section 230’s requirements are met, this 

Court should dismiss the claims. 
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B. Granting Section 230 Immunity Here Would Not 
Require Extraterritorial Application. 

Even though Anon meets all three requirements for Section 230 

immunity, Appellant maintains that Section 230 still does not bar her 

claim because Section 230 only applies domestically and she claims the 

relevant events occurred abroad. Appellant’s Br. at 45. She has two 

theories for what these relevant events were: HFF’s members’ 

interactions with Hardest Right or, alternatively, the terrorist attack. 

Id. at 48, 50. Either way, Appellant is mistaken. The relevant conduct 

at issue here is where Appellant brought suit. Because Appellant 

brought suit in the United States, Section 230 is not being applied 

extraterritorially. The Court need not consider whether it ever could 

be. 

The Supreme Court has developed a two-part test to determine 

whether a U.S. statute can apply beyond U.S. territory. See Morrison v. 

Nat'l Austl. Bank Ltd., 561 U.S. 247, 267 (2010). First, courts 

determine whether the statute contains a “clear, affirmative indication 

that it applies extraterritorially.” RJR Nabisco, Inc. v. European 

Cmty., 136 S. Ct. 2090, 2093 (2016); see also Kiobel v. Royal Dutch 

Petroleum Co., 569 U.S. 108, 118 (2013). Finding none, courts proceed 

to the second Morrison step and evaluate the focus of the statute at 

issue to see whether events or conduct relevant to it took place abroad. 

See Morrison, 561 U.S. at 267. “If the conduct relevant to the statute’s 
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focus occurred in the United States, then the case involves a 

permissible domestic application even if other conduct occurred 

abroad.” RJR Nabisco, 136 S. Ct. at  2093.  Since Section 230 lacks an 

explicit extraterritorial hook under Morrison’s first step, the issue 

hinges on Morrison’s second step: the focus of Section 230 and where 

the conduct relevant to that focus occurred. Here, the relevant conduct, 

Appellant’s suit, occurred in the United States. 

1. The “Conduct Relevant” to Section 230 Is Appellant’s Suit, 
Which Was Filed in the United States. 

 To determine a statute’s focus, courts look to the interests 

Congress sought to protect. See Morrison, 561 U.S. at 266–70. 

Congressional history reveals legislators intended Section 230 to 

enshrine a scheme of limited liability as a means of giving ICSPs 

greater flexibility over their publishing decisions. See H.R. 458, 104th 

Cong. (1996) (enacted) (“One of the specific purposes of this section is 

to overrule Stratton-Oakmont v. Prodigy.”).8 Thus, the focus of Section 

230 is to limit publisher liability. The relevant conduct is the suit 

seeking to hold publishers liable for third-party content — here, 

Appellant’s suit.  The only two courts to consider the focus and conduct 

relevant to Section 230 have found the same. See Cohen, 252 F. Supp. 

3d at 140; Gonzalez I, 282 F. Supp. 3d at 1150. In Cohen, 20,000 Israeli 

residents brought a claim against Facebook, arguing that Palestinian 
                                                
8 The Stratton court found an ICSP liable for content posted on its bulletin board 
because it exercised editorial control. 1995 WL 323710 at *5.  
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terrorist organizations had used the website to plan and coordinate 

violent attacks. 252 F. Supp. 3d at 145. Because the plaintiffs brought 

their suit in the United States, the court explained it did not matter for 

Section 230 immunity where the alleged terrorists used Facebook or 

carried out their attacks. Id. at 159–60. Like the Appellants in Cohen 

and Gonzalez, Appellant brought her case in the United States. 

Alternatively, the conduct relevant to Section 230’s focus, 

limited liability, could be the defendant’s actions that give rise to a 

plaintiff’s claim. Here, the defendant’s actions are Anon’s provision of 

communication services and revenue sharing. Because Anon’s principal 

place of business is in the United States, J.A. 9, these actions occurred 

in the United States. Thus, under either theory there is no 

impermissible extraterritorial application of Section 230. 

2. Appellant’s Two Theories Misidentify the “Conduct 
Relevant” to Section 230. 

Appellant rejects the conclusions of the only courts to have 

considered the focus of and conduct relevant to Section 230. 

Appellant’s Br. at 48. She argues that the focus is not limiting liability 

and that the relevant conduct is not filing the lawsuit. Id. Appellant 

instead advances two theories to support her claim. 

First, Appellant erroneously considers the “full” 

Communications Decency Act (“CDA”), of which Section 230 formed 

merely a part. Id. at 48–49. She concludes from congressional 
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testimony that the “focus” of the full CDA was “preventing vulnerable 

populations from being exposed to explicit content on the Internet.” Id. 

She then proposes that because certain HFF members might have 

viewed Anon’s website in Haprusa, the “conduct relevant to the 

statute’s focus” occurred abroad.9 Id. at 49. Appellant’s broad sweep of 

congressional history is misguided for two reasons. First, large 

portions of the “full” CDA were found unconstitutional twenty years 

ago, see Reno v. Am. Civil Liberties Union, 521 U.S. 844, 849 (1997), 

making Appellant’s analysis of congressional history confusing, if not 

irrelevant, Appellant’s Br. at 48–49. Meanwhile, Appellant avoids 

discussing the congressional history behind Section 230. Second, even 

if the full CDA did still apply, the “vulnerable populations” that 

Congress sought to protect were not terrorists, but young children who 

Congress believed were unintentionally encountering pornographic 

content online. See 104 CONG. REC. S9017-23 (daily ed. June 26, 1995) 

(statement of Sen. Grassley). 

Second, she argues that because Section 230 does not create an 

independent cause of action, courts must look beyond Section 230 –– to 

the Anti-Terrorism Act (“ATA”), 18 U.S.C. §§ 2331–2339D (2018) –– to 

determine whether the relevant conduct occurred abroad. Appellant’s 

theory has no firm basis in the law.  She misconstrues two Alien Tort 

                                                
9 Appellant’s complaint fails to state where the gunmen viewed content appearing on 
Hardest Right.  
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Statute (“ATS”) cases, neither of which suggests courts must look to a 

separate body of law whenever a statute does not create an 

independent cause of action. See Adhikari v. Kellogg Brown & Root, 

Inc., 845 F.3d 184 (5th Cir. 2017); see also Mastafa v. Chevron Corp., 

770 F.3d 170 (2d Cir. 2014).  The ATS explicitly incorporates the “law 

of nations.” See 28 U.S.C. § 1350 (2018). It is precisely because the law 

of nations is the specific focus of the ATS that courts look to this 

separate body of law to determine the relevant events under Morrison. 

See, e.g., Kiobel, 569 U.S. at 126 (“[W]hen the ATS was enacted, 

congressional concern was focused on the three principal offenses 

against the law of nations . . . violation of safe conducts, infringement 

of the rights of ambassadors, and piracy.”) (internal citations and 

quotation marks omitted). 

 Section 230 does not incorporate any other body of law. Thus, 

its application, unlike that of the ATS, hinges only on the satisfaction 

of its three requirements and would not be impermissibly 

extraterritorial here. 

C. Any Change to Section 230 Must Come from Congress. 

Section 230 bars Appellant’s claims because its three 

requirements are met and there is no impermissible extraterritorial 

application. Even if Section 230 produces some undesirable 

consequences, change must come from Congress. See, e.g., Tenn. Valley 

Auth. v. Hill, 437 U.S. 153, 156 (1978) (“[I]t is . . . emphatically [] the 
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exclusive province of the Congress . . . to formulate legislative 

policies.”). This is especially true in the present context, as “[e]ven a 

tiny legal change to Section 230 could upset the delicate balance that 

facilitated the extraordinary Internet boom.” Eric Goldman, Why the 

State Attorneys General’s Assault on Internet Immunity is a Terrible 

Idea, FORBES, (Jun. 27, 2013).10 Congress has demonstrated its ability 

to change Section 230 when necessary. For example, Congress recently 

created an exception to Section 230 immunity in the Freedom Against 

Sex Trafficking Act (“FOSTA”), which responded to a decade-long 

debate about preventing sex trafficking online. See Pub. L. No. 115-

164, 132 Stat. 1253 (Apr. 11, 2018).   

Congress has not changed Section 230 despite its awareness of 

the presence of terrorists on social media sites. A recent bill that would 

have deputized social media companies for purposes of tracking down 

terrorists did not move past the floor. See Requiring Reporting of 

Online Terrorist Activity Act, S. 2372, 114th Cong. (2015–2016). 

Meanwhile, Section 230 remains a topic of ongoing debate. See, e.g., 

Facebook, Google and Twitter: Examining the Content Filtering 

Practices of Social Media Giants, Before the H. Comm. on the 

Judiciary, 115th Cong. (2018). But until Congress amends Section 230, 

the Court must enforce the law as written. 

                                                
10 https://www.forbes.com/sites/ericgoldman/2013/06/27/why-the-state-attorneys-
generals-assault-on-internet-immunity-is-a-terrible-idea/. 
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* * * 

There is no doubt that HFF posted objectionable content on 

Hardest Right, but this Court should not hold Anon responsible for 

HFF’s speech. Doing so would contravene the plain language and 

purpose of Section 230, effectively rewriting two decades of Internet 

law. Section 230 bars this suit. 

II. EVEN IF SECTION 230 DOES NOT BAR APPELLANT’S 
CLAIMS, APPELLANT HAS NOT SUFFICIENTLY 
PLEADED THAT ANON’S ACTIONS PROXIMATELY 
CAUSED HER INJURY. 

Regardless of whether Section 230 of the CDA bars her claim, 

Appellant must still plausibly plead under the ATA that Anon 

proximately caused her injuries. The ATA imposes primary liability 

where a U.S. national was injured “by reason of an act of international 

terrorism”11 committed by the defendant. 18 U.S.C. § 2333(a).12 The 

“by reason of” language requires that the plaintiff prove proximate 

cause. See Rothstein v. UBS AG, 708 F.3d 82, 95 (2d Cir. 2013).  

As elucidated by common law principles of proximate cause and 

the ATA’s own history in Congress and the courts, proximate cause 

under the ATA mandates a showing of a direct relationship between 

action and injury. Appellant fails to demonstrate such a relationship. 

                                                
11 Anon conceded below that providing communication services to terrorists is an act 
of international terrorism. J.A. 4. 
12 The ATA also provides for secondary liability for actors who have aided and 
abetted or conspired to commit acts of international terrorism. 18 U.S.C. § 2333(d). 
Appellant has not posited any theory of secondary liability in her case and thus 
cannot make that argument here. J.A. 4, n.1. 
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Even under the more flexible substantial factor test proffered by 

Appellant, the facts alleged in the complaint do not sufficiently prove 

that Anon was the proximate cause of Appellant’s injuries. Because 

Appellant fails to show proximate cause under either standard, this 

Court should affirm the trial court’s dismissal of the complaint. 

A. The ATA Should Be Read in Light of Common Law 
Principles, Which Require that Appellant Plead a 
Direct Relationship to Establish Proximate Cause. 

In writing Section 2333(a), Congress imported common law 

principles of proximate cause into the ATA’s statutory scheme. Courts 

use these well-established principles to determine from whom victims 

of international terrorism can recover under the ATA. The common law 

mandates that plaintiffs show a direct relationship between their 

injuries and defendants’ actions to prove proximate cause. Although 

Appellant suggests that such a requirement vitiates the purpose of the 

ATA, Appellant’s Br. at 16, only a direct relationship standard accords 

with the common law, upon which the ATA relies. 

1. Federal Tort Statutes Like the ATA Should Be Read in 
Light of Common Law Principles. 

The ATA, like other federal statutes that create a tort cause of 

action, invokes proximate cause through its “by reason of” language. 

Rothstein, 708 F.3d at 95. With this language, Congress deliberately 

incorporated common law causation standards, and so courts interpret 

the ATA’s proximate cause requirement using common law principles. 
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See, e.g., Fields v. Twitter, Inc. (Fields II), 881 F.3d 739, 744 (9th Cir. 

2018). Courts consistently apply these principles when interpreting the 

same language in other federal tort statutes. See, e.g., Hemi Group, 

LLC v. City of New York, N.Y., 559 U.S. 1, 9 (2010) (RICO Act); 

Associated Gen. Contractors of Cal., Inc. v. Cal. State Council of 

Carpenters, 459 U.S. 519, 531 (1983) (Sherman Act). Indeed, courts 

interpret federal tort statutes in light of common law proximate cause 

principles even without the “by reason of” language, unless Congress 

specifically indicates otherwise. See, e.g., Bank of America Corp. v. City 

of Miami, Fla., 137 S. Ct. 1296, 1306 (2017) (looking to common law 

tort principles when interpreting the Fair Housing Act). Thus, here, 

the ATA’s proximate cause requirement imports into the statute 

common law principles. 

2. Common Law Principles Require a Direct Relationship to 
Establish Proximate Cause. 

At its core, proximate cause limits liability to ensure that it does 

not unfairly extend to those only remotely connected to the harm. 

Though it has a long and confusing history, see PROSSER AND KEETON 

ON THE LAW OF TORTS 263 (W. Page Keeton ed., 5th ed. 1984), 

proximate cause is ultimately about “practical politics” and “a rough 

sense of justice,” Palsgraf v. Long Island R.R. Co., 162 N.E. 99, 103 

(N.Y. 1928) (Andrews, J., dissenting). It stands for “the policy-based 

judgment that not all factual causes contributing to an injury should 
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be legally cognizable.” CSX Transp., Inc. v. McBride, 564 U.S. 685, 701 

(2011). To this end, courts look to the directness of the causal 

connection rather than the comparative “substantiality” of defendant’s 

actions, see, e.g., Fields II, 881 F.3d at 744, as Appellant urges, 

Appellant’s Br. at 14. Since directness is the essential element of 

proximate cause in the common law, it must be applied here in the 

context of the ATA.  

Appellant implies that a quasi-strict liability regime is 

permissible in the context of the ATA because not many Americans die 

in extraterritorial terrorist attacks. See Appellant’s Br. at 30. However, 

the nature of the ATA and the facts of this case indicate the opposite. 

The ATA could impose liability on anyone, anywhere, as long as the 

plaintiff is a U.S. national. If proximate cause is supposed to ensure 

the right defendant is held liable, it is particularly important that 

proximate cause require a direct relationship when the whole world is 

a potential defendant. Only by applying this standard can proximate 

cause fairly delineate the bounds of liability under a statute that has a 

potentially unlimited reach. 

B. Congress’s Intent and Courts’ Interpretations of the 
ATA Require that Appellant Plead a Direct Relationship 
to Establish Proximate Cause. 

 Similar to the common law, congressional history and judicial 

precedent compel plaintiffs bringing actions under Section 2333(a) of 

the ATA to allege a direct relationship between the defendant’s actions 
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and their injuries. Early judicial confusion over whether Section 

2333(a) permitted secondary liability in addition to primary liability 

resulted in a variety of approaches to the proximate cause evaluation. 

Congress resolved this confusion in 2016 when it added a provision for 

secondary liability, making clear that Section 2333(a) allows only for 

primary liability. See 18 U.S.C. § 2333(d). While some courts applied a 

substantial factor test prior to the 2016 amendment, courts considering 

Section 2333(a) cases after the amendment have almost universally 

applied a direct relationship standard. To accord with Congress’s 

intent, this Court should require that Appellant show a direct 

relationship between her injuries and Anon’s provision of services to 

HFF. 

1. Congress Intended to Target Terrorists Whose Actions Led 
Directly to American Deaths When It Passed Section 
2333(a). 

Congress enacted the ATA’s civil remedies provision in 1992 

following public outrage over two then-recent terrorist attacks. See 

Anti-Terrorism Act of 1990: Hearing on S. 2465 Before the Subcomm. 

on Courts & Admin. Practice, 101st Cong. (1990) (statement of Sen. 

Chuck Grassley)13 (discussing an early version of what became Section 

2333(a)). Its goal was singular: to “provide[] victims with the tools 

necessary to find terrorists’ assets and seize them.” 137 Cong. Rec. 

4511 (daily ed. April 16, 1991). Congressional history reveals the 
                                                
13 https://www.c-span.org/video/?13560-1/anti-terrorism-act-1990. 
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initial motivation behind passing Section 2333(a) was to get terrorists 

who perpetrate terrorist attacks against Americans into U.S. courts. It 

was not, as Appellant contends, to broaden the defendant pool ad 

infinitum. 

2. Initial Confusion Regarding Section 2333(a)’s Scope Caused 
Diverging Interpretations of Its Proximate Cause 
Requirement. 

Early interpretations of Section 2333(a) reflected confusion 

about whether the provision encompassed secondary liability and, by 

extension, about what proximate cause standard should apply. This 

confusion began when courts first started to interpret Section 2333(a). 

See Geoffrey Sant, So Banks Are Terrorists Now?: The Misuse of the 

Civil Suit Provision of the Anti-Terrorism Act, 45 ARIZ. ST. L. J. 533, 

545 (2013). 

In the first Section 2333(a) case, U.S. citizens tried to hold 

groups associated with Hamas liable because they allegedly “solicited, 

financed, and provided material support for the attack” that killed 

their son. Boim v. Quranic Literacy Inst. (Boim I), 127 F. Supp. 2d 

1002, 1003 (N.D. Ill. 2001). To hold these groups liable, the court 

stretched Section 2333(a) to encompass actors indirectly related to the 

terrorist attack. See id. at 1019. It created a secondary liability hook, 

ignoring the “general presumption” against reading secondary liability 

into a statute. Id. at 1017 (quoting Cent. Bank of Denver, N.A. v. First 

Interstate Bank of Denver, N.A., 511 U.S. 164, 182 (1994)). On en banc 
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review, the Seventh Circuit affirmed that Section 2333(a) provides for 

aiding and abetting liability. See Boim v. Quranic Literacy Inst. (Boim 

III), 549 F.3d 685, 692 (7th Cir. 2008) (en banc). To accommodate 

secondary liability principles,14 the court endorsed a relaxed proximate 

cause standard, which subsequent courts have interpreted as the 

substantial factor test. See Appellant’s Br. at 17 (using the Rothstein 

test, which “builds on Boim” to “provid[e] a justiciable test”).15 

As a result, plaintiffs injured in terrorist attacks began to file a 

litany of Section 2333(a) claims, “almost exclusively against secondary 

actors.” Jimmy Gurulé, Holding Banks Liable Under the Anti-

Terrorism Act for Providing Financial Services To Terrorists: An 

Ineffective Legal Remedy in Need of Reform, 41 J. LEGIS. 184, 184 

(2015). Jurisdictions faced with these claims struggled to define 

proximate cause in a way that addressed both primary and secondary 

liability.16 The circuit courts thus created a patchwork of proximate 

cause theories with no settled conclusions regarding what Section 

                                                
14 Secondary liability applies where a defendant aided and abetted and requires the 
plaintiffs to prove “knowledge of the illegal activity that is being aided and abetted, a 
desire to help that activity succeed, and some act of helping.” Boim I, 127 F. Supp. 2d 
at 1018. 
15 The Boim III approach is not widely accepted. See Jack Goldsmith & Ryan 
Goodman, U.S. Civil Litigation and International Terrorism, in CIVIL LITIGATION 
AGAINST TERRORISM 109, 121–22 (John Norton Moore ed., 2004) (stating that Boim 
III is “not entirely convincing” because it is not clear that Section 2333(a) can be 
applied to “persons, both natural and legal, who have provided financial and other 
resources to a terrorist organization.”). 
16 For instance, the D.C. Circuit defined the proximate cause inquiry as “whether 
injury is foreseeable, whether within the field of risk, and causation fits common 
sense.” Wultz v. Islamic Republic of Iran, 755 F. Supp. 2d 1, 63 (D.D.C. 2010).  
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2333(a) demands of plaintiffs trying to extract damages from 

secondary actors. 

3. Congress’s 2016 Amendment to the ATA Clarified the 
Scope of Section 2333(a) and Indicated that a Plaintiff Must 
Plead a Direct Relationship to Establish Proximate Cause. 

Congress has since amended the ATA and clarified the confusion 

around proximate cause. In 2016, Congress passed the Justice Against 

Sponsors of Terrorism Act (“JASTA”), Pub. L. No. 144-222, 130 Stat. 

854 (Sept. 28, 2016) (codified at 18 U.S.C. § 2333(d)(2)), which added a 

new secondary liability hook for “any person who aids and abets . . . or 

conspires” to commit an act of international terrorism. 18 U.S.C. § 

2333(d)(2). JASTA’s passage clarified that Section 2333(a) concerns 

only primary liability, even when applied to secondary actors like 

Anon. See Linde v. Arab Bank, PLC (Linde II), 882 F.3d 314, 328 (2d 

Cir. 2018). 

Pre-JASTA case law, then, carries less weight. Because those 

cases contorted the “by reason of” language to encompass secondary 

liability, their interpretation of the ATA’s proximate cause 

requirement should be read with skepticism. Secondary liability, by 

definition, is another leap in the causal chain; the conduct of 

secondarily liable actors is not directly related to a plaintiff’s injuries. 

Primary liability cannot require the same low standard as secondary 

liability without obscuring the differences between them. Such a result 

would abrogate congressional intent. 
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4. Nearly All Courts Interpreting the ATA Since its 
Amendment Have Required a Direct Relationship to 
Establish Proximate Cause. 

  Since the passage of JASTA, the direct relationship standard 

has been the dominant approach to proximate cause inquiries under 

Section 2333(a). See, e.g., Kemper v. Deutsche Bank AG, 911 F.3d 383, 

392 (7th Cir. 2018) (“[A]ll of the factors identified by the parties and 

our sister circuits — foreseeability, directness, and the substantiality 

of the defendant’s conduct — are relevant to the inquiry.”). Last year, 

the Seventh Circuit rejected its own relaxed causation test from Boim 

III in favor of an approach that identifies direct relationship as the 

touchstone for proximate causation. Id. While foreseeability and 

substantiality can inform the proximate cause analysis, by themselves 

they are insufficient. A direct relationship is necessary. See Fields II, 

881 F.3d at 748. 

Almost every district court ruling on Section 2333(a) since 

JASTA has explicitly required a direct relationship. For instance, the 

Gonzalez II court rejected its plaintiff’s claim because the complaint 

did “not allege a direct relationship between the ‘material support’ that 

Google allegedly provided to ISIS” and the terrorist attack. Gonzalez 

II, 335 F. Supp. 3d at 1178. Even those courts that maintain a 

substantial factor test have interpreted it to be as high a bar as a 

direct relationship. See, e.g., Owens v. BNP Paribas, S.A., 897 F.3d 

266, 273 n.8 (D.C. Cir. 2018). 
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This Court would risk creating an unnecessary circuit split by 

relying on any standard lower than direct relationship for proximate 

cause for the ATA’s primary liability provision. 

C. Appellant Fails to Plead a Direct Relationship, and the 
Trial Court Was Correct to Dismiss Her Claim. 

Because Appellant’s complaint does not plausibly show that 

Anon’s actions proximately caused her injuries, the trial court correctly 

dismissed the complaint for failure to state a claim. When deciding on 

motions to dismiss, courts look to whether the facts in the complaint, 

taken as true, show that the defendant’s actions are plausibly the 

proximate cause of the plaintiff’s injuries. See Ashcroft v. Iqbal, 556 

U.S. 662, 678 (2009). The facts alleged by Appellant do not 

demonstrate proximate cause under the direct relationship standard so 

this Court should affirm the decision of the court below. 

1. At the Motion to Dismiss Stage, the Facts Alleged in the 
Complaint Must Show that the Claim Is Plausible. 

At the motion to dismiss stage, courts consider whether the 

plaintiff has shown that the alleged violations of law are plausible, not 

merely possible. Iqbal, 556 U.S. at 678. A pleading must contain 

“enough factual matter (taken as true) to suggest that” unlawful 

activity took place, thus “rais[ing] a reasonable expectation that 

discovery will reveal evidence of illegal” conduct. Bell Atlantic Corp. v. 

Twombly, 550 U.S. 544, 556 (2007).  
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Courts follow a two-part test when evaluating complaints, first 

identifying and disregarding legal conclusions that “are not entitled to 

the assumption of truth,” and, second, reviewing the remaining facts to 

“determine whether they plausibly give rise to an entitlement to 

relief.” Iqbal, 556 U.S. at 679. The facts must stand by themselves; 

courts are “not required to divine the litigant's intent” or “conjure up 

unpled allegations to save a complaint.” Gregory v. Dillard’s, Inc., 565 

F. 3d 464, 473 (8th Cir. 2009) (citations omitted). Nor should they 

ignore alternative explanations. Wilson v. Ark. Dep't of Human Servs., 

850 F.3d 368, 373 (8th Cir. 2017). Courts cannot “unlock the doors of 

discovery for a plaintiff armed with nothing more than conclusions.” 

Iqbal, 556 U.S. at 678–79. 

2. Appellant Did Not Plausibly Plead Anon Directly Caused 
Her Injury.  

Appellant does not plausibly plead that Anon’s actions directly 

caused her injuries. The district court correctly framed the proximate 

cause inquiry: the “plaintiff must show at least some direct 

relationship between the injuries that he or she suffered and the 

defendant’s acts.” J.A. 5 (quoting Fields II, 881 F.3d at 744). This 

inquiry has been adopted by multiple courts, including those that 

examine a plaintiff’s complaint under both the direct relationship and 

substantial factor  standards. See, e.g., Kemper, 911 F.3d at 392. 
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Appellant has attempted two circuitous routes to proximate 

cause. First, she argues that the fact that the shooters viewed content 

HFF posted is sufficient to sustain an inference that Anon directly 

caused her husband’s death. See Appellant’s Br. at 32–33. Second, she 

argues that the operation of a social media company — specifically its 

communication services and revenue-sharing program — created 

opportunities for terrorists. Id. Neither route shows proximate cause. 

a. Anon’s Communication Services Did Not Lead Directly 
to Appellant’s Injuries. 

Anon’s maintenance of a website with communication services 

did not lead directly to the death of Appellant’s husband. Appellant 

must do more than plead facts that establish some connection between 

the shooters and Anon to survive this motion to dismiss. To satisfy the 

proximate cause requirement, she must show that Anon’s conduct led 

directly to her injuries. See Fields II, 881 F.3d at 744. This she has not 

done. 

First, Appellant has not established a sufficient connection 

between the shooters and Anon’s communication services. Courts have 

not articulated a clear rule on what qualifies as a legally cognizable 

connection, in part because no claim has come close. No court has held 

that viewing a social media page establishes more than a threadbare 

connection. In Gonzalez II, for instance, the fact that the shooters 

consistently used YouTube and Facebook, with one of the shooters 
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posting a link of an ISIS recruiting video from YouTube on his 

Facebook page, did not create a connection between the shooters and 

the companies. See 335 F. Supp. 3d at 1178. Likewise, in another case, 

the fact that a shooter viewed ISIS posts and videos on YouTube was 

not enough to show that the company “had any discernible direct 

involvement” with the terrorist group. Crosby v. Twitter, 303 F. Supp. 

3d 564, 578 (E.D. Mich. 2018), appeal filed No. 2:16-CV-14406 (6th 

Cir., Apr. 13, 2018). Thus, the single fact that the shooters in this case 

viewed HFF’s page on Hardest Right, J.A. 15, does not create a 

sufficient connection between the shooters and Anon. 

Second, Appellant has not pleaded facts that plausibly show a 

direct relationship between her injuries and Anon’s communication 

services. Courts look for a direct relationship between the defendant’s 

relevant conduct and the particular injury suffered, not a generalized 

risk of injuries from a defendant’s overall conduct. See, e.g., Goldberg v. 

UBS AG, 660 F. Supp. 2d 410, 429 (E.D.N.Y. 2009). In Taamneh v. 

Twitter, Inc., 343 F. Supp. 3d 904 (N.D. Cal. 2018), appeal filed, No. 

18-17192 (9th Cir. Nov. 13, 2018), the plaintiffs did not allege that the 

shooter saw “any specific content on social media” but did provide facts 

that suggested “other sources of radicalization.” Id. at 913. Thus, the 

“conclusory allegation” that the shooter was “radicalized by ISIS’s use 

of social media” was “insufficient to support a plausible claim of 
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proximate cause.” Id. (citing amended complaint and Iqbal, 556 U.S. at 

681). Here, too, Appellant has not pleaded that the shooters viewed 

specific videos or specific posts on Hardest Right but does suggest that 

they might have been radicalized in other ways. See J.A. 12–14 

(describing how HFF had 2,000 members and was visible in Haprusan 

politics). The shooters may have been HFF members long before they 

viewed HFF’s Hardest Right page. Without more, the fact that HFF 

posted incendiary content does not create a plausible inference of a 

direct relationship between Anon and Appellant’s injuries.  

b. Anon’s Revenue Sharing Did Not Lead Directly to 
Appellant’s Injuries. 

Appellant’s case does not survive just because Anon shares 

revenue with its users. The fact that money is fungible — that it is 

difficult to trace where specific dollars go — does not automatically 

satisfy the proximate cause analysis. Fields II, 881 F.3d at 749. 

Appellant still must show proximate cause. Last year, for instance, a 

court found that the plaintiffs had not pleaded proximate cause by 

alleging that YouTube shared with ISIS users a portion of the revenue 

earned from targeted advertisements. See Gonzalez II, 335 F. Supp. 3d 

at 1162 (citation omitted). Gonzalez II dealt with more than this case 

does — more terrorist-affiliated accounts, more overall users, and more 

advertisers. If a court could not find that shared revenue from 

advertising created “any direct causal connection” with Google, id. at 
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1179, then there is no principled basis on which this Court could hold 

otherwise for Anon. Carrying out a revenue-sharing program typical of 

social media companies is far too attenuated to create proximate cause. 

Thus, on neither claim has Appellant pleaded proximate cause. 

Appellant misconstrues a district court case to fashion a novel 

rule that direct payments from a defendant to a terrorist organization 

establish a direct relationship. See Appellant’s Br. at 32 (citing Brill v. 

Chevron Corp., No. 15-cv-04916-JD, 2018 WL 3861659 (N.D. Cal. Aug. 

14, 2018)). However, Brill relies firmly on the Fields II rule that 

“[a]ccepting the fungible nature of material support does not require a 

court to also hold that any reckless contribution to a terrorist group or 

affiliate, no matter its attenuation, must result in civil liability.” Brill, 

2018 WL 3861659 at *11 (quoting Fields II, 881 F.3d at 749). Here, the 

fact that Anon may have shared advertising revenue with HFF does 

not automatically generate a finding of proximate cause. 

The other facts of Appellant’s complaint likewise do not 

establish a direct relationship. Courts consistently recognize that “the 

mere provision of ‘routine banking [or financial] services to 

organizations and individuals said to be affiliated with’ terrorists does 

not necessarily establish causation.” Linde II, 882 F.3d at 327 (quoting 

In re Terrorist Attacks on Sept. 11, 2001, 714 F.3d 118, 124 (2d Cir. 

2016)). Appellant must either show a genuine issue of material fact 
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and allege that the financial transactions were not routine, see id., or 

show that the revenue sharing led directly to her husband’s death. She 

has conceded the first point, see J.A. 11 (making no argument that 

Anon treats HFF differently than its other users), and fails to 

demonstrate the second. 

D. Even Under Appellant’s Relaxed Substantial Factor 
Test, Appellant Fails to Plead Proximate Cause. 

The substantial factor test for proximate cause, which Appellant 

urges this Court to apply, requires that the facts of her complaint 

plausibly demonstrate that “(1) ‘defendant’s conduct was a material 

and substantial factor in bringing about [plaintiffs’] injuries,’ and (2) 

plaintiffs’ injuries ‘were a reasonably foreseeable consequence’ of 

defendant’s actions.” Appellant’s Br. at 18 (quoting In re Chiquita 

Brands Int’l, Inc., 284 F. Supp. 3d 1284, 1317 (S.D. Fla. 2018)). 

Because the complaint does not satisfy either prong, Appellant fails to 

establish proximate cause under the substantial factor test.  

Appellant focuses on whether Anon should have foreseen 

Appellant’s injuries, but foreseeability is merely a threshold 

consideration under the substantial factor test. See Kemper, 911 F.3d 

at 392 (noting “directness and foreseeability are logically linked”). 

Significantly, Appellant must demonstrate that Anon’s conduct was “a 

material and substantial factor” in her husband’s death, Chiquita, 284 

F. Supp. 3d at 1317 (emphasis added), not merely a material one, as 
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Appellant suggests, see, e.g., Appellant’s Br. at 21. Appellant claims 

that this material and substantial factor prong is satisfied because 

there was no intermediary between Anon and HFF and because Anon's 

actions increased the likelihood of her injuries. See Appellant’s Br. at 

14, 21. However, no court has held that these elements are sufficient.17 

Instead, under the material and substantial factor analysis, courts 

require plaintiffs to show “that there was a substantial probability” the 

defendant’s acts were the cause of the injury. Linde v. Arab Bank, PLC 

(Linde I), 97 F. Supp. 3d 287, 327 (E.D.N.Y. 2015) (quoting Boim III, 

549 F.3d at 697), vacated by Linde II, 882 F.3d at 314 (holding that a 

direct relationship, not a substantial factor test, is necessary for 

proximate cause).18 Appellant has not achieved this threshold. 

First, it was not substantially probable that Appellant’s injuries 

would result from Anon’s communication services. Appellant inaptly 

analogizes to Goldberg, which held that the plaintiffs plausibly pleaded 

proximate cause because they alleged that the defendant bank 

transferred money from a designated terrorist organization to Hamas 

                                                
17 Appellant extracts these elements from two district court opinions. The first 
“increased the likelihood” element comes from a discussion of Section 2333(a)’s 
knowledge and intent requirement, not its proximate cause requirement. See 
Goldberg, 660 F. Supp. 2d at 427–29. The second “lack of intermediary” element 
likewise is incorrect because that court considered this element only in its 
foreseeability analysis. See Owens v. BNP Paribas S.A., 235 F. Supp. 3d 85, 97 
(D.D.C. 2017), aff’d, 897 F.3d 266 (D.C. Cir. 2018).  
18 Anon argues from the Second Circuit’s articulation of the material and substantial 
factor prong because Appellant relies on Eastern District of New York opinions. See, 
e.g., Appellant’s Br. at 19–20. 
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and that Hamas killed the plaintiffs’ family members. Goldberg, 660 F. 

Supp. 2d at 430. This case is dissimilar because Anon simply 

maintained a webpage. Whereas the Goldberg bank took affirmative 

steps to transfer money from one account to a terrorist account, id., 

Anon took no affirmative steps to ensure that HFF could transmit 

particular messages inciting the shooters to attack the Oblinsk hotel. 

Providing an online forum does not create a substantial probability of 

terrorist attacks. 

Nor was it substantially probable that Appellant’s injuries 

would result from Appellant’s revenue sharing. The Chiquita court 

concluded that jurors could find the defendant was a material and 

substantial factor in the plaintiffs’ injuries because Chiquita’s 

subsidiaries paid the terrorists enough money to arm “540 guerillas, or 

put 50 guerillas in the field, full time, for a year.” Chiquita, 284 F. 

Supp. 3d at 1318. Anon’s revenue sharing, which constitutes no more 

than five percent of its per-user advertising revenue, likely is a 

pittance in comparison. To illustrate, Facebook –– which does not have 

a revenue sharing program but, like Anon, makes money from placing 

advertisements19 –– makes roughly $1.50 per user each month.20 

                                                
19 Facebook: Transparency and Use of Consumer Data: Hearing Before the S. Comm. 
on the Judiciary and the S. Comm. on Commerce, Sci. & Transp., 115th Cong. (2018) 
(statement of Sen. Orrin Hatch). 
20 Facebook made about $4.23 off your profile in the first three months of the year, 
FACEBOOK (May 3, 2017), https://www.cnbc.com/2017/05/03/facebook-average-
revenue-per-user-arpu-q1-2017.html (demonstrating Facebook made $4.23 per user 
in Jan.–Mar. 2017). 
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Moreover, finding substantial probability here would produce “an 

extreme result. Any bank [or institution sharing money] found liable 

for even one wire transfer reaching terrorists would become liable for 

all terrorist acts committed by that terrorist group, apparently until 

the end of time.” Sant, So Banks Are Terrorists Now?, supra, at 576.  

Appellant struggles to argue that Anon’s program made any action by 

HFF, let alone the shooters, substantially probable. 

The fact that Anon uses cryptocurrency does not resuscitate 

Appellant’s claim. Cryptocurrency is merely a digital currency that 

even established financial institutions like J.P. Morgan use. See, e.g., 

Katherine Ross & Jim Cramer, Jim Cramer on Why JPMorgan’s 

Cryptocurrency is a Good Thing, THESTREET (Jan. 31, 2019).21 Nothing 

beyond Appellant’s conclusory allegations and mischaracterizations 

meet the material and substantial factor prong of her substantial 

factor test. 

* * * 

The attenuated chain of causation Appellant proposes satisfies 

neither the direct relationship standard nor the relaxed substantial 

factor test. She thus has not pleaded proximate cause.  

 

 

                                                
21 https://www.thestreet.com/video/jim-cramer-on-why-jpmorgan-s-cryptocurrency-is-
a-good-thing-14867266. 
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CONCLUSION 

Mr. Bond’s death was a tragedy, and there is no question that 

Ms. Bond suffered significant injuries as a result. But tragedy alone 

does not make a legal claim viable. Anon is a social media company; it 

provides a platform for others to speak, and that should be protected. 

While HFF is a member of Hardest Right, there is simply no evidence 

in Appellant’s complaint that proves that Anon’s actions proximately 

caused the death of Appellant’s husband. 

We respectfully ask this Court to affirm the decision of the court 

below. 
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APPENDICES 

Select Provisions from Section 230 

1. 47 U.S.C. § 230 (2018) Protection for Private Blocking and 
Screening of Offensive Material 

(a) Findings 

The Congress finds the following: 

(1) The rapidly developing array of Internet and other 
interactive computer services available to individual 
Americans represent an extraordinary advance in the 
availability of educational and informational resources 
to our citizens. 

(2) These services offer users a great degree of control 
over the information that they receive, as well as the 
potential for even greater control in the future as 
technology develops. 

(3) The Internet and other interactive computer 
services offer a forum for a true diversity of political 
discourse, unique opportunities for cultural 
development, and myriad avenues for intellectual 
activity. 

(4) The Internet and other interactive computer 
services have flourished, to the benefit of all Americans, 
with a minimum of government regulation. 

(5) Increasingly Americans are relying on interactive 
media for a variety of political, educational, cultural, 
and entertainment services. 

(b) Policy 

It is the policy of the United States– 

(1) to promote the continued development of the 
Internet and other interactive computer services and 
other interactive media; 

(2) to preserve the vibrant and competitive free market 
that presently exists for the Internet and other 
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interactive computer services, unfettered by Federal or 
State regulation; 

(3) to encourage the development of technologies which 
maximize user control over what information is 
received by individuals, families, and schools who use 
the Internet and other interactive computer services; 

(4) to remove disincentives for the development and 
utilization of blocking and filtering technologies that 
empower parents to restrict their children's access to 
objectionable or inappropriate online material; and 

(5) to ensure vigorous enforcement of Federal criminal 
laws to deter and punish trafficking in obscenity, 
stalking, and harassment by means of computer. 

(c) Protection for “Good Samaritan” blocking and 
screening of offensive material 

(1) Treatment of publisher or speaker 

No provider or user of an interactive computer service 
shall be treated as the publisher or speaker of any 
information provided by another information content 
provider. 

(2) Civil liability 

No provider or user of an interactive computer service 
shall be held liable on account of– 

(A) any action voluntarily taken in good faith to 
restrict access to or availability of material that the 
provider or user considers to be obscene, lewd, 
lascivious, filthy, excessively violent, harassing, or 
otherwise objectionable, whether or not such 
material is constitutionally protected; or 

(B) any action taken to enable or make available to 
information content providers or others the 
technical means to restrict access to material 
described in paragraph (1). 
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(f) Definitions 

As used in this section: 

(2) Interactive computer service 

The term “interactive computer service” means any 
information service, system, or access software provider 
that provides or enables computer access by multiple 
users to a computer server, including specifically a 
service or system that provides access to the Internet 
and such systems operated or services offered by 
libraries or educational institutions. 

(3) Information content provider 

The term “information content provider” means any 
person or entity that is responsible, in whole or in part, 
for the creation or development of information provided 
through the Internet or any other interactive computer 
service.  

Select Provisions from the Alien Tort Statute (“ATS”) 

1. 28 USC § 1350 (2018)   

The district courts shall have original jurisdiction of any 
civil action by an alien for a tort only, committed in 
violation of the law of nations or a treaty of the United 
States. 

Select Provisions from the Anti-Terrorism Act (“ATA”) 

1. 18 USCS § 2331 (2018) ("Definitions")  

As used in this chapter [18 USCS §§ 2331 et seq.] -- 

(1)  the term "international terrorism" means activities 
that-- 

(A)  involve violent acts or acts dangerous to 
human life that are a violation of the criminal laws 
of the United States or of any State, or that would 
be a criminal violation if committed within the 
jurisdiction of the United States or of any State; 
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(B)  appear to be intended-- 

(i)  to intimidate or coerce a civilian 
population; 

(ii)  to influence the policy of a government 
by intimidation or coercion; or 

(iii)  to affect the conduct of a government by 
mass destruction, assassination or 
kidnapping; and 

(C)  occur primarily outside the territorial 
jurisdiction of the United States, or transcend 
national boundaries in terms of the means by 
which they are accomplished, the persons they 
appear intended to intimidate or coerce, or the 
locale in which their perpetrators operate or seek 
asylum; 

(2)  the term "national of the United States" has the 
meaning given such term in section 101(a)(22) of the 
Immigration and Nationality Act [8 USCS § 1101(a)(22)]; 

(3)  the term "person" means any individual or entity 
capable of holding a legal or beneficial interest in 
property; 

2. 18 USCS § 2333 (2018) (“Civil Remedies”) 

(a) Action and jurisdiction. Any national of the United States 
injured in his or her person, property, or business by reason of 
an act of international terrorism, or his or her estate, survivors, 
or heirs, may sue therefor in any appropriate district court of the 
United States and shall recover threefold the damages he or she 
sustains and the cost of the suit, including attorney's fees. 

(b) Estoppel under United States law. A final judgment or 
decree rendered in favor of the United States in any criminal 
proceeding under section 1116, 1201, 1203, or 2332 of this title 
[18 USCS § 1116, 1201, 1203, or 2332] or section 46314, 46502, 
46505, or 46506 of title 49 shall estop the defendant from 
denying the essential allegations of the criminal offense in any 
subsequent civil proceeding under this section. 



 A–5 

(c) Estoppel under foreign law. A final judgment or decree 
rendered in favor of any foreign state in any criminal proceeding 
shall, to the extent that such judgment or decree may be 
accorded full faith and credit under the law of the United States, 
estop the defendant from denying the essential allegations of the 
criminal offense in any subsequent civil proceeding under this 
section. 

(d) Liability. 

(1) Definition. In this subsection, the term "person" has 
the meaning given the term in section 1 of title 1 [1 USCS 
§ 1]. 

(2) Liability. In an action under subsection (a) for an 
injury arising from an act of international terrorism 
committed, planned, or authorized by an organization 
that had been designated as a foreign terrorist 
organization under section 219 of the Immigration and 
Nationality Act (8 U.S.C. 1189), as of the date on which 
such act of international terrorism was committed, 
planned, or authorized, liability may be asserted as to any 
person who aids and abets, by knowingly providing 
substantial assistance, or who conspires with the person 
who committed such an act of international terrorism. 

(e) Use of blocked assets to satisfy judgments of U.S. nationals. 
For purposes of section 201 of the Terrorism Risk Insurance Act 
of 2002 (28 U.S.C. 1610 note), in any action in which a national 
of the United States has obtained a judgment against a terrorist 
party pursuant to this section, the term "blocked asset" shall 
include any asset of that terrorist party (including the blocked 
assets of any agency or instrumentality of that party) seized or 
frozen by the United States under section 805(b) of the Foreign 
Narcotics Kingpin Designation Act (21 U.S.C. 1904(b)).  

3. 18 U.S.C.S. § 2339A (2018) (“Providing Material Support to 
Terrorists”)  

(a) Offense. Whoever provides material support or resources or 
conceals or disguises the nature, location, source, or ownership 
of material support or resources, knowing or intending that they 
are to be used in preparation for, or in carrying out, a violation 
of section 32, 37, 81, 175, 229, 351, 831, 842 (m) or (n), 844 (f) or 
(i), 930(c), 956, 1091, 1114, 1116, 1203, 1361, 1362, 1363, 1366, 
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1751, 1992, 2155, 2156, 2280, 2281, 2332, 2332a, 2332b, 2332f, 
2340A, or 2442 of this title [18 USCS § 32, 37, 81, 175, 229, 351, 
831, 842 (m) or (n), 844 (f) or (i), 930(c), 956, 1091, 1114, 1116, 
1203, 1361, 1362, 1363, 1366, 1751, 1992, 2155, 2156, 2280, 
2281, 2332, 2332a, 2332b, 2332f, 2340A, or 2442], section 236 of 
the Atomic Energy Act of 1954 (42 U.S.C. 2284), section 46502 
or 60123(b) of title 49, or any offense listed in section 
2332b(g)(5)(B) [18 USCS § 2332b(g)(5)(B)] (except for sections 
2339A and 2339B [18 USCS §§ 2339A and 2339B]) or in 
preparation for, or in carrying out, the concealment of an escape 
from the commission of any such violation, or attempts or 
conspires to do such an act, shall be fined under this title, 
imprisoned not more than 15 years, or both, and, if the death of 
any person results, shall be imprisoned for any term of years or 
for life. A violation of this section may be prosecuted in any 
Federal judicial district in which the underlying offense was 
committed, or in any other Federal judicial district as provided 
by law. 

(b) Definitions. As used in this section-- 

(1) the term "material support or resources" means any 
property, tangible or intangible, or service, including 
currency or monetary instruments or financial securities, 
financial services, lodging, training, expert advice or 
assistance, safehouses, false documentation or 
identification, communications equipment, facilities, 
weapons, lethal substances, explosives, personnel (1 or 
more individuals who may be or include oneself), and 
transportation, except medicine or religious materials; 

(2) the term "training" means instruction or teaching 
designed to impart a specific skill, as opposed to general 
knowledge; and 

(3) the term "expert advice or assistance" means advice or 
assistance derived from scientific, technical or other 
specialized knowledge. 

 

 

 



 A–7 

Select Provisions from the Justice Against Sponsors of 
Terrorism Act (“JASTA”) 

Public Law 114–222 114th Congress  

An Act to deter terrorism, provide justice for victims, and for other 
purposes. Be it enacted by the Senate and House of Representatives of 
the United States of America in Congress assembled,  

SEC 1. SHORT TITLE. This Act may be cited as the ‘‘Justice 
Against Sponsors of Terrorism Act’’.  

SEC. 2. FINDINGS AND PURPOSE.  

(a) FINDINGS.—Congress finds the following:  

(1) International terrorism is a serious and deadly problem 
that threatens the vital interests of the United States.  

(2) International terrorism affects the interstate and 
foreign commerce of the United States by harming 
international trade and market stability, and limiting 
international travel by United States citizens as well as 
foreign visitors to the United States. 

(3) Some foreign terrorist organizations, acting through 
affiliated groups or individuals, raise significant funds 
outside of the United States for conduct directed and 
targeted at the United States.  

(4) It is necessary to recognize the substantive causes of 
action for aiding and abetting and conspiracy liability 
under chapter 113B of title 18, United States Code.  

(5) The decision of the United States Court of Appeals for 
the District of Columbia in Halberstam v. Welch, 705 
F.2d 472 (D.C. Cir. 1983), which has been widely 
recognized as the leading case regarding Federal civil 
aiding and abetting and conspiracy liability, including 
by the Supreme Court of the United States, provides 
the proper legal framework for how such liability 
should function in the context of chapter 113B of title 
18, United States Code.  
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(6) Persons, entities, or countries that knowingly or 
recklessly contribute material support or resources, 
directly or indirectly, to persons or organizations that 
pose a significant risk of committing acts of terrorism 
that threaten the security of nationals of the United 
States or the national security, foreign policy, or 
economy of the United States, necessarily direct their 
conduct at the United States, and should reasonably 
anticipate being brought to court in the United States 
to answer for such activities. 

(7) The United States has a vital interest in providing 
persons and entities injured as a result of terrorist 
attacks committed within the United States with full 
access to the 18 USC 2333 note. 18 USC 1 note. Justice 
Against Sponsors of Terrorism Act. Sept. 28, 2016 [S. 
2040] VerDate Mar 15 2010 19:28 Oct 27, 2016 Jkt 
069139 PO 00222 Frm 00002 Fmt 6580 Sfmt 6581 
E:\PUBLAW\PUBL222.114 PUBL222 kgrant on 
DSKB33CYQ1 with PUBLAW PUBLIC LAW 114–
222—SEPT. 28, 2016 130 STAT. 853 court system in 
order to pursue civil claims against persons, entities, or 
countries that have knowingly or recklessly provided 
material support or resources, directly or indirectly, to 
the persons or organizations responsible for their 
injuries.  

(b) PURPOSE.—The purpose of this Act is to provide civil 
litigants with the broadest possible basis, consistent with the 
Constitution of the United States, to seek relief against persons, 
entities, and foreign countries, wherever acting and wherever 
they may be found, that have provided material support, directly 
or indirectly, to foreign organizations or persons that engage in 
terrorist activities against the United States.  

SEC. 4. AIDING AND ABETTING LIABILITY FOR CIVIL 
ACTIONS REGARDING TERRORIST ACTS.  

(a) IN GENERAL.—Section 2333 of title 18, United 
States Code, is amended by adding at the end the 
following: ‘‘(d) LIABILITY.— ‘‘(1) DEFINITION.—In this 
subsection, the term ‘person’ has the meaning given the 
term in section 1 of title 1. ‘‘(2) LIABILITY.—In an action 
under subsection (a) for an injury arising from an act of 
international terrorism committed, planned, or authorized 
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by an organization that had been designated as a foreign 
terrorist organization under section 219 of the 
Immigration and Nationality Act (8 U.S.C. 1189), as of 
the date on which such act of international terrorism was 
committed, planned, or authorized, liability may be 
asserted as to any person who aids and abets, by 
knowingly providing substantial assistance, or who 
conspires with the person who committed such an act of 
international terrorism.’’ 

(b) EFFECT ON FOREIGN SOVEREIGN IMMUNITIES 
ACT.—Nothing in the amendment made by this section 
affects immunity of a foreign state, as that term is defined 
in section 1603 of title 28, United States Code, from 
jurisdiction under other law.  

Federal Rules of Civil Procedure 

Rule 12: Defenses and Objections:  

(b) How to Present Defenses. Every defense to a claim for relief 
in any pleading must be asserted in the responsive pleading if 
one is required. But a party may assert the following defenses by 
motion: 

(1) lack of subject-matter jurisdiction; 

(2) lack of personal jurisdiction; 

(3) improper venue; 

(4) insufficient process; 

(5) insufficient service of process; 

(6) failure to state a claim upon which relief can be 
granted; and 

(7) failure to join a party under Rule 19. 

 

 


